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CRITICAL SECURITY CONTROLS

Center of Internet Security (CIS
Critical Security Controls (CSC)

 Fundamental actions every
enterprise should take to prevent,
alert, and respond to attacks

« 5 critical tenets of an effective
cyber defense system

e (CSCs define a focused set of actions
for organizations to implement

THE CENTER FOR INTERNET SECURITY (CIS)

CRITICAL SECURITY CONTROLS V6.0

Incident Response and
Management
the organization’s information,
as wall as its reputatic developing
and implementing an incident response
. plans, defined rokes, training,
communications, management oversight),

Application Software Securlty

Manage the security lifecyde of all in-house
developed and acquired software in order to
prevent, detect, and correct security weaknesses.

Securlty Skills Assessment
and AppropHate Tralning
to Flll Gaps
Identify the specific knowledge, skills,
and abilities needed to wpport
defense of the enterprise; develop and
exequte an intagrated plan to assass,
identify and remediate gaps, through
policy, organizational planning, training,
and awareness programs for all
functional roles in the organzation.

Account Monitoring
and Control
Actively manage the lifecyde
of system and application
acoounts — their creation, use,
dormancy, deletion — in order
to minimize opportunities for
attackers to leverage them.

Wireless Access Control
Track, contrdl, prevent, and correct
the security use of wirdess local
area networks (LANS), acc
points, and wirdess dient syste

Controlled Acces!
Based on the
Need to Know

Track, control, prevent, correct,
and seaire acess b aitial
assets (e.g., information, resources,
systems) according to the formal
otermination of which persons,
computers, and applications
ave 2 need and right to access
these critical assets based on an
approved classification.

Data Protection

mitigate the effedts of
exfiltrated data, and
ensure the privacy and
intagrity of semsitive
information

img: sans.org/media/critical-security-controls/SANS_ CSC_ Poster.pdf

Prevent data exfilration,

Penetration Tests and Red
Team Exerclses
Test the overal strength of an
organization’s defenses (technology,
processes, and people) by simuating the
objectives and actiors of an attacker.

Boundary Defense
Detedt, prevent, and
correct the flow of

information-transferring
networks of different trust

levls with a foaus on

security-damaging data.

Inventory of Authorized and
Unauthorized Devices
Actively manage (imventory, track, and
corredt) all hardware derices on the
mtwork so that only authorized devices
are given access, and unauthorized and
unmanaged devices are identifled and
prevented from gaining accass.

Inventory of Authorized and
Unauthorized Software

Actively manage (inventory, track, and
correct) all software on the network so

Secure Configurations for Hardware
and Software on Moblle Devices,
Laptops, Workstatlons, and Servers
Establish, implement, and actively mamge (track,
that only authorized software is installed report on, and corredt) the seaurity configuration

and @n eecute, and urauthorized and of aptops and workstations using a
unmanaged software is located and rigorous configuration management and change
prevented from installation or execution. control process in order to prevent attackers from

exploiting winerable wrvices and settings

Continuous Vulnerabllity
Assessment and Remediation
Continuously acquire, assess, and take action

on new information in order to identify
wulnerabiiies, and to remediate and minimize
the window of opportunity for attackers.

Controlled Use of
Administrative Privileges
Track, control, prevent, and corredt the
use, assignment, and configuration of
administrative privileges on computers,

mtworks, and applications.

Malntenance, Monitoring,
and Analysis of Audit Logs
Collect, manage, and andyze audit
logs of events that could help detect,
understand, or recorer from an attack

Emall and Web Browser
Protections
Minimize the attack surface and
the opportunities for attackers to
manipulate human behavior through
their interaction with web browsers
and email systems.

Malware Defenses
Control the installation, spread, and execution
of makious code at multiple: points in
the enterprise, while optimizing the use of
automation to enable rapid updating of
defense, data gathering, and

Limitation and Control
of Network Ports,
Protocols, and Services
Manage {track, control, and correct) the ongoing
operatioml use of ports, prot o
on networked devices in order to minimiz
windows of vulnerability available to atta

Secure Conflgurations for Network Devices
such as Firewalls, Routers, and Switches
Establish, implement, and actively mamge (wack, report on, and
correct) the security configuration of network infrastructure information with a proven
devices using a rigorous configuration management and change methodolegy for timely
control process in order to prevent attackers from exploiting recvery.

vulnerable 5 and sattings.

Data Recovery
Capabllity
Properly back up aitical
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CRITICAL SECURITY CONTROLS | AWS RESEARCH

Existing research on this topic to help secure your cloud
environment:

* Security IN the AWS Cloud
Max Ramsay discusses AWS and CSC 4.0 AWS re:Invent 2012
https://www.youtube.com/watch?v=n9Qi3pToAU g
http://www.slideshare.net/AmazonWebServices/security-in-the-aws-
cloud-sec301

« Implementing the Critical Security Controls in the Cloud

Jon Mark Allen explores the pros and cons of implementing CSC 6.0 in
AWS

Download available in the SANS Reading Room
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https://www.youtube.com/watch?v=n9i3pToAU_g
http://www.slideshare.net/AmazonWebServices/security-in-the-aws-cloud-sec301

CRITICAL SECURITY CONTROLS MATRIX

CsC | CSC2 CSC3 CSC 4
Inventory of Authorized and Inventory of Authorized and Secure Configurations for Continuous Vulnerability
Unauthorized Devices Unauthorized Software Hardware and Software Assessment and Remediation
CSC5 CSC 6 CSC7 CSC 38
Controlled Use of Maintenance, Monitoring, and Email and Web Browser Malware Defenses
Administration Privileges Analysis of Audit Logs Protections
CSC 9 CSC 10 CsC i CSC 12
Limit & Control of Network Data Recovery Capability Secure Configurations for Boundary Defense
Ports, Protocols, Services Network Devices
CSC i3 CSC 14 CSC I5 CSC 16
Data Protection Controlled Access Based on Wireless Access Control Account Monitoring and
the Need to Know Control
CSC 17 CSC 18 CsC 19 CSC 20
Security Skills Assessment Application Software Security Incident Response and Penetration Tests and Red
Management Team Exercises
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CRITICAL SECURITY CONTROLS AWS MATRIX | IN SCOPE

CSC 2 CSC3 CSC 4
Inventory of Authorized and Secure Configurations for Continuous Vulnerability
Unauthorized Software Hardware and Software Assessment and Remediation

CSC7 CSC 8

Email and Web Browser Malware Defenses
Protections

CSC5

Controlled Use of
Administration Privileges

CSC 9 CSCI0 CSC I CSC 12
Limit & Control of Network Data Recovery Capability Secure Configurations for Boundary Defense
Ports, Protocols, Services Network Devices
CSC |14 CSC I5 CSC 16
Controlled Access Based on Wireless Access Control Account Monitoring and
the Need to Know Control
CSC 17 CSC I8 CsC 19 CSC 20
Security Skills Assessment Application Software Security Incident Response and Penetration Tests and Red
Management Team Exercises
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AWS CRITICAL SECURITY CONTROLS MAPPING

SANS |
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CSCi1: Inventory of Authorized and
Unauthorized Devices

Actively manage (inventory, track, and correct) all hardware devices on the
network so that only authorized devices are given access, and unauthorized and
unmanaged devices are found and prevented from gaining access.

Making Sense of the CSC in the Cloud 9



CSCI | EVALUATION CRITERIA

« Active and passive network scans identifying known and
unknown hosts

o Asset il’lVQIltOI'y il’lChldil’lg: Common Data Collection Methods
- Machine name Network scanning
_ Patch management tools
PU.I'pOSE SIEM (Security Information &
- Asset owner Event Management)
Log management
- Department Switch CAM tables

Port Usage

Making Sense of the CSC in the Cloud 10




CSCI | ON PREMISE DATA SOLUTIONS

Example tools for collecting and monitoring CSC1 data:
« MS Excel (don’t do this)
« RackTables
* Open DCIM
* Service Now CMDB
« Combodo iTOP CMDB
« Too many to list comprehensively....

Making Sense of the CSC in the Cloud 11



CSCI | ON PREMISE ISSUES

Issues routinely encountered managing servers inventory in a
traditional on premise environment:

 Servers are swapped frequently
« Staff turnover causes server / app owners to change frequently
 Inventory documentation quickly becomes outdated

« Larger environments increase complexity

Making Sense of the CSC in the Cloud 12




CSCI | AWS SERVICES AND TOOLS

Implementing CSC1 in AWS is very straightforward using the
following tools and services:

AWS CLI

IAM (Identity & Access Management)
EC2 Instance Profile

Tags

Security Groups

Making Sense of the CSC in the Cloud
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CSCI | AWS CLI

Interface for interacting with all parts of AWS:
« REST-based service calls over HTTPS

* Authentication via AWS Signature v4 message signing using
access key id and secret access key

» Authorization via AWS Identity & Access Management (IAM)

Making Sense of the CSC in the Cloud 14



CSCI | AWS IAM

Service for permission management (e.g. user or application) inside
AWS:

« Similar to Active Directory (AD) / LDAP

 Allows granular permission control for users, groups, roles, and
policies

« Manages access and secret key identifier distribution
« Controls password policies
e Multi-factor authentication configuration

Making Sense of the CSC in the Cloud 15



CSCI | EC2 INSTANCE PROFILE

Elastic Compute Cloud (EC2) instances attach to a role during
creation:

« AWS automatically provisions access keys for the instance when
calling other AWS services from the instance

* Avoids hard-coding keys / passwords into code running on the
instance

« Access keys are automatically rotated by AWS

Making Sense of the CSC in the Cloud 16



CSCI | TAGS

Custom metadata associated with an EC2 resource:

Key value pair dictionary

Consistent sets allow tracking of asset owner, department, and
purpose

Policy file conditions can allow or deny access to resources based

on the existence and value of a tag
IMPORTANT NOTE!

Admins must explicitly disable the
following ec2 actions on restricted
accounts:

* ec2:CreateTags

* ec2:DeleteTags

Making Sense of the CSC in the Cloud
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CSCI | SECURITY GROUPS

Stateful network access control rules that operate at the instance
level:

* All rules are evaluated before issuing the allow / deny decision

 Define inbound and outbound traffic rules
- Inbound rules default to NO tratfic
- Outbound rules default to ALL traffic

Making Sense of the CSC in the Cloud 18



CSCI | OBTAINING THE INVENTORY (AND MORE)

High-level steps to obtain the AWS inventory:

1. Enumerate the EC2 instances

2. Enumerate the RDS database instances

3. Bonus: Enumerate the security group network access rules

Making Sense of the CSC in the Cloud

19



CSCI | EXAMPLE RETRIEVING ALL EC2 INSTANCES

Command line call to retrieve all AWS EC2 instances:

1 aws ec2describe -instances -- output json | jg '.Reservations[].Instances]]
2 [. LaunchTime , . InstanceType ,. Instanceld ,. SecurityGroups []. Groupld ,
3 .Tags [].Value]
Output:
[ "2017-01-08T18:51:46.000Z2 ", "t2.micro", "1 -0500510e3f808d2ee ","sg -7caf 4600

," prod - springline  -aws-web"," Springboot MVCtarget application
, "CDD\ eric.johnson

]

[
"2017 - 01-08T18:55:02.000Z "," t2.micro ", "i-0e74e490c2ebc5d37 ", "sg-79af 4605

," ga- springline - aws-web"," QA Springboot MVCtarget application
, " CYPRESSDEFENSE eric.johnson

OO ~NOOOTHE, WN K
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CSCI | EXAMPLE RETRIEVING ALL RDS INSTANCES

LO~NO OB~ WN P

£

Command line call to retrieve all AWS RDS instances:

aws rds describe -db-instances -- output json | jq ‘. DBlInstances
[. InstanceCreateTime , . DBlInstanceClass ,. DBlInstanceldentifier :
. VpcSecurityGroups []. VpcSecurityGroupld , . PubliclyAccessible I
Output:
[
"2017 - 01-06T22:48:49.334Z ", "db.t2Z.micro "," springline - prod ",
, false
]
[
"2017 - 01- 06T22:46:00.170Z "," db.t2Z.micro "," springline -ga",
, false
]

Making Sense of the CSC in the Cloud 2]
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CSCI | EXAMPLE DESCRIBING A SECURITY GROUP

Command line call to retrieve a security group:

1 aws ec2describe -security -groups -- group -idssg - 7caf4600 | jg . SecurityGroups ]
2 |[. GroupName,. Groupld ,. Vpcld ,. IpPermissions []. IpRanges []. Cidrlp ]

Output:

[
"prod - springline - aws- InstanceSecurityGroup - ORQQ7HAMGTW1",

"sg - 7caf4600",
"vpc - 94b205f2",
"0.0.0.0/0"

OO0k, WNPE
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CSCI | PUTTING IT ALLTOGETHER

« Security Group Review & miscellaneous CSC scripts
» Written by Ben Allen (@mr_secure)

» https://github.com/MrSecure/review-security-groups

sg- 7caf4600 ####HH# IN: 2 OUT: 1

sg- 7caf4600 <- tcp 22 0.0.0.0/0

sg- 7caf4600 <- tcp 8080 sg - cdac45b8

sg- 7caf4600 ->ANY ANY 0.0.0.0/0
Sg-9edc3le2 ###H### IN: 1 OUT: 1 — default
Sg-9edc31le2 <- ANY ANY sg-9edc3le2

Sg- 9edc31e2 ->ANY ANY 0.0.0.0/0

Sg- c4acd5b8 ##AH#HA IN: 1 OUT: 1 — Ib
Sg-cd4ac45b8 <- tcp 80 0.0.0.0/0

Ssg- c4ac45b8 -> ANY ANY 0.0.0.0/0

sg-lcaf4660

ﬁ,?edcﬁﬁlﬂ Jg ANY / ANY

sg-cdac43b8

Security Groups vpc-94b20512 10.0.0.0/16 prod
2017-01-08 21:42:29 UTC
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CSC6: Maintenance, Monitoring, and
Analysis of Audit Logs

Collect, manage, and analyze audit logs of events that could help detect,
understand, or recover from an attack.




CSCé6 | EVALUATION CRITERIA

« Hardware, software, network devices
- Date

Common Log Aggregation Tools

-Ti : Splunk
Timestamp (synchronized) L
- Source address Elastic Stack

Loggly

- Destination address
- Traffic (allowed and blocked)
« SIEM or log analysis tools aggregate and consolidate log data

Making Sense of the CSC in the Cloud 25




CSCé | ON PREMISE ISSUES

Issues routinely encountered managing logs in a traditional on
premise environment:

« Incomplete inventory records are often used to determine if
log coverage is complete

* New log sources require human intervention to enable and
configure logging level

 Inconsistent log formats across various platforms and tools

Making Sense of the CSC in the Cloud 26




CSCé | AWS SERVICES AND TOOLS

Example services and tools CSC6 requires in AWS is very
straightforward using the following tools and services:

* CloudWatch

* CloudTrail
 Lambda

« VPC Flow Logs

Making Sense of the CSC in the Cloud
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CSCé6 | CLOUDWATCH MONITORING SERVICE

Monitoring service for AWS cloud resources and applications:
« Standard metrics defined by AWS for running services
« Custom metrics you define (e.g. application event)

CloudWatch processes and stores instances logs as well:
* Run agent on instances

* Push logs to CloudWatch

« Define metrics based on log patterns

« Ad-hoc searches logs using custom filters

ense of the CSC in the Cloud 28



CSCé6 | CLOUD TRAIL

CloudTrail records information about AWS API calls and delivers
log data to S3:

« Log data is automatically encrypted with server-side encryption
(SSE)

« Feature is not enabled by default

« Log data is published in 5 minute increments with a 15 minute
delay

« Integrate with CloudWatch for monitoring

Making Sense of the CSC in the Cloud 29



CSCé |VPC FLOW LOGS

» Capture network traffic metadata at various levels:
Entire VPC
Individual Subnet
Specific network interface

» Flow logs are sent to CloudWatch every 10-15 minutes

« Aggregated data includes:
Network address information
Packet statistics
Action (accept or reject)

Making Sense of the CSC in the Cloud 30



CSCé6 | EXAMPLE: VPC FLOW LOG DASHBOARD (1)

High-level steps to create a VPC flow log dashboard:
1. Enable flow logs for the desired VPC

2. Retrieve CloudWatch flow logs data

3. Stream CloudWatch data to Elasticsearch Service
4

. Leverage Elasticsearch and Kibana dashboard to display the VPC
Flow Log data

Making Sense of the CSC in the Cloud 31
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CSCI | EXAMPLE: VPC FLOW LOG DASHBOARD (2)

Command line call to retrieve data for the VpcFlowLogs group

aws ec2 describe - flow -logs
aws logs filter -log - events -- log - group - name VpcFlowLogs
Output:
" searchedLogStreams ™.
[{ "searchedCompletely " true , "logStreamName ":" eni -ee49ca06 -al | “ }
l," events" [
{" IngestionTime ": 1483914794426 ," timestamp ": 1483914198000
," message":" 2 639455806015 eni -ee49cal6 107.170.242.27 172.31.8.238 123 123
17 176 1483914198 1483914465 ACCEPT OK
,eventld " 330923924260799204193061587780007389897°.
;" logStreamName ":" eni -ee49cal6 -a |l |
|

Making Sense of the CSC in the Cloud
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CSCé6 | EXAMPLE: VPC FLOW LOG DASHBOARD (3)

I . ana Discover Visualize

Dashboard Sattings

FlowLogDash (action: ACCEPT) AND ({interface_id: eni-a0SBacd! NOT sraaddr: 172.31.26.45) a
Eni list #F X enipi-all # x ENldestports
Legend ©
Top 20000 interface_id + Q, Count + Sum of bytes * @ 54.187.131.228 Top 200 dstport $ O, Count %
eni-a08Bacd1 16 81,802 ® 196.60.22.240 123 8
® 204.2.134.164
22 2
@ 216.229.0.50
@ 75.162.39.144 41,836 1
@ 96.126.100.203 43,198 1
® 5011282113
43,200 1
® 54.240.248.157
®6 43,204 1
e17 43,208 1
@ 43198 58,894 1
~ ® 43200
® 43204
ENlAction & ® 43,208
Legend © ® 123
foe 2 Export: Raw & Formatted &
@ 41,836
® 58,984
® 172.31.26.45
~
EniPratocal Fa
Legend &
L X
17
~
anl sarch
Time - interface_id action srcaddr dstport bytes packets
»  January 3rd 2017, 13:49:40.000 eni-a0@8acd1 ACCEPT 54.240.249.157 58,994 5,182 13
v January 3rd 2017, 13:48:46.000  eni-a09Bacd ACCEFT 75.162.39.144 22 28,432 499
v January 3rd 2017, 13:47:43.000  eni-a09Bacd ACCEFT 96.126.100.203 123 228 3
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CSCé6 | ATTACK DRIVEN DEFENSE

Taking advantage of production attack data and creating feedback
loops to the engineering team:

Makes security transparent to the project team
Identifies strong and weak security controls

Helps prioritize security program initiatives
Continuously improves the defensibility of the system

Making Sense of the CSC in the Cloud
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CSCé6 | ATTACK DRIVEN DEFENSE MONITORING

Monitoring attack driven production data at Esty :

!%%F; 1 E
@: A

i
i

.
itiiiiii
SRR
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CSCé6 | AWS ISSUES

Issues routinely encountered in a cloud (AWS) environment:

* Correlating log data between on-prem and cloud
environments

« Shipping AWS logs to on-prem logging facilities can incur
bandwidth charges quickly

* Does your SIEM / log analysis support S3?

Making Sense of the CSC in the Cloud 36



CSCi13: Data Protection

The processes and tools used to prevent data exfiltration, mitigate the effects of
exfiltrated data, and ensure the privacy and integrity of sensitive information.

Making Sense of the CSC in the Cloud 37




CSCI13 | EVALUATION CRITERIA

» Accurate asset inventory describing S Tem Il e e el
where sensitive data is located S

Vormetric

« Approved data encryption technologies CipherCloud
for data at rest and in transit Gemalto
Vault
« Secure key management process for Keywhiz

creation, rotation, and destruction Sneaker
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CSCI13 | ON PREMISE ISSUES

Issues routinely encountered in a traditional on premise
environment:

» Costly encryption appliances can result in inconsistent
implementation

« Key management can be a nightmare
« Detfault policies often allow all egress traffic

« Transparent data encryption (TDE) does not prevent
extraction through the application layer

Making Sense of the CSC in the Cloud 39



CSCI13 | AWS SERVICES AND TOOLS

The following services and tools available in AWS support CSC13:
« Key Management Service (KMS)
« AWS KMS Supported Services

Making Sense of the CSC in the Cloud 40



CSCI3 | AWS KEY MANAGEMENT SERVICE (KMS)

Multi-tenant hardened security appliance service:

« Symmetric encryption of key material using AES-256 in GCM

« Secure random customer master keys never leave the module

- Envelope encryption (aka per-file encryption) protects sensitive data:

|
GenerateData
Key(CMK) |

T — — — — —— —— —

KMS Interface

— | encrypted key key

encrypted key

encrypted message

Envelope encryption of “Hello World!”

Making Sense of the CSC in the Cloud 41

lllllllllllllllllllllllllllllllllllllllll

. 1o




CSCI13 | AWS KMS SUPPORTED SERVICES

AWS provides KMS encryption support for many of its services:

« Simple Storage Service (S3)
- Server-side encryption (transparent) where AWS manages keys

- Client-side encryption where clients encrypts with KMS CMK before
storage

« Elastic Block Store (EBS) volumes
- Encrypted with a specified KMS key

« Relational Database Service (RDS)
- Database encryption must be enabled during creation

Making Sense of the CSC in the Cloud
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CSCI | EXAMPLE POLICY REQUIRING S3 ENCRYPTION

Example policy file that requires S3 object encryption:

L

2 "Version": "2012 -10-17"," Id":" PutObjPolicy ",

3 "Statement”: [

4 {" Sid":" DenylncorrectEncryptionHeader

5 "Effect": "Deny "," Principal®: me " Action™: "s3:PutObject" :

6 "Resource": "arn:aws:s3::: YourBucket /*",

7 "Condition": {" StringNotEquals " {" s3:x - amz server -side - encryption
8 " AES256" }}

9 b

10 "Sid": " DenyUnEncryptedObjectUploads

11 "Effect": "Deny " " Principal™: " " Action": "s3:PutObject" ,

12 "Resource": "arn:aws:s3::: YourBucket /*",

13 "Condition": { " Null": {"s3:x - amz- server - side - encryption": "true" }
14 Hi

15 }

Making Sense of the CSC in the Cloud 43




CSCI | EXAMPLE ENUMERATING UNENCRYPTED VOLUMES

Command line call to enumerate unencrypted EBS volumes:

1 aws ec2describe -volumes -- output json > volumes.json
2 cat volumes.json | jg -r'Volumes]] | select(.Encrypted == false) | {Volume:
3 .Volumeld , Type:. VolumeType , Encryption: .Encrypted, AttachedTo
4  .Attachments]]. Instanceld }
Output:
1 {" Volume": "vol - 0a3988bd3304a821c "," Type™ "gp2 ", "Encryption™ false
2 ," AttachedTo ™" 1-0500510e3f808d2ee” }
3 {" Volume": "vol - 0d857183a44e0dbbb "," Type™ "gp2 ", "Encryption™ false
4 ," AttachedTo ™" 1-0e74e490c2ebcb5d37” }
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CSCI | EXAMPLE ENUMERATING UNENCRYPTED RDS INSTANCES

Command line call to retrieve all AWS RDS instances:

1 aws rds describe -db-instances -- output json > rds.json
2 cat rds.json | j9 -r'. DBinstances []| select(. StorageEncrypted == false) |
3 {DBlinstance :. DBInstanceldentifier , Engine: .Engine, Encryption:
4 . StorageEncrypted }'
Output:
iLp
2 "DBlInstance ™ " springline -prod"," Engine ":" mysqgl", " Encryption " false
3 }
S B
5 "DBlInstance " " springline -qga"," Engine " mysqgl", " Encryption " false
6 1}
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CSCI3 | AWS ISSUES

Issues routinely encountered in a cloud (AWS) environment:

» Network-based DLP defenses are more complicated
- Force outbound traffic through proxy / DLP server
- This goes against AWS best practices

« Host-based DLP solutions are available to address this gap
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CAPITOL ONE CLOUD CUSTODIAN

Capitol One open source project automates the process of
maintaining a well-managed cloud infrastructure:

Stopping EC2 instances using unapproved images (AMIs)
Terminating public facing / unencrypted RDS database instances
Deleting unencrypted EBS volumes
Define off hours for disabling resources
Enforcing S3 bucket encryption policies
Custom policy rules written in YAML . Cloud

https://developer.capitalone.com/ Custodian

opensource-projects/cloud-custodian

Making Sense of the CSC in the Cloud
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CRITICAL SECURITY CONTROLS | FULL AWS MATRIX

SANS |
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OTHER CRITICAL SECURITY CONTROLS AWS SERVICES
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i Thank you for attending
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