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The views expressed in this presentation are 
mine alone. Reference to any specific products, 
process, or service do not necessarily constitute 
or imply endorsement, recommendation, or 
favoring by the United States Government or the 
Department of Defense. 
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Today   ²ƘŀǘΩǎ ǘƘŜ ǇǊƻōƭŜƳΚ 

Trust   Can you believe the data? 

Tests   Experiments in forensic acquisition 

Trouble   Results and alternatives 

Tomorrow  Future work 

Outline 
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tƘΦ5Φ ŎŀƴŘƛŘŀǘŜΣ ά5ƛƎƛǘŀƭ CƻǊŜƴǎƛŎǎ ŦƻǊ 
Infrastructure-as-a-{ŜǊǾƛŎŜ /ƭƻǳŘ /ƻƳǇǳǘƛƴƎέ 

8 years in network security, malware analysis, 
intrusion detection, forensics 

Cloud Security Alliance, NIST Cloud Computing 
Security Working Group, IFIP Working Group 
11.9 on Digital Forensics, American Academy of 
Forensic Sciences, ABA E-Discovery and Digital 
Evidence 

 

Bio 
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First Cloud Crime? 
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!ƴ LƴǾŜǎǘƛƎŀǘƻǊΩǎ ±ƛŜǿ 
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άIncident response and computer forensics in a 
cloud environment require fundamentally 
ŘƛŦŦŜǊŜƴǘ ǘƻƻƭǎΣ ǘŜŎƘƴƛǉǳŜǎΣ ŀƴŘ ǘǊŀƛƴƛƴƎΧέ 

 
Challenging Security Requirements for US Government Cloud Computing Adoption 
(Draft), Version 1.6, 2012 

 

Truth or Fiction? 
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ά/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ ŀ ƳƻŘŜƭ ŦƻǊ ŜƴŀōƭƛƴƎ 
ubiquitous, convenient, on-demand network 
access to a shared pool of configurable 
computing resources (e.g., networks, servers, 
storage, applications, and services) that can be 
rapidly provisioned and released with minimal 
management effort or service provider 
interaction. This cloud model is composed of five 
essential characteristics, three service models, 
and four deployment modelsΦέ 

 

 

NIST Definition 

http://www.nist.gov/customcf/get_pdf.cfm?pub_id=909616 

September 2011 
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On-demand self-service 

Elastic 

Utility consumption 

Location independence 

Resource abstraction and pooling 

¢Ƙŀǘ ǿƘƛŎƘ ǿŜ Ŏŀƭƭ ŀ ǊƻǎŜΧ 
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Security Crime Forensics 
You are 

here 
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Conflicting Goals 

Cloud Forensics 

Location independence Discovery of computational structure 
Legal jurisdiction 

Rapid elasticity Evidence preservation 
Data integrity 

Data reliability (replication) Chain of custody 
Evidence integrity 

Multi-tenancy Attribution of data 
Chain of custody 

General, abstract data structures Best evidence 
Presentation/Visualization of evidence 
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Q: Where is my data stored? 

Amazon S3 offers storage in the US Standard, US 
West (Oregon), US West (Northern California), EU 
(Ireland), Asia Pacific (Singapore), Asia Pacific 
(Tokyo), South America (Sao Paulo), and AWS 
GovCloud (US) Regions. You specify a Region 
when you create your Amazon S3 bucket. Within 
that Region, your objects are redundantly stored 
on multiple devices across multiple facilities. 

Amazon S3 

http://aws.amazon.com/s3/faqs/#Where_is_my_data_stored 
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Location of Customer Data 

Microsoft may transfer Customer Data within a 
major geographic region (e.g., within Europe) for 
data redundancy or other purposes.  For example, 
Windows Azure Storage geo-replication feature will 
replicate Windows Azure Blob and Table data, at no 
additional cost, between two sub-regions within the 
same major region for enhanced data durability in 
case of a major data center disaster.  However, 
customers can choose to disable this feature. 

Microsoft Azure 

http://www.windowsazure.com/en-us/support/trust-center/privacy/ 
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No Tested Tools 
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No Case Law 
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άCƻǊŜƴǎƛŎǎέ ¢ƻŘŀȅ 
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Amazon S3 

Dropbox 

Dropsync 

Resellers 
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? Č ! 
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Trust 

Guest Application 

Guest OS 

Virtualization 

Host OS 

Physical Hardware 

Network 

http://www.katescomment.com/iaas-paas-saas-definition/ 
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Polly traffics in child pornography. 

He stores contraband images in the cloud. 

He uses a pre-paid credit card. 

His cloud-hosted website shares the images. 

 

Law enforcement discovers the website and 
wants to terminate the service and prosecute the 
criminal.  

Hypothetical Case Study 
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Cloud Crime Scene 

Internet 

Polly 

Forensic 

Investigator 

Cloud Service Provider 

Law 

Enforcement 

Provider 

Technician 

Web-

exposed 

crime 

scene 


