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Systems 

 

Network 

 

Cloud 

 

Mobile 

 

lOne thing in common:  All are sources of evidence 



DHCP DNS  Netflow  Firewall 

   

Proxy  DLP  IDS/IPS NSM 

  

RE  RAM  Timeline  Triage 

 

 Disk Image  Event Logs  HIPS  AV  

 

Backups  Restore Points  Prefetch 

 

Registry  VMDK  Temp Files  Browser Cache 



Host 

 

Traditional:  Full Disk Imaging, VMDK, Timelines,  

Registry, Restore Points, Prefetch, Temp Files,  

Browser Cache, Volatile Data 

 

Event Logs:  Antivirus, EMET, System, Application,  

Firewall, HIPS 

 

Volatile/Focused:  Triage (targeted collections), RAM, RE 

 

Advanced:  Host monitoring, threat feeds, C2 traffic 
 

 

 

 

 

 



Network 

 

Logs:  DHCP, DNS, Proxy, Firewall 
 

Events:  IDS/IPS, Firewall, DLP, WAF 
 

SIEM:  Event/System Logs 
 

NSM:  Streaming packet capture, ad hoc pcap, netflow 
 

Advanced:  Threat feeds, C2 traffic, encrypted binaries  
 

Vulnerability Scans:  Historical scan data  



Cloud 

 

 

Limited data if third-party hosted 

 

VMDK Files 

 

Correlate to activity you “own” 
 

 



Mobile 

 

Limited access (BYOD) 

 

Correlate to activity you “own” 

 

Always changing/updating 

 
 



Investigation Trifecta 

 

Observation 

(Gather information/evidence, prepare to answer questions) 

 

Interpretation 

(Understanding the evidence – you can't jump to this step) 

 

Application 

(Putting it all together – resolution/recommendations) 



Talk is cheap, show me the money... 

 

Zbot Infection 

 

Banload Trojan 

 

Kuluoz (or Dofoil) Trojan 

 

User Activity 

 

LSASS Child Process 
 

 



 

Zbot Infection 
 
 

 

 



Zbot (1) 
 

Trigger: Alert from malware detection platform, for C2 traffic: 
 

 

 



Zbot (2) 
 

Filesystem: Point of Infection, malware self-cleanup 
 



Zbot (3) 
 

Binary Analysis: (order_jd4320480293.exe, msevaxlgn.exe,  

mssuhin.exe, msyaam.exe) - all with the same hash   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Zbot (5) 
 

Vector: Personal email via the web... 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

Banload Trojan 
 



Banload (1) 
 

Trigger:  Alert on potentially malicious web traffic (allowed) 

Firewall Log Details 



Banload (2) 
 

NSM:  Streaming PCAP – What is the traffic? 



Banload (3) 
 

NSM:  Streaming PCAP – File Extraction 



Banload (4) 
 

Binary Analysis – Unpacked File, Hash, Malware 



Banload (5) 
 

Host Analysis:  Connection established?  Malware launched? 



 

 

 

 

 

Kuluoz (Dofoil) Trojan 
 
 

 



Kuluoz (1) 
 

Trigger:  Alert on potentially malicious web traffic, allowed 
 

 



Kuluoz (2) 
 

Malware Alert Details 



Kuluoz (3) 
 

Malware Identification 



Kuluoz (4) 
 

Host Analysis – Connection complete?  Malware detonate? 



Kuluoz (5) 
 

RAM Analysis – Did malware detonate?   



Kuluoz (6) 
 

RAM Analysis – Evidence of malware activity? 



Kuluoz (7) 
 

RAM Analysis – Evidence of malware activity? 



 

 

 

User Activity 



User Activity (1) 
 

Trigger:  Report of activity from third-party vendor 
 

Sample Links 



User Activity (2) 
 

Email – Delivery of unique links to user 
 

Extracted from Journaled Archives  



User Activity (3) 
 

Host Analysis – Did the user visit the URL? 



User Activity (4) 
 

Host Analysis – Targeted Triage on Internet History 



 

 

 

LSASS Child Process 
 



LSASS Child (1) 
 

Trigger:  LSASS as Parent Process to EFSUI 
 

Host Query Results 



LSASS Child (2) 
 

Binary Preview (EFSUI) – Looking for anomalies 



LSASS Child (3) 
 

Binary Analysis – High-level checks against hash 



LSASS Child (4) 
 

Binary Analysis – (More) High-level checks against hash 



LSASS Child (5) 
 

Host Analysis – What activity is occurring? 



LSASS Child (6) 
 

Host Analysis – File Activity for EFSUI 



LSASS Child (7) 
 

Host Analysis – Network connections for EFSUI 



Thoughts to Think About 

 

 

Every decision is a risk decision 

 

Every evidence type may not exist 

 

Lack of knowledge is a hindrance 

 

Ignoring evidence increases risk 
 

 



Drinking My Own Medicine 

 

 

Observation:  Many types and sources of evidence 

 

Interpretation:  Important to understand them all 

 

Application:  Use whenever available and appropriate 
 



 

 

 

No tools, files, registry hives, packets, emails,  

restore points, logs, or applications were hurt  

in the making of this presentation. 

 

Resources/Tools used just for this presentation include:  

PEStudio, VirusTotal, Bit9 File Advisor, Redline 



 

 

Yes, that's a skull, Horatio.  It's a time for introspection. 

 

Write-ups about the Zbot infection and LSASS spawn  

are available on my blog:  forensicaliente.blogspot.com 

 

I'm open for questions and conversation:  @littlemac042 
 

 

 


