oSec Manager, CSIR
el_ending, A PlainsCapi




Systems

Network
Cloud
Mobile

One thing in common: All are sources of evidence



DHCP DNS Netflow Firewall

Proxy DLP IDS/IPS  NSM
RE RAM Timeline Triage
Disk Image Event Logs HIPS AV
Backups Restore Points Prefetch

Registry VMDK Temp Files Browser Cache



Host

Traditional: Full Disk Imaging, VMDK, Timelines,
Registry, Restore Points, Prefetch, Temp Files,
Browser Cache, Volatile Data

Event Logs: Antivirus, EMET, System, Application,
Firewall, HIPS

Volatile/Focused: Triage (targeted collections), RAM, RE

Advanced: Host monitoring, threat feeds, C2 traffic



Network

Logs: DHCP, DNS, Proxy, Firewall
Events: IDS/IPS, Firewall, DLP, WAF
SIEM: Event/System Logs
NSM: Streaming packet capture, ad hoc pcap, netflow
Advanced: Threat feeds, C2 traffic, encrypted binaries

Vulnerability Scans: Historical scan data



Limited data if third-party hosted

VMDK Files

Correlate to activity you “own”



Mobile

Limited access (BYOD)
Correlate to activity you “own”

Always changing/updating



Investigation Trifecta

Observation
(Gather information/evidence, prepare to answer questions)

Interpretation
(Understanding the evidence — you can't jump to this step)

Application
(Putting it all together — resolution/recommendations)



Talk Is cheap, show me the money...

Zbot Infection
Banload Trojan
Kuluoz (or Dofoll) Trojan
User Activity

LSASS Child Process



Zbot Infection



Trigger: Alert from malware detection platform, for C2 traffic:

alert (id:1965, name|malware-callback)}

zeverity: crit
explanation:

protocol: top
analvyvsi=s: binary
malware—detected:

malware (name:Backdoor.CPD.perxr):

stvype: |bnt—cnmmand -
=id: 39036053

cnoc-services:

cnc—-service:

protocol: tCop

port: 80
addres=s: 46.238.26.248 ’(;ff
location: BG

Mﬁ“a‘h channel:lPDST S3e/gate.php hTTPfl.l::
|

finley.su4:~~::~~




Zbot (2)

Filesystem: Point of Infection, malware self-cleanup

“filemod”  [Created |cusers\[ 5 appdatailocalitempitemp?_order jd4320450293.zip\order jd4320460293 exe[zone.idek
‘filemod”  "First wrote to c:Ru%appdata‘nl|:H:aI‘Ltemp‘ntemp‘1_|:|rdeu’dr—l32[]-:1BDEEH.zip‘nnrderJd-:lEEﬂalEDE93.9}{9"

filemod”  "First wrote to clusers) appdatallocaltempitemp_order jd4320480293.zip\order jd4320460293 exe:zom
filemod”  ['Created +::‘nu5ers‘iE‘nappdataklncalktemp&temg:mdﬂgdd&%%rder 1d4320480293 exe

“childproc” [FID 8524 Btatedc-windows\system3Z2imsiexec.exe|(eeed T0f2a771fc0b54 3bdeef/ 4fcecal)”
"childproc” TPID 7680|started c-\users\[ 2 f)appdata‘localtempitempt_order jd4320480293 ziplorder (4320480293 exd *»

"netconn”  "Connection to 195.22 26 231 ontep/él (offparking.u)’ e
‘netconn”  "Connection to 46.53 214 77 ontep/@l|(finley su) T

‘regmod”  "First wrote toAregistry\Users-1-5-21-3491246892-155993% "¢
"filemod" ﬂ:‘uusers‘um‘nappdatal [templtemp_ordekc:

e

windows'system3Zimsiexec.exe’
windows\systemiZ\msiexec.exe’
\
\

e

e

windows\system3Z\msiexec exe’
windows\system3Zimsiexec.exe’

i




Binary Analysis: (order_jd4320480293.exe, msevaxign.exe,
mssuhin.exe, msyaam.exe) - all with the same hash

p—
3 g\backdoor_cpd_per'y
sl [ndicate

A

vinfected_files\msevaxlgn.exe

Y Virustotal (43.-"52 -
DOS Stub (168 bytes)

DOS Header (64 bytes)

File Header (20 bytes)
Opticnal Header (224 bytes)
Directories (4/15)

Sections (1/5)

Imported Libraries (2/3)
Imported Symbols (53/84)
Exported Symbols (0)
Exceptions (0)

Relocations (0]

Certificates (0]

Thread Local Storage (n/a)
Rezources (2]

Strings (61/438)

Imported Libraries (4/4)
Imported Symboals (33/61)
Exported Symbols (0)
Strings Tables (0)
Version Information (0)
Unclassified (24,/373)
Debug Information (n/a)
Manifest (n/a)

Version information (n/a)
Owerlay (n/a)

000000000000 O0C0D

]}
[m]
]}
]}
[m]
]}

DOOoO

s

m

Description

The image contains 61 Blacklisted Strings

The image contains (1) Function names mapped to another name

The image is not signed with a Digital Certificate

The image imports 2 Library(s) detected as Blacklisted

The image Imports 2 Obsolete Function(s)

The image imports 53 Blacklisted Functions

The Version Information is Missing

The image contains 2 Executable Sections

The image contains 1 blacklisted Section Mame(s)

The image loads Libraries at Runtime

The image accesses the Multiple Provider Router

The image queries for files and streams

The image creates, modifies File(s)

The image accesses the Console

The image Changes the Environment Variables

The image imports & Antidebug Functions

The image ignores Data Execution Prevention (DEP) as Mitigation technique
The image ignores Address Space Layout Randomization (ASLR) as Mitigation technique
The image Checksum is Empty

The image has NO Manifest

Th

The image ignores Code Integrity

m

image ignores Cookies placed on the Stack (GS) as Mitigation technigue

The image is statically linked to the C Run-Time Libraries

Suspicicus

E I R A A . T T

Feature

Hint

BoOoH M OH O ®H OH OH X




Vector: Personal email via the web...

Fromn: =Amazon Siore =|Supp{:rt-ﬁ.m31{:nyu@amaz{:nsinreidema.c{:mq.__ [#dd 1o Address Book]
To:

Subject: Your Amazan.oom ondey JZ8268534

Date: Dec 12, 2013 10:22 PM
Attachments] ORDER_JB46238 zip |

Good evening,
Thank you for your arder lou know ance vour kem{s} have dispatched Y ow can check the siatus of vour ord

Order Detalls

Oeder QR2145114 Placed on Decamber 3, 2013

Chrder details and invoice in attached file.

Meed to make changes to your order? Visit our Help page for more information and video guides.

Ve hope 10 S&& you Agan 00N, AMAZON.cOMm




Banload Trojan



Trigger: Alert on potentially malicious web traffic
Firewall Log Detalls

Log Details

Source User
Source address

Source Country

Source Zone
Inbound Interface

Related Logs [+ /-

Receive Time

Source Port

Banload (1)

Packets Sent 66

Destination User
Destination address
= | u I | Destingtion Country

Destination Zone
Outhound Interface

i
ethernet1/23

24 Hours)

Log Type Wpplication Action Rule

Session ID 717114 IP Protocol tcp
Type end Log Action  SEIM
- Bytes 165,822
Application  web-browsing Bytes Received 162,466
Rule  C5_PS_246680.01 Bytes Sent 4,356
Category any Repeat Count 1
Virtual System  vsysl Packets 192
Device  0003C100497 FPackets Received 126

66.147.244.225

Us

Destination Port

F i B ey
ethernet1/22

Bytes

Start Time

Receive Time
Elapsed Time (sec)

Captive Portal

Proxy Transaction
Decrypted

Packet Capture
Client to Server
Server to Client

oooogdo

MW _SrcDst_IP_Last_Hour | MW _DstSrc_IP_Last_Hour | MW _SrcDst_IP_Port_Last_Hour | MW _SrcDst_IP_TCP_port_Last_Hour

Packets Sewerity Category URL [ Filename

01/10 10:00:35 traffic end alow CS_PS_246680.01 166,822 192

(allowed)



NSM: Streaming PCAP — What is the traffic?

>

014-01-10T09:54:01

"ip.src ="

== Detail View ~ View Event =

Service

IPVTCPAHTTP

Banload (2)

"ip.dst = '66.147.244.225" > "especialcompras.com.br"

Skze Detalls
430 KB <> CC:EF:A48:56:94:00 -> 40:55:39:03:94:C2
<> B -> 66.147.244.225

@ 59662 -> BO

€¥ sessionid : 276536456596
2% payload: 468496

8 medium: 1

©® icp.flags: 26

o1
10 streams: 2

25 rpackets: 222
15 rpayload: 312485
; action: get

= directory : fcomprovante/

T/ filename : Recibo PDF.311537702.rar
& extension: rar

<> gligs.ip : 66.147.244.225
_-.l <-» alias.host: especialcompras.com.br
[+*] client : Mozilla/5.0

—_— | <-* referer : hup:/staffordfilmtheatre.co.uk/Comprovantes/MotaFiscal/

L filetype : rar
%/ content: text/plain
- —




Banload (3)

NSM: Streaming PCAP — File Extraction

Request & Response '~ @view Files » % Actions

Fllename Slze Info

Recibo PDR.311337702.rar 132 KB application/...

Flle Hashes

MD3: b414bb33b63f32862f5c730654bfdaba
SHAT: 294d50dbb4dd1fch40eb3506295bf0fdGefad9hb




Banload (4)

Binary Analysis — Unpacked File, Hash, Malware

Filename —e |Eecibo PDF.311537702.cpl —--—————

MD5S > fo94p349db8cciBbec2dd4efe96cEbasbTaT

SH&1 @ BEfldeT72dddodlb3433265bcs5fe3cliloce33e2fo9eag
CRC32 : da9d403s

Full Path H - | B fm Infected Files 27653
Modified Time : 171052014 11:12:16 LM

Created Time : 1102014 4:54:10 PM

File Size : 159,744

File WVersion H
Product Version H

Identical H
Extension : cpl
File Attributes Y
SHA256: 17ca3d3az2d2bldebdeelas01cb70fe2bT3ce271439de15a4df374823a30b550d
File name: Recibo PDF. 311537702 cpl —-_—
Detection ratio- 32 /749 -
Analysis date: 2014-03-06 10:41:39 UTC ( 2 months ago )
B Analysis File detail > Relationships & Additional information - Comments
Antivirus Result
ANG s | Downloader Banload? GML |




Host Analysis: Connection established? Malware launched?

Banload (5)

type start address addr _long port | protocol | domain
netconn |Fri 10 Jan 2014 15:53:50 GMT |74.125.215.115 1249761139 a0 6rd.sn-abmyzu7z googlevideo.com
netconn  (Fri 10 Jan 2014 15:53:52 GIMT 173.194 4646 1379783122 a0 G'tools |.google.com
netconn |Fri 10 Jan 2014 15:53:55 GMT 173.194 74 120 -13797758800 443 B csi.gstatic.com
netconn  Fri 10 Jan 2014 15:54:00 GMT 1518515643 263822373 80 B cmmedicalcollege.com
netconn |Fri 10 Jan 2014 15:54:00 GMT|} 173.254 2873 -1375855543 80 H staffordfilmtheatre_co_uk
netconn |Fri 10 Jan 2014 15:54:01 GMT|| 66.147 244 225 1116992737 80 A especialcompras.com. br
netconn Fri an od: 98.138.8.78 1653213262 80 6 wwwac.al3 yahoodns net
netconn |Fri 10 Jan 2014 15:54:28 GMT 216.115.96.176 5663527248 80 6 any-l.aycs.b.yahoodns. net
netconn (Fri 10 Jan 2014 15:54:28 GMT 216.115.96.174 6635272500 80 6 any-l.aycs.b.yahoodns.net
type op start path
| filerrrod—wrrite® |Fri 10 Jan 2014 15:53:55 GMT |clusers'®s wa @'a\appdatallocaltempletilgs_8pywbsfcbwyhtyi
filemad—writes |Fri 10 Jan 2014 15:54:02 GMT |c\swsetup\982ftmp

[filemod
|filemaod
[filemad
[filemod
|filemaod
filemod

write
delete
create
write
delete
write

Fri 10 Jan 2014 15:54:02 GMT

Fri 10 Jan 2014 15:54:02 GMT
Fri 10 Jan 2014 15:54:02 GMT
Fri 10 Jan 2014 15:54:02 GMT
Fri 10 Jan 2014 15:54:02 GMT
Fri 10 Jan 2014 15:54:04 GMT

c\users Bsew=i=\gppdatallocal\googlelchromeluser data\default\9bdc tmp

clusers'® & "o \appdatallocal\google\chromeluser dataldefault\3bdc tmp

clwsers® = === \appdatallocal\google\chrome\user data\default\preferences~f1e79b2f tmp
c\users'®= g sappdatallocaligoogle\chromeluser data\default\preferences~f1e73b2f tmp
cusers'®e = ol \appdatatlocaligooglelchromeluser data\default\preferences~f1e79b2f tmp
C\USErs me nappdata‘nlncal‘ngl:nﬂlelchrnmekuser data\9fcl tmp




Kuluoz (Dofoll) Trojan



Kuluoz (1)

Trigger: Alert on potentially malicious web traffic, allowed

alert (id:316733, name:malware—-ocbject):
Zeverity: majr
explanation:
protocol: tcp
analv=sis: content
malware—-detected:
|malware :name:Halware.archive}4
Type: Zip
stype: archive
| downloaded-at: 2013-12-02T14:26:23Z | =+
madSsum: Tocci30T7d9d359862cad4Tcf3%ablTfbdes

original: VoiceMail.zip
http-header: GET /message,/IpPendmOkHgdhi]l 6Tg0FnYAFr T/ JQPIkZTAMOrevbQY=/play HITF/1.1

Connection: keep-alive

Locept: text/html, application/xXhtml+xml, */%

Referer: http://us-mg5.mail.vahoo.com/neo/launch?. rand=0bla73rSbtkd2 I.-_
Locept-Language: en-US

Uzser-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows HNT 6.1; Trident/5.0)
Locept-Encoding: gzip, deflate

L-Ir:nst : WwwwW.bright-on-design.co.uk I""-_




Kuluoz (2)

Malware Alert Detalls

Mabware Binaries

MdSsum

‘/,.f"

b 3alcf436fBdB16ecciBcad1c74bIc3de
¥ 7cc8307d9d39862cad7cf3%b1 7 fbdee

Download maleare binary

f—-

T~

Filatypa

zip




Kuluoz (3)

Malware ldentification

SHAZE6:

File name:

Detection ratio: | 44 /750

al&3be57603a0dbdeed27d9al32834ab9464d6942bcaa?3c5097193025d7e0f1

Jalcf436fEd816eccfBced1cT4b9c3de malware

Analysis date: 2014-03-06 08:28:25 UTC { 2 months ago ) | -a————

E Analysis

Antivirus
ANG
Ad-Swvare

Agnitum

File detail 2 Relationships O Additional information & Comments

Result

Generic10_c ANG
Trojan.GenerickD 1434836

Trojan.DL.Dofoill 2Ty SdKkNSpl




Host Analysis — Connection complete? Malware detonate?

Kuluoz (4)

type start address addr_long port | protocol | domain

netconn |Mon 02 Dec 2013 14:26:16 GMT 207 46 193177 -819019343 443 6view atdmt.com.nsatc.net

netconn Mon 02 Dec 2013 14:26:16 GMT 54.230.33.182 921051574 80 6 d3rmcd 3vb9s3gp.cloudfront.net

netconn |Maon 02 Dec 2013 14:26:17 GM#EM_‘IBE_BB 921943384 a0 6 adchoices-icon-cde-1968696106 us-east-1.elb.amazonaws.com
netconn Maon 02 Dec 2013 14:26:18 G 207 4615 251 -619064837 443 6 urs.microsoft. com.nsatc net

netconn Wlon 02 Dec 2013 14:26:18 GMT| [208.97_177.89 | 798903975 80 g bright-on-design.co.uk | *———

netconn Maon 02 Dec 2013 14:26:18 GMT |205.251.72.172 -639169876 a0 m.ib-1bl.com

netconn Mon 02 Dec 2013 14:26:18 GMT 74122 143.31 1249546015 80 B osmsync.interclick.com

netconn |Mon 02 Dec 2013 14:26:39 GMT 63.148 46 53 1066BTSTT0 al 6 fchtah.com




Kuluoz (5)

RAM Analysis — Did malware detonate?

Timestamp

Field

Summary

013-12-02 14:16:292

Process/StartTimd

flame:EMET notifier.exe PID: 5708| Path: C:\Program Files\EMET Args: "C:\Program Files\EMET\EMET naotifier exe”

2013-12-02 14:16:292
2013-12-02 14:16:322
2013-12-02 14:16:362
2013-12-02 14:16:522

Proces®/StartTime
Port/CraationTime

Proc s%
cess/StarfTi

2013-12-02 14:18:042
2013-12-02 14:18:052

2013-12-02 14:18:072
2013-12-02 14:13:072
2013-12-02 [14:19:182
2013-12-02 [15:06:422

2013-12-02 15:06:452
2013-12-02 18:04:022
2013-12-02 18:19:232

Process/StartTime
Process/StartTime
Port/CreationTime
Wﬁﬂnﬂme
reationTime
Process/StartTime
Port/CreationTime

Port/CreationTime
Process/StartTime

Mame:msseces.exe PID: 5716 Path: C:-\Program Files\Microsoft Security Client  Args: "C:\Program Files\Microsoft Security Client\msseces exe” -hide

Remote: **0 Local: 127.0.0.1:54791 Protocol: UDP  State: LISTEMING  Mame: CemExec.exe (0) Path: C:\Windows\CCM

Mame:-wmiprvse exe PID: 4680 Path: C:\Windows\system32iwbem  Args:
Mame:SCNotification.exe

Mame:iexplore.exe
Mame:iexplore. exe

User: [Maot Available]
PI0- 2532 Path: C:\Windows\CCM  Args: "C:\Windows\CCM\SCNotification.exe”  User: [Not Available]
PID:{ 1480 Fath: C.\Program Frestenmet Exporer—irge—C-Pragram Filas\nternet Fxploreriiexplore.exe”  User: [N

User: [Mot Available]

ot Available]

PID: 3992 Path: C:\Program Files\Internet Explorer  Args: "C:\Program Files\Intermnet Exploreniexplore exe” SCODEF]

Remote: 0 Local. 127.0.0.1:55453 Protocol: UDP  State: LISTENING  Name: iexplore exe (0) Path: C:\Program Files\Internet Explorer
Remote: **0 Local: 127.0.0.1:60449 Protocol: UDP  State: LISTEMING  Mame: iexplore exe (0) Path: C:\Program Files\Internet Explorer
Remote: **0 Local: 127.0.0.1:54460 Protocol: UDP  State: LISTEMING  Mame: iexplore_exe (0) Path: C:\Program Files\ntemnet Explorer

Mame:OUTLOOK.EXE PID: 7652 Path: C:\Program Files\Microsaoft Office\Office12  Args: "C:\Program Files\Microsoft Office'\Office 12\OUTLOOK EXE"
Remote: **0 Local: 127.0.0.1:56532 Protocol: UDP  State: LISTENING  Name: OUTLOOK.EXE (0} Path: C:\Program Files\Microsoft Office\Office12
Remote: **0 Local: 127.0.0.1:63035 Protocol: UDP  State: LISTENING  MName: OUTLOOK EXE (0} Path: C:\Program Files\Microsoft Office\Office12
Mame:iexplore exe PID: 3324 Path: C:\Program Files\nternet Explorer Args: "C:\Program Files\Internet Exploreriiexplore exe” SCODEF-1430 CREDAT]

1480 tREDAT




Kuluoz (6)

RAM Analysis — Evidence of malware activity?

micemai‘ P ’:" |InAI|F|'EId5 r m ? ‘ Pre ext “Nnmatchesfcund|

y Timestamp Field Summary
' | 120272013 14:13:37 Process/StanTime Mame: Syitem PID: 4 Path:
micemai‘ P ':" |In AllFelds - | 4 J ? ‘ Pre ext ‘ No matches found
Trust Status Handle Name Handle Type Occurence
. Untrusted KnownDlls Unknown 83
L_—




Kuluoz (7)

RAM Analysis — Evidence of malware activity?

oeariia | AW naifieds v |&] Y ‘ prev Next ‘ No matches found
#
Timestamp Field Summary

0y 12/02/2013 14:16:06 Port/CreationTime Remaote: **1 Local: /e mmomn 5555323 Protocol: UD?

D) 12/02/2013 14:16:06 Port/CreationTime Remaote: =% Local: "5 mmoms =:15900 Protocol: UDP
2089717789 RS |InAlFields  + Y ‘ Prev  Next ‘ Nao matches found
.y Process Name PID  Path State Created Local IP Address Loc.. Remote IP Address
0 System - LISTENING 00:00:00:00:00:00:00:00 445
0y System - LISTENING 12/02/201314:1351 [% A & 138 =




User Activity



User Activity (1)

Trigger: Report of activity from third-party vendor

Sample Links

nets:/ w1 .unrn/lxﬁ[l/?an?lng?creen.asp]DﬁTESUU-EHEE-M}Eﬁ-%TA-EE‘HEEQSTCSE

netnas iy, s o, com/ LD LandingSereen. a3 T 9BCC 308 - FIBD-4R41-AC14-4E R34 792801




User Activity (2)

Email — Delivery of unique links to user

Extracted from Journaled Archives

From:
Tao

Cc
Subject:

r e Sent Tue 1/14/2014 12:58 PM

I
IMMEDIATE ACTION REQUIRED - Lo ETEE BT EE_EE N N B .

Congratulations from the desk of & = | =wmm!

I have sent vour ! "w w ¥ s " 00w we o for vour review and acknowledgement. Do not respond to this email
because it comes directly from our print servers. If vou have anv questions or conc

email address at the bottom of this letter.

Your Immediate Action is Required. In order to confirm receipt of your sy {Cick to follow fink
disclosures for 8 £° o || =« & [ must be accessed electronically at: Doc L\l]“”’]lik

L5

https://www semslisems, com/Ixsd/
landingscreen.aspx?
ed34abad-b987-4b04-bffa-ff5d2740b82f




Host Analysis — Did the user visit the URL?

User Activity (3)

type start address addr_long port  protocol | domain outbourt prntnml'l
netconn Tue 14 Jan 2014 18:21:21GMT  207.46.1¢ -819064337 \ 443 b urs.microsoft.com.nsatc.net TRUE tcp
netconn Tue 14 Jan 2014 18:21:39 GMT }4.? -1101139512 a0 6 cf-s516698-protected-cdn.zebim.com  TRUEtcp
netconn IIUE 14 Jan 2014 18:3%:38 GMT | #209.41.5 -783813060 443 guwww. S E.com TRUE tcp
netconn Tue 14 Jan 2014 18:46:56 GMT 173,194 -1379765452 80 6 www.google.com TRUE tcp




User Activity (4)

Host Analysis — Targeted Triage on Internet History

hitps:/fiwww.i s
https://www.p ="
hitps:/fiwww. i &8

n..‘_&i URL \\ - Title Modified Date
https-/www | s % m.com/IxSDYL andingScreen asps ‘]’ED34A8A4-E!QBT-4E![J4-E!FFA-FF5D2T4DE!82F| - 1/14/2014 12:39:41 PM
=u.com/lxSD/LandingScreen aspx?ED34A6A4-B987-4B04-BFFA-FFED2740B82F Landing 1/14/2014 12:39:44 PM

».com/lxsd/Confirmidentity. aspx?ticket=ED34A6A4-B967-4B04-BFFA-FF5D2740B82F

1/14/2014 12:39:46 PM

«.com/lxsd/Confirmidentity. aspx?ticket=ED34A6A4-B967-4B04-BFFA-FF5D2740B82F

Confirm Identity

1/14/2014 12:40:11 PM




LSASS Child Process



LSASS Child (1)

Trigger: LSASS as Parent Process to EFSUI

Host Query Results

Showing results for| parent_name Isass exe, | #—————————

Process Mame (1) @ Group (1) & Hostname (37) 8 @ Parent Process (1) & Process Path (1) @ Process MDS (2) @
Q Q QO Q Q Q
efsui.exe (100.0%) el Feel (100.0%) /l L (2 T %) |zass.exe (100.0%) ciwindows\systema2iefs. . bcb&Beedlcdd632a6167....

s ol el (2 7%) / f172973615d5cbbg026af ..
/ Py il (2.7%) \ /f

pm=n w7 7%)

Mare w




LSASS Child (2)

Binary Preview (EFSUI) — Looking for anomalies

Preview

D efsui.exe
active for 12 seconds about 7 days ago

Signed status: Signed

Company: Microsoft Corporation

Product: MicrosoftA® WindowsA® Operating System
Description: EFS Ul Application

Publisher: Microsoft Corporation

regmods: 985 filemods: & modloads: 96
Time Type
Thu May 01 2014 14:14:02 GMT- maodload

0500 (Central Daylight Time)

Hostname:

Start time: 2014-05-01719:14:02 3832

Path: cwindows\system32\efsui.exe

Command line: efsui.exe /efs /enroll /setkey

Username:

netconns: 2

Description

Loaded cwindows\system32\efsui.exe

bcbiteedlcdd632a6167427dB032c39%¢)




LSASS Child (3)

Binary Analysis — High-level checks against hash

SHA256: 9ec3ef37043be551a951babbac 3dfc6d66f63d618cf5b5d055bc313a51e1ca2s
File name: efsui.exe .

Detection ratio: 0/s51

Analysis date: 2014-04-26 12:59:41 UTC ( 2 weeks ago )

& Probably harmless! There are strong indicators suggesting that this file is safe to use.

= Analysis File detail >3 Relationships & Additional information o Comments

The file being studied is a Portable Executable file! More specifically, it is a Win32 EXE file fg
architectures

# Authenticode signature block \

Copyright @ Microsoft Corporation. All rights reserved.
Publisher Microsoft Windows

Product Microsoft® Windows® Operating System

Original name efsui.exe

Internal name efsui

File version 6.1.7600.16385 (win7_rtm_090713-1255)

Description EFS Ul Application -
Signature verification & Signed file, verified signature

Signing date 417 AM T/14/2009




LSASS Child (4)

Binary Analysis — (More) High-level checks against hash

Bit9 FileAdvisor Search Results

Search results by hash:

File Information

File Mame: efsui exe Drescription: EFS Ul Application

Version: 6.1.7600.16385 MD5: bcb88eedlcdB632a6167427dE032c39
c

Size: 12 KB SHA-1: 52e9d30b60af28e5e6522325894517a
efad3f638

Threat level ¥

Mo security threats were found far this file.

Reference Library RD'S

I File found in 8 package(s) from| HNIST

/

File name ‘ Operating system Language

Package name ‘

Microsoft Windows Server 2008 B2 Standard c. 2009 efsuiexe TBD Englizh
Windows ¥ Professional SP1 32-bit c. 2010 efsuiexe TBD Englizh
Windows ¥ Home Premium SP1 §4-bit c. 2010 efsuiexe TBD Englizh
Windows ¥ Professicnal SP1 64-bit . 2010 efsuiexe TBD Englizh
Windowse ¥ Professional 84-bit c. 2009 efzsuiexe TBD Englizh
Windows ¥ Professional c. 2009 efsuiexe TBD Englizh
Windows ¥ Home Premium c. 2009 efsuiexe TBD Englizh

Windowse ¥ Ultimate c. 2009 efzsuiexe TBD Englizh




LSASS Child (5)

Host Analysis — What activity is occurring?

Process Analysis 2 Export events to CSV
efsui.exe on 1 = by FEEEN p= = - active for 17 seconds about 21 days ago
Farent Frocess T r— Process: efsui.exe
7 lzass exe efzuiexe
‘\\'ﬂ- ™ O | o "/ Path: c\windows\system32'\efsui exe
» | Username:
MDS5: f17e973612d5chbb8026af311a6d6az1a
Start Time: 2014-04-17T19.36.45 7382
'”5'”"”""?.‘% o) T |Command Line: efsui exe /efs /enroll /setkey
Wi"i"ﬁ'f% o efsui.exe: Signed by Microsoft Corporation
senvices.exe Company: Microsoft Corporation

Product: MicrosoftA® WindowsA® Operating System
Description: EFS Ul Application
Signed: Signed

lsm.exe Publisher: Microsoft Corporation

—==|O




LSASS Child (6)

Host Analysis — File Activity for EFSUI

W 0 Tmea Type  Description Q | Search
2014-05-13 19:09:04.66 GMT filemod c:‘uusers‘« %= \appdata\roamingfmicrosoftisystemcertificates\my\keys)5149eb6e5173d06bc11p549524063da860517¢ A
1 computer(s) have seen this filemod in 1 processes:|m———i \/' Search Q
2014-05-13 19:09:04.66 GMT flemod |Created ¢\usersic s xappdata‘amaming‘umicmsnﬂ‘usystemcer‘tiﬂcates‘umy‘nkeys‘uﬁ149&b6e‘51?3d06bc511b549524063d3896051?c v
2014-05-13 19:09:04 53 GMT filemod ggst wrote to cusers's ‘nappdata‘aroamint;iwmiErosoﬂ\syslemCeﬂiﬂl:ales\my‘.ceﬂiﬂtatesiﬁ.’iﬁ1EUSSDCDEM ecd30327c0fa4d137c 26041 v
2014-05-13 19:09:04.53 GMT flemod  Created c'\users \appdatairoaming\microsoft\systemcertificates\my\certificates\6361c0530ch24 1ecd30327c0f34d137c2f6b41ab v
2014-05-13 19°09°02 429 GMT filemod Eiqs‘g1u;rfgtueﬁt1osi:ggigasgaQDLEES?E%?E;ESE}E%WH-5-21-3491246892-1559938313-2184014280-?535?\31adamgad v
2014-05-13 19°09°02 429 GMT filemod %ﬁ%g?g&\gggzﬁ;ggu_aé%g%tgga}@;%%rﬂ?tg;giég%ﬁ-1-5-21-3491246892-1559938313-2184014280-?535?\313434193411316 v




LSASS Child (7)

Host Analysis — Network connections for EFSUI

® 0 Tmea Type  Description \ Q
2014-05-13 19:09:03.800 GMT ‘ netconn | Connectionto = on tcp/51951 [l & A 1 e local)
3043 computer(s) have seen = © in 793595 processes 2989 computer(s) have seenp == = = = |ocal in 627045 processes
2014-05-13 19:08:59 974 GMT ‘ netconn | Connection to or| tcp/389|i LOCAL)




Thoughts to Think About

Every decision Is a risk decision
Every evidence type may not exist
Lack of knowledge is a hindrance

Ignoring evidence increases risk



Drinking My Own Medicine

Observation: Many types and sources of evidence
Interpretation: Important to understand them all

Application: Use whenever available and appropriate



No tools, files, registry hives, packets, emails,
restore points, logs, or applications were hurt
In the making of this presentation.

Resources/Tools used just for this presentation include:
PEStudio, VirusTotal, Bit9 File Advisor, Redline



Yes, that's a skull, Horatio. It's a time for introspection.

Write-ups about the Zbot infection and LSASS spawn
are available on my blog: forensicaliente.blogspot.com

I'm open for questions and conversation: @littlemac042



