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whoami 

Senior Digital Forensics Analyst with Harris Corporation 

ωComputer Intrusions, Criminal, Counter Terrorism, Counter Intelligence 

ωaŀŎΣ ²ƛƴŘƻǿǎΣ ϝƴƛȄΣ aƻōƛƭŜΣ aŀƭǿŀǊŜΣ ŀƴȅǘƘƛƴƎ ϧ ŜǾŜǊȅǘƘƛƴƎΧ 

Government Contractor - Embedded Fulltime with Federal Law 
Enforcement 

General Forensics Nerd & Mac Fan Girl 

Author & Instructor for SANS FOR518 ς Mac Forensic Analysis 

ωwww.sans.org/course/mac-forensic-analysis 



Scope & Agenda 

Malware Triage 

~20% Static, ~80% Dynamic 

No Assembly 

Agenda: 

ωStatic Analysis 

ωFile Types 

ωAnalysis Tools 

ωDynamic Analysis 

ωVirtualization 

ωApplication Tracing 

ωAnalysis Tools 

ωAnalysis Examples 



Static Analysis 

Locate & Extract the Executable Files 

File Types: 

ωApplication Bundles 

ωMach-O 

ωPKG Files 

Tools: 

ωMachOView 

ωlipo 

ωStrings || srch_strings 

ωnm 

ωcodesign 

ωHopper 



Locate the Malware 

Application Bundle (*.app) 

PKG File 

Mach-O Executable 

Χ 

Office Document 

ZIP Archive 

JAR File 

ΧƻǘƘŜǊǎΧ 



Application Bundle 

Directory 

Contents: 

ωInfo.plist (required) 

ωConfiguration Information 

ωExecutable (required) 

ωLocated anywhere in bundle 

ωMacOS Directory 

ωExecutable may be in here too! 

ωResources Directory 

ωSupporting Files 



Application Bundle 
Crisis Sample 

ÅExecutables: 
ïIZsROY7X.-MP 

ïlUnsA3Ci.Bz7 

ïmWgpX-al.8Vq 

ÅKernel Extension = 6EaqyFfo.zIK.kext 

 

 



PKG File 

eXtensible ARchiver 
(XAR) Archive 

Flashback used a fake 
άCƭŀǎƘtƭŀȅŜǊ-11-
ƳŀŎƻǎΦǇƪƎέ LƴǎǘŀƭƭŜǊ 



PKG Files 
List & Extract the Malware 

 



PKG Files 
List & Extract the Malware 

 



PKG Files 
List & Extract the Malware 

Å* -1 (First unar - gzip) 

Å* -1-1 (Second unar - cpio) 



Mach-O Binaries 

Å Executable Format used on OS X 
Å Universal (Fat) Binaries 
Å File Signatures: 
Å0xCAFEBABE ς Fat binary 
Å0xFEEDFACE ς 32-bit 
Å0xFEEDFACF ς 64-bit 
Å0xCEFAEDFE ς 32-bit, Little Endian 
Å0xCFFAEDFE ς 64-bit, Little Endian 

 
32-Bit/Little Endian 



Mach-O Binaries 
Universal/Fat Binaries 

 

Intel 32 & 64-bit 

Universal ς PowerPC & Intel 32-bit 



Universal/Fat Binary File Info 
lipo 

Review Architecture Details: 

Å-info <file> 

Å-detailed_info <file> 


