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Scope & Agenda

w Static Analysis
wFile Types
wAnalysis Tools
wDynamic Analysis
wVirtualization
wApplication Tracing
wAnalysis Tools
wAnalysis Examples



Static Analysis

wApplication Bundles
wMach-O
wPKG Files

wMachOView

wlipo

wStrings || srch_strings
wnm

wcodesign

wHopper



Locate the Malware



Application Bundle

Safari.app/

i L— Contents
Dlrectory — Info.plist
F— Mac0S
Contents: T i
: : — Resources
wlnfo.plist(required) — _CodeSignature
wConfiguration Information — version.plist
wExecutablgrequired) Dashboard. app/
- — Contents
wlLocated anywhere in bundle — Info.plist
wMacOS Directory :— hfa_cog o
. asnooar
wExecutable may be in here too! — PkgInfo
. — Resources
ooResource§ Dlrgctory | L Dashboard.icns
wSupporting Files — _CodeSignature

I L— CodeResources
L— version.plist




jlc3V7we.app/
— Contents
I 5 Info.plist

| Mac0S

I Resources

I — 6EaqyFfo.zIK.kext
I

I

|

Application Bundle
Crisis Sample

A Executables
I 1ZsSROY7X.-MP
I IlUnsA3Ci.Bz7
I mWgpX-al.8Vqg

— Contents

— Info.plist

F— Mac0S

I — 6EaqyFfo.zIK

L— Resources
F— IZsROY7X.-MP
— WeP1xpBU.wA-
eiYNzlgd.Cfp
krfhIgFRqIgxU8x6eqo68hVjjqg.gai
krfhIgFRxIgxU8x6eqojjUo8jq.gai
krfhIgFjqlqxU8x6e68UoHoQqq.gai
krfhIqgFjqlgxU8x6e68eqUxHjq.gal
krfhIgFjqIlgxU8x6ebhFUeebqq.gai
krfhIgFjqlgxU8x6e6hFVVFViq.gai
krfhIgFjqlgxU8x6e6hVDRHgjq.gal
krfhIgFjqlgxU8x6ebhVhU8Zqq.gai
krfhIgFjqlgxU8x6ebhjFQgRjqg.gal
krfhIgFjqlgxU8x6ebhxQ6joqq.gai
krfhIgFjqIlgxU8x6ebhxgxhDjq.gai
krfhIgFjqlqxU8x6eFFVHeFDqgq.gai
krfhIgFjglgxU8xbeFUR8BFZZjq.gal
krfhIgFjqIlgxU8x6eFVHoHHhjq.gal
krfhIqFjqlqxU8x6eFVx6QRFqgq.gai
krfhIqFjgqlqxU8xbeFqDFDHZjq.gal
krfhIqgFjqlgqxU8x6eFgHjolUxqgq.gai
krfhIgFjqlgxU8x6eFxZDhDRqq.gai
krfhIqgFjqlqxU8xbeFxjbgQxqq.gai
krfhIgFjqlgxU8x6exU6jejojq.gai
krfhIgFjqlgxU8x6exUQhFhZqq.gai

A Kernel Extension 6EaqyFfo.zIK.Kext

Key Value
Information Property List
Localization native development region English
Executable file IZsROY7X.-MP
Bundle identifier com.apple.mdworker-user
InfoDictionary version 6.0

Bundle name mdworker-user

APPL

Bundle OS Type code krfhIgFjqlgqxU8x6exUUHHHXqq.gail
Bundle creator OS Type code nn krfhIqF)qlqxU8x6exUjFQWiq.gai

krfhIgFjglgxU8x6exUojDZ8qq.gai
Bundle version 1.0 krfhIgFjqlqxU8x6exoF8VUjjq.gai
Main nib file base name MainMenu krfhIqqRqlgxU8x6eqo]jUo8]q.gai

Principal class
NSUIElement

NSApplication
1
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1UnsA3(Ci.Bz7
mWgpX-al.8Vq
mdworker.flg
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PKG Flle

FlashPlayer-11-macos.pkg
w \




PKG Files

List & Extract the Malware

nibble:malware sledwards$ xar -t -v -f FlashPlayer-11-macos.pkg

-rw-r--r-- alis/wheel 729 2011-10-06 09:09:44 Distribution

drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 Resources

drwxr-xr-x alis/wheel 0@ 2011-10-06 09:29:44 Resources/en.lproj

-rw-r--r-- alis/wheel 128522 2011-07-22 14:18:25 Resources/en.lproj/background
drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 license.pkg

-rwW-r--r-- alis/wheel 267 2011-10-06 09:09:44 license.pkg/Packagelnfo
-PW-r--r-- alis/wheel 35129 2011-10-06 09:09:43 license.pkg/Bom

-rw-r--r-- alis/wheel 115 2011-10-06 ©09:09:43 license.pkg/Payload
-rw-r--r-- alis/wheel 32942 2011-10-06 09:09:43 license.pkg/Scripts

nibble:malware sledwards$ unar FlashPlayer-11-macos.pkg -o flashback_extract/
FlashPlayer-11-macos.pkg: XAR

license.pkg/ (dir)... OK.
license.pkg/PackageInfo (267 B)... OK.
license.pkg/Bom (35129 B)... OK.
license.pkg/Payload (115 B)... OK.

license.pkg/Scripts (32942 B)... OK.
Resources/ (dir)... OK.

Resources/en.lproj/ (dir)... OK.
Resources/en.lproj/background (128522 B)... OK.

Distribution (729 B)... OK.
Successfully extracted to "flashback_extract/FlashPlayer-11-macos"”.




PKG Files
List & Extract the Malware

nibble:license.pkg sledwards$ file *

Bom: Mac 0OS X bill of materials (BOM) file

PackageInfo: ERROR: line 163: regex error 17, (illegal byte sequence)
Payload: gzip compressed data, from Unix

Scripts: gzip compressed data, from Unix

nibble:license.pkg sledwards$ unar -r Payload
Payload: Gzip

Payload... OK.
Successfully extracted to "./Payload-1".
nibble:license.pkg sledwards$ unar -r Scripts
Scripts: Gzip

Scripts... OK.
Successfully extracted to "./Scripts-1".

nibble:license.pkg sledwards$ unar -r Payload-1
Payload-1: Cpio

./ (dir)... OK.

./license (@ B)... OK.
Successfully extracted to "Payload-1-1".
nibble:1license.pkg sledwards$ unar -r Scripts-1
Scripts-1: Cpio

./ (dir)... OK.

./postinstall (99268 B)... OK.
Successfully extracted to "Scripts-1-1".




PKG Files
List & Extract the Malware

A *-1 (Firstunar- gzip
A *-1-1 (Secondunar - cpio)

nibble:license.pkg sledwards$ file *

Bom: Mac 0S X bill of materials (BOM) file

PackageInfo: ERROR: 1line 163: regex error 17, (illegal byte sequence)
Payload: gzip compressed data, from Unix

Payload-1: ASCII cpio archive (pre-SVR4 or odc)

Payload-1-1: directory

Scripts: gzip compressed data, from Unix

Scripts-1:  ASCII cpio archive (pre-SVR4 or odc)

Scripts-1-1: directory

nibble:license.pkg sledwards$ file Payload-1-1/*

Payload-1-1/1license: empty

nibble:license.pkg sledwards$ file Scripts-1-1/*

Scripts-1-1/postinstall: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit
x86_64 executable] [1386: Mach-0 1386 executable]




Mach-O Binaries

A Executable Format used on OS X
A Universal (Fat) Binaries

A File Signatures:
AOXCAFEBABE ¢ Fat binary
AOXFEEDFACE ¢ 32-bit
AOXFEEDFACF ¢ 64-bit
AOXCEFAEDFE ¢ 32-bit, Little Endian
AOXCFFAEDFE c 64-bit, Little Endian

32-Bit/Little Endian

nibble:jlc3V7we.app sledwards$ file IZsROY7X.-MP
IZsROY7X.-MP: Mach-0 1386 executable

0000000 @700 0000 0300 0000 0200 0000

0000010: 2300 0000 5412 0000 8500 0001 0100 Q@ #...T...........
0000020: 3800 0000 S5f5f 5041 4745 5a45 524f 0000 8...__PAGEZERO..
0000030: 0000 0000 0000 2000 0010 V000 0000 0220




Mach-O Binaries
Universal/Fat Binaries

0000000: 0000 0002 0100 0007 8000 VA3
0000010: 0000 1000 QVVD b0e8 V0O 0VOC 00O 007

0000020: 0000 0003 0000 8000 Q0@ Sel4 V0O VOAC
0000030: 0000 0000 0000 0000 0000 VA0 V00 VB0

Intel 32 & 64bit

nibble:jlc3V7we.app sledwards$ file mWgpX-al.8Vq
mWgpX-al.8Vq: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit x86_64
executable] [1386: Mach-0 1386 executable]

Universak PowerPC & Inte32-bit

nibble:malware sledwards$ file MacKontrol

MacKontrol: Mach-0 universal binary with 2 architectures: [ppc_7400: Mach-0 ppc_7400 executable]
[1386: Mach-0 1386 executable]




Universal/Fat Binarifile Info
lipo

A-info <file>
A-detailed_info <file>



