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Incident Response Overview
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A Assess the situation

ADefine objectives

A Collect evidence
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Digital Forensics Overview

A Data Collection
A Data Files

A OS (volatile and non-volatile)

A Network Traffic

A Applications | A
A Examination UL
AAnalysis n[spnNSE
& COMPUTER
AReporting FORENSICS
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Traditional DFIR tools

Mature |
A Tools

A Redline

A Volatility

A Websites
A Cheatsheets

Redline’

Collect Data
Create a Standard Collector >
Create a Comprehensive Collector >

Create an I0C Search Collector >

Analyze Data
From a Saved Memory File >
Open Previous Analysis >
Recent Analysis Sessions

AnalysisSessionl.mans >

root@kali: ~/Desktop

P O S E R

290 EDITION

digital-forensics.sans.org

-7 DFIR

DIGITAL FORENSICS  INCIDENT RESPONSE

DFIR CURRICULUM

T | inanintrusion case,spotting [

es

the difference between

e P Unknown Services

B LT y——.

rice that analyzes suspicious files and URLs and facilitates
ruses, worms, t s, and all kinds of malw

Q, Search

Choose File

Maximum file size: 128MB

often the difference between -
. o o o 0 et
success and failure. Your
mission s to quickly identify
suspicious artifacts in order
t i tial intrusi [/
pASIfpotentis) RrUSRER] . ., eesgreie ved i e gy snle
Use the information below - e i prmsns
25 a reference for locating et otled R el Sl At T e
anomalies that could reveal
the actions of an attacker.

‘@ Unusual Windows!
Behavior:

- Rogue Processes

File Edit View Search Terminal Help

Unknown Services

:~/Desktop# volatility -f Infected-Memory-Image imageinfo
Volatility Foundation Volatility Framework 2.4
Determining profile based on KDBG search...

# Code Injection and Rootkit Behavior
Unusual OS Artifacts —

& Suspicious Network Activity

Suggested Profile(s)

AS Layerl

AS Layer2

PAE type

DTB

KDBG

Number of Processors

Image Type (Service Pack)

KPCR for CPU 0

KUSER_SHARED_DATA

Image date and time

Image local date and time
:~/Deskt u[r# I

Win2008R2SP0Ox64, Win7SP1x64, Win7SP@x64, Win2008R2SP1x64

AMD64PagedMemory (Kernel AS)
FileAddressSpace (/root/Desktop/Infec
No PAE

0x1870006L

0xf80002a3f0ab

1

1

Ox fffff80002a40d00L
Oxfffff78000000006L
2015-01-23 01:25:35 UTC+0000
2015-01-22 19:25:35 -0600
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WHATOS 1 -HENCE
FOR ICS?
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DFIR for ICS

IT/OT Differences

Assess the situation AWhen/Where/How is the ICS affected?

Define objectives AReturn the ICS to normal quickly and safely | Physical Processes

Ii

Must be collected

Collect evidence AICS devices have RTOS and ICS protocols manually

No ICS-specific

Perform analysis A Analysis must be done to verify anomalies DFEIR tools

Communicate ARegularly report status to management

pla e el el ozl AHow/When to regain control of the ICS ICS devices have

constraints

Document findings AWrite a report of what exactly happened
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| orlando_rtu_1... Q‘ﬂg
.

File Edit Format View Help

#RTU Configuration -
#Jan-10-2016

ICS anomaly A incident?

#0orlando substation

#Serial Port 1:
2600 baud
8-N-1

A An anomaly of some kind has occurred
A Increased network activity, strange behavior, failure

A Now we need to investigate the anomaly

A Is it known bad?

A 1s it unknown bad?

A Do we escalate this to a security incident?

A Who do we call?

A Engineers, Admins, PR, Safety

A Vendors
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