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Agenda

ÅDigital Forensics and Incident Response Overview

ÅDFIR for ICS

ÅWhatôs the DFIRence?

ÅEmbedded Devices

ÅWhat to Collect

ÅWhat to Analyze

ÅRTU Examples
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Incident Response Overview

ñFind Evilò

ÅAssess the situation

ÅDefine objectives

ÅCollect evidence

ÅPerform analysis 

ÅCommunicate

ÅDevelop remediation plan

ÅDocument findings http://www.cumbriafire.gov.uk/about/photo/engines/incident-response.asp
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Digital Forensics Overview

ÅData Collection

ÅData Files

ÅOS (volatile and non-volatile)

ÅNetwork Traffic

ÅApplications

ÅExamination 

ÅAnalysis

ÅReporting

NIST SP 800-86
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Traditional DFIR tools

Mature

ÅTools

ÅRedline

ÅVolatility

ÅWebsites

ÅCheatsheets



WHATôS THE DFIRENCE
FOR ICS?
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DFIR for ICS

IT/OT Differences

ÅWhen/Where/How is the ICS affected?Assess the situation

ÅReturn the ICS to normal quickly and safelyDefine objectives

ÅICS devices have RTOS and ICS protocolsCollect evidence

ÅAnalysis must be done to verify anomaliesPerform analysis

ÅRegularly report status to managementCommunicate

ÅHow/When to regain control of the ICSDevelop remediation plan

ÅWrite a report of what exactly happenedDocument findings

Similar

Physical Processes

Must be collected 
manually

No ICS-specific 
DFIR tools

Similar

ICS devices have 
constraints

Similar

!

!

!
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ICS anomaly Ą incident?

ÅAn anomaly of some kind has occurred

ÅIncreased network activity, strange behavior, failure

ÅNow we need to investigate the anomaly

ÅIs it known bad?

ÅIs it unknown bad?

ÅDo we escalate this to a security incident?

ÅWho do we call?

ÅEngineers, Admins, PR, Safety

ÅVendors
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Donôt!


