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First Order IT Training

Á Welcome!

Á Starkiller Base
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Purpose of Training

Á Lessons Learned from Death Star

Á Grq w ohw wklv rqh eorz xs1
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ICS Defense

ICS Aboard the 
Death Star
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ICS on the Death Star

Á Sensors and Actuators:
ï Doors

ï Tie Fighter Conveyor
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ICS on the Death Star

Á PLC:
ïWeapons Factory Automation

ï Lighting Fixtures

ï Bacta Tanks

ï Turbo lifts
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ICS on the Death Star

Á Humanoid Machine Interface:
ï No GUI

ï Interfaced with controllers 
operating processes
ÁTurbo Lift

ÁGduwk Ydghu v euhdwklqj 
apparatus
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ICS on the Death Star

Á Control Room:
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ICS Defense

Blocking Access

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved     www.isightpartners.com 9



ICS Defense: Blocking Access

Block Rebel Scum Access to Death Star Networks

Á If it is crucial to the mission or improves efficiency without 
compromising security, allow access - block everything else

Á Mxvw ehfdxvh prvw shrsoh grq w nqrz krz lw zrunv grhvq w 
phdq d volfhu fdq w iljxuh lw rxw
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ICS Defense: Blocking Access

Disable unnecessary open 
ports

Á No more Wookiefy on ICS 
servers
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ICS Defense: Blocking Access

Application Whitelisting

Á Ensure that only authorized communications occur between 
programs
ï Food production programs should not communicate with the 

weapons controls

ïWeapons controls should communicate with emergency systems
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ICS Defense: Blocking Access

Block Rebel Scum Access to Death Star Networks
ï Disable unnecessary open ports
Á No more Wookiefy to listen to cantina bands on ICS network

ï Application Whitelisting
Á Food production system should not be communicating with the 

weapons controls
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ICS Defense: Blocking Access

Authentication Policy

Á No shared credentials
ï Traceability

ï Accountability

Á No Default Passwords

Á 2 Factor Authentication
ï ID chip in each helmet 

and passcode
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