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By Day ð Test Engineer at Parsons Corporation (Government Contractor)  

By Night ð SANS Author & Instructor  

ÅFOR518 ð Mac Forensic Analysis (sans.org/course/mac -forensic -analysis)  

ÅUpcoming classes:  

ÅAugust/September ð Virginia Beach  

ÅSeptember ð Las Vegas  

ÅOctober ð Singapore  

ÅOctober ð Prague  

ÅAnytime - OnDemand  

At All Times - Mac Fan Girl  

The latest and greatest version of this presentation is available at: mac4n6.com  



iCloud  Basics 

Storage and Acquisition of iCloud  Data  

Synced Preferences  

Application Data  





What is òEverythingó? 

ÅDocuments  

ÅEmail 

ÅContacts  

ÅPreference Configurations  

ÅPhotos  

ÅCalendar  

ÅNotes  

ÅReminders  

Åand more!  



 



 



 



ÁEmail: Apple ID  

ÁNumeric: iCloud  

òPerson IDó 
ÁVetted Account 

Aliases 

ÁEmail Addresses  

ÁPhone Numbers  

 

ÁCredentials  

ÁPassword  

ÁTwo-factor  

ÁToken 

ÁStorage  

Á5GB Data Free  

ÁCan purchase up to 

1TB 



OS X 

Å~/Library/Application Support/iCloud/Accounts  

iOS 

Å/private/var/mobile/Library/Preferences/com.apple.ubd.plist  

Windows  

ÅHKEY_CURRENT_USER\ Software \ Apple Inc. \ Internet Services  





On Disk 

ÅOS X - Disk Image  

ÅWindows - Disk Image  

ÅiOS 

ÅPhysical Acquisition - Jailbreak required for iPhone4S generations and newer.  

Åor SSH  

Åor òPhysical Logicaló (Elcomsoft  EIFT, òsave user files to .tar archiveó) 

iCloud.com  

ÅVarious Download Tools  

Downloadable Storage Types  

ÅiCloud  Backups (iTunes -ish Backups)  

ÅiCloud  Data (Mobile Documents, Photos, Synced Preferences, etc ) 


