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I. Introduction: 

Passive DNS, 
Including Times When 

PassiveDNS May Not Work Well
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[From the POV of a security analyst]

ÅStart with a known/observed"bad data point"

ÁDomain name

ÁNameserver

ÁIP address/CIDR

ÁASN (ĄCIDRs)

ÅUse Passive DNS to find other IPs or domain names 
that share the same resources as our evil clue

ÅLeverage reputation locality ("guilt by association"), 
but carefully review what you've found
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How Passive DNS Normally Works...



ÅUse a singlepoint of commonality as a way to identify 
related domains...

ÅSameexact IP?

ÅSameexact nameserver?

ÅSameexact domain name used over time (if you're 
interested in the set of IPs that a name's been using)

ÅEach relies on a singleattribute, exactly matched.
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UNIvariateApproaches



ÅLots of related domains coexist on a single IP(or small 
CIDR block), with no innocent 3rd party domains 

ÅMany related domains use the same set of dedicated 
name servers, with no innocent 3rd party domains

ÅThe bad guy is apparently stubbornly fond of a 
favorite domain,despite being kicked off provider 
after provider after provider
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Simple pDNS Works GREAT When...



ÅZERO interrelated data pointsςe.g., "lone wolf" 
domain names, IP addresses, name servers, etc. 

ÅTOO many related resources

ÅRelated bad guy resources arecomingled
inextricablywith innocent 3rd party resources.

Å.ŀŘ Dǳȅ άIƛǘ and run" scenarios
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Times When Simple pDNS Doesn'tWork 



The cybercriminal reuses NOTHING across sites

ÅEvery IP address used to send spam or host content is 
totally unrelated to any other IPs the criminal uses

ÅEvery domain name is registered using:
ÅA diverse assortment of registrars, one or two at a time

ÅUsing unique name servers (installed and operating on unique IPs) 

ÅUnique/fictitious (or concealed) POC details 

ÅUnique (or anonymous) payment details

ÅEach site uses:
Ådifferent brand names 

Ådifferent images 

Ådifferent written text 

Ådifferent payment processors, etc.
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Lone Wolf Scenario



ÅExample #1:A registrar's shared nameserverssupport 
100,000 customer domains, good, bad and ugly. 

ÅExample #2: Bad domains hide behind a shared 
reverse-proxy service(i.e. CloudFlare) -- thereby 
concealing a domain's actual IP addresses
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Large Heavily-Multiplexed Resources 



ÅExample #1:Provider fails to document IP 
reassignments/reallocations in IP Whois or rWhois, 
andan abuser repeatedly moves (or is moved) around 
a single large network block, or among multiple smaller 
blocks. 

ÅExample #2:Whois POC details are concealed by a 
Whois proxy/privacy service
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Poorly Documented Resource Assignments



II. Overcoming Obfuscation
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ÅLook for other characteristics that may not be 
obfuscated,or seek to strip away anonymity. 

ÅFor example:
ÅIf nameserversservice a large number of domains, and thus 

are not a useful attribute to try to follow, look at the IP 
address(es) the bad domain is hosted on, instead.

ÅIf a domain is demonstrably engaged in phishing or other 
clearly illegal behavior, some privacy/proxy protection 
services have terms of service which allow the provider to 
unilaterally strip privacy protections.
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Work Around It, Or Strip It Entirely



ÅWith Reverse Proxies, everything seems to "live on the 
ǊŜǾŜǊǎŜ ǇǊƻȄȅϥǎ Lt ŀŘŘǊŜǎǎŜǎέ

ÅCarefully scrutinize non-A/non-AAAA DNS records that 
may be present (e.g., MX, TXT, etc.)

ÅReverse proxy operators are also potentially a terrific
target by law enforcement
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Strategies For Overcoming Reverse Proxies



Å"Performance Marketing" URLsare encoded URLs, 
unique to each specific recipient

ÅBecause each URL is unique to each recipient, visiting 
the URL (typically to investigate the site being 
spamvertised) means:
ÅConfirming you've opened the message and clicked through

(establishing a potential argument that you've "opted-in")

ÅMay result in you "using-up" a URL coded for one-time-use
(try the same URL a 2nd or 3rd time? It may go nowhere)

ÅForwarding "sanitized" spamples in complaints may yield
URLs that simply don't work, or which work "misleadingly."

ÅForwarding "raw spamples in complaints "outs" your spam 
collection infrastructure and may result in "list washing."
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Bad Guys Deobfuscate Good Guys, Too



II-a. Overcoming Obfuscation:

Pillz Spam Example

Demonstrates Use of Historical 
Passive DNS Data to

Overcome Reverse Proxy Usage
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An Anti-Spam Example: Pillz



$ dnsdb_query.py - r pillstoronto.net / a

; ;  bailiwick: pillstoronto.net .

;;      count: 548

;; first seen: 2015 - 06- 07 12:57:11 - 0000

;;  last seen: 2016 - 01- 19 00:46:36 - 0000

pillstoronto.net . IN A 104.24.126.91 ă Cloudflare now

pillstoronto.net . IN A 104.24.127.91 ă Cloudflare now

[BUT, EARLIER, WE'D SEEN...]

; ;  bailiwick: pillstoronto.net .

;;      count: 5,568

;; first seen: 2012 - 09- 03 19:53:45 - 0000

;;  last seen: 2013 - 09- 11 19:41:57 - 0000

pillstoronto.net . IN A 188.72.228.107 ă NOT Cloudflare

;;  bailiwick : pillstoronto.net .

;;      count: 4,965

;; first seen: 2013 - 09- 11 21:22:24 - 0000

;;  last seen: 2015 - 06- 07 09:08:03 - 0000

pillstoronto.net . IN A 80.67.3.104 ă NOT Cloudflare
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Using Pre-"Reverse-Proxy-fication" Data
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The Guys Behind These Guys Go WayBack

"EvaPharmacy(previously known as Bulker.biz) is the organization 
which sponsors spammers to promote sites within what has 
previously been referred to as the Yambo Financialsgroup of 
web properties. These include My Canadian Pharmacy, 
International Legal RX, Canadian Health&Care Mall,US Drugs, 
Canadian Family Pharmacy, Canadian Family Pharmacy, 
Toronto_Drug_Store, RxExpressOnline, RxMedications and others. 
This was learned from postings on bulkerforum.bizby username 
"ebulker", who would invite users to promote for their properties.
[...] Eva Pharmacy brand websites were first discovered in2007
loading content from Bulker.bizsites."

http://fraud -reports.wikia.com/wiki/ EvaPharmacy
[emphasis added]



II-b. Overcoming Obfuscation:

Brand Protection/Knock Off Jerseys Example

Illustrate Use of MX Record Info To
Overcome Reverse Proxy Usage
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Context for This Example
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Is This Really The "Official Store?"
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Compare Two Domain Whois Entries

Domain Name: official49ersjerseys.com
[...]
Create Date: 2015-09-03 14:24:36
[...]
Registrar: SHANGHAI MEICHENG 
TECHNOLOGY INFORMATION 
DEVELOPMENT CO., LTD.
[...]
Registrant Name: shaonian
Registrant Organization: shaonian
Registrant Street: Shang HaiShi Qu
Registrant City: shanghaishi
Registrant State/Province: shanghai
Registrant Postal Code: 123123
Registrant Country: CN
Registrant Phone : +86.0211231231
Registrant Fax: +86.0211231231
Registrant Email: cj2015tit@126.com
[etc]

Domain Name: nflshop.com
[...]
Updated Date: 2015-07-14T04:00:24-0700
CreationDate: 1999-02-01T00:00:00-0800
Registrar: MarkMonitor, Inc.
[...]
RegistrantName: NFL Enterprises LLC
RegistrantOrganization: NFL Enterprises LLC
RegistrantStreet: 345 Park Ave.,
RegistrantCity: newyork
RegistrantState/Province: ny
RegistrantPostalCode: 10017
RegistrantCountry: US
Registrant Phone: +1.2124502000
[...]
Registrant Email: dns_admin@nfl.com
[etc]

Which of these two domains do YOU 
think is the real official NFL jersey shop?



$ dig official49ersjerseys.com +short

104.27.143.198   ċ Hidden behind Cloudflare

104.27.142.198   ċ Hidden behind Cloudflare

$ dig official49ersjerseys.com mx +short

0 dc - 96d9f219.official49ersjerseys.com.

$ dig dc - 96d9f219.official49ersjerseys.com +short

107.155.198.200  ċ NOT hidden behind Cloudflare ( Sentris )

Do the "regular Passive DNS dance" from that point...
$ dnsdb_query - i 107.155.198.200 - p json | jq - r .rrname | 

2nd - level - dom | sort - u

cheapcustomjerseysonline.com .

dallascowboymall.com .

dallascowboysmalls.com .

[etc]

dnsdb_query ( c lang )? see https:// github.com /dnsdb/ dnsdb_c

Get jq from https:// stedolan.github.io /jq/
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Following MX Records as DNS Clues



#!/ usr /bin/ perl

use strict;

use warnings;

use IO::Socket::SSL:: PublicSuffix ;

my $ pslfile = ' / usr /local/etc/ effective_tld_names.dat ';

my $ps = IO::Socket::SSL:: PublicSuffix - >from_file ($ pslfile );

my $line;

foreach $line (<>) {

chomp($line);

my $ root_domain = $ps - >public_suffix ($line,1);

printf ( "%s. \ n", $ root_domain );

}

Get effective_tld_names.dat from 

https:// publicsuffix.org /list/ effective_tld_names.dat
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[Aside: "2nd-level-dom" is Just a Small Perl Script]
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Got an Email? You Can Follow That, Too


