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A Andrew Hay
i Chief Information Security Officer (CISO) @ p& DataGravity

I Former:

A Director of Research @ LUiH[1ILK
A Chief Evangelist & Director of Research @

A Senior Security Analyst @ @Research

i CloudPassage

i Wrote some books, blog occasionally, and give Rob a hard time on
Twitter
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Whirlwind tour of DNS

Hang on tight!




Overview

AThe Domain Name System (DNS) is one of the most
essenti al par t wfrasirbictute h e |

iSome might say Jtos the p

ABy using DNS, you can connect to a websitewithout E \'N
having to knowaddikess. websit e S

i Afteral | , who wants to remembei\ 7y

.

address "

\ '
ARecursive vs. Authoritative >, |

I Authoritative DNS nameserversare responsible
providing answers to recursive DNS nameservers

with the I'P Aimappwebgteée of the iIintend
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What DNS Looks Like
ARecursive DNSnameservers
i Responsiblefor providing the proper IP address of the
intended domain name to the requesting host.l

uuerv OpenDNS O) top level domain
CLIENT COMPUTER '°°‘2’('l:i:‘1’ :'2"232::"’" T — ) DNS server for
Rt @ 208.67.220220 ' .COM

ANC)
AAuthoritative DNS nameservers
%,; www.opendns.com
I responsible providing answers to recursive DNS DNS server
nameserverswi t h t he | P nmapp”

website
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Why DNS is so valuable

For threat hunting and incident response




Why DNS is so valuable

AThe more data you have, the better suited you are
to CONSTRUCT A TIMELINE  of events

A At the VERY LEAST vyou should be able toMAKE
MORE INFORMED DECISIONS

ADNS traffic is often the most overlooked and ~
undervalued network -based data source

2 rst] DataGravity'



Why DNS is so valuable

ADNS shows youé
I What domains are being looked up by humans and machines
I The frequency at which domains are being looked up
I What parts of the world (based on TLD) your systems are trying to hit
I Wheather or not the domains being queried are live

I If subsequent queries (redirects) are made as a result of a particular
query

I Wheather or not the queries are attempting to resolve
fradulent/phishing sites
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Why DNS is so valuable i DGA Detection

A Domain Generation Algorithm
(DGA)

I Used to generate domains
programmatically

ATypically rely on a seed ofsome sort
I Date, time, keyword, etc.

A Allows for the registration of
domains that no human would ever

To Obtain a Special Dialing Wand, Please
type Mash the Keypad With Your Palm Now

UNNYASDUCK.NET
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Why DNS is so valuable i DGA Detection

TaLos - b
year mon ay numbpber i
A Frequently used by C o weltolin] k[ .en] tk] 5o
malware for dynamic SHA256(2015-7-416' _‘
C&C generation TLD[16mods | —
A B !
Exam p I e — 5b214d2b3366d88cfchchf0c2133551e40da981d759b8856417e916b50ef3bdd
I Dyre DGA algorithm ¢ I d |
\J LAJ
A
| 50
number A bC |:16 mod 26] J
Gl e lele el [l Tmlololo RO TsTlulvIwlx]v]z]

1} 1 2 3 4 5 [ 7 B 9 0 11 12 13 14 15 1 17 18 19 0 N 1 B M 5
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http://blogs.cisco.com/security/talos/threat-spotlight-dyre

Why DNS is so valuable i DGA Detection

A Also used for marketing campaigns

I e.g. Marketo
I http:// 100 -AEK -913.mktorest.com /rest/vl/lead/{id}. json

& Notifications: 33 ## History - Admin ¥ Community Help -

AQdmin...

(# Field Management

=<5 Integration

Web Services
Manage Web Services

{8 crRM

& Sales Insight
5] Landing Pages
@ Munchkin

=" Web Services

4’ LaunchPoint Endpoint: | https:/. .mktorest.com/rest |
& Webhooks Identity: https:// mktorest.com/identity
[l Mobile Apps o

REST API documentation: http://devel / ntation/r H @DataGraVity

A7 single Sign-On




Why DNS is so valuable T Redirects
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Real world example

Of using DNS for threat hunting and incident response




Real World Example: Xerox Printers

ANoticed a rather odd domain name being beaconed out to:
xeroxdiscoverysupernode3.com

i Malware?

I Phishing?

I Drive update site?

i Too long to be valid, right?

A Domain was not even registered
I Used OpenDNS Investigate

I Xeroxdiscoverysupernode[1-3].com were each seeing ~2,000 queries per
hour
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http://asdf.com/

Real World Example: Xerox Printers

A Googleshowed these domains as being related to Xerox®
WorkCentre® 5845/5855/5865/5875/5890 and 7000 -series line of
printers

A Origin of beaconing was from the McAfeeePolicy Orchestrator (ePO)
security module
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Real World Example: Xerox Printers

tn

)

|

WorkCentre™ 5865/5875/5890

MNew!

Xerox Connectkey Controller

Copy, print, scan, fax, email

Speed: up to 65 /75 /90 ppm

Maximum paper capacity: 8, 700 sheets

WorkCentre™ 7755/7765/7775

Copy, print with optional scan, fax, email

Best for high-volume jobs of any size with great color when
you need it

Color: up to 40 /50 ppm

Black: up to 55 /65/75 ppm

Standard paper capacity: 3 260 sheets

Maximum paper capacity: 5,260 sheets

Xerox® Color 560/570

Copy, print, scan, fax, email

Best for graphics-intensive and short-run production
applications

Color: up to 60/70 ppm

Black: up to 65/75 ppm

Maximum paper capacity: 7,260 sheets

Compare [

List Price
$25,245

Purchase Options

Not
Compare [ InexpenSIVe

List Price / p r I n t er s é

$34,100

Purchase Options

Compare [

List Price
$39,995

Purchase Options
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Real World Example: Xerox Printers

A So what were they doing?

AThey were trying to do a handshake
I é over the Internet

Il ébecause thatodés wher e
was.
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Real World Example: Xerox Printers

A Printers querying from all over the
world!

ALong story shorté

I Xerox printers querying out to the
Internet

i Documentation says to configure
the xeroxdiscoverysupernode[1-3]
domains to point internally

I Obviously not everyone read the
Instructions
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Real World Example: Xerox Printers

A Registeredthe domains, pointed to a VPS, and monitored traffic.

@ Bytes
Bytes Time Value
Min 04/21/14 10:00:00 0 bps
Max 04/21/14 13:00:00 1.25 Mbit
Last 04/22/14 19:37:46 43.8 bps
Average 474.76 Kbit

Total Traffic 265GB

Selection Time Mon Apr 21 2014 09:00:00 GMT-0700 (PDT)

Minute « Senders [Avg Traffic/sec)

Top Talkers 1. (22 Kbit)
3. 5 Kbit)
» Receivers [Avg Traffic/sec]

¢, 4. (4 Kbit)
“‘_— 2, (4 Kbit)
3, (4 Kbit)
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Real World Example: Xerox Printers

A Domains sinkholed (at OpenDNS)

ABlog postreleased
I http ://labs.opendns.com/2014/05/01/xerox _-printer -beacons

A All fixed now, right?
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http://labs.opendns.com/2014/05/01/xerox-printer-beacons/

Real World Example: Xerox Printers

B Bytes
Bytes Time
Min 05/05/14 19:00:00
Max 05/05/14 12:00:00
Last 05/05/14 19:03:51
Average 1.62 Mbit

Total Traffic 240.09 GB

Value
0 bps
2.12 Mbit

75.4 bps

Selection Time Woed Apr 30 2014 17:00:00 GMT-0700 (PDT)
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Availlable tools

Free and commercial




Free Tools

APaSSiVGTOtaI pAssIVE @ TQTAL

I Passive DNS threatanalysis platform

T https:// www.passivetotal.orqg/

ASite24x7 Sitez4x7

i Generate a DNS Report fora domain

T https:// www.site24x7.com/dns -lookup.html

ADNSstuff Toolbox .1 DNSstuff

I Various tools related to DNS intelligence MANAGE | MONITOR | ANALYZE

I http://www.dnsstuff.com/tools
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https://www.passivetotal.org/
https://www.site24x7.com/dns-lookup.html
http://www.dnsstuff.com/tools

Free Tools (Continuede )

ADomaintool ‘
omaintools '@DOMAINTOOLS

I Whois lookup, other features for a price
I http://research.domaintools.com /

q .
AElasticsearch, Logstash, Kibana (ELK) '.. elaS'l'IC

I Take data from any source, any format and
search, analyze, and visualizat

I https://www.elastic.co /

AGraylog gI'BYlg
inNOpen source | og management that ac
works. 0

25 I https://www.graylog.org / 1t DataGravity



http://research.domaintools.com/
https://www.elastic.co/
https://www.graylog.org/

Commercilal Tools

APassiveTotalEnterprise (by RisklQ) @ RISKIO

i Geared towards the enterprise
I https:// www.passivetotal.org/enterprise

ADomaintools @ DOMAINTOOLS

i Domain, DNS and Internet OSINT -based
cyber threat intelligence (14yrs worth)

I http://domaintools.com /

AOpenDNS Investigate UpenDNS

I View of Internet domains, IPs, and ASNs

i https://www.opendns.com/enterprise -
26 security/threat -intelligence/ 1t DataGravity



https://www.passivetotal.org/enterprise
http://domaintools.com/
https://www.opendns.com/enterprise-security/threat-intelligence/

Summary

This is the end my friendseée




But Before We Goé

_ Al wanted to leave you
Collect DNS query logs O estigation with a workflow for
THIR w/DNS

AHopefully this helps
you wrap your heads
Observe Eliminate irrelevant around hOW to employ

network/malware/system communications and

comms during incident investigation targets DNS |0gs during
Investigations

Query/Reference stored
DNS to determine scope
and scale of exposure
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rst] DataGravity'



ADNS is one of the core protocols used on the Internet
i And by Internet -connected devices
iSeel i ke. . .use it to your benefit, br

ADNS can be used to focus your investigation and
create a timeline of related events/actions

AWealth of tools (free and commercial) available to
help generate intelligence and corroborate
iInformation for use in your investigations
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