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Agenda
ÅHunting Essentials
ÅOur Approach
ÅCollections with CrowdResponse
ÅRapid Analysis with Splunk
ÅDemo
ÅKey Takeaways / Q&A



HUNTING:

WHAT IT IS NOT
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ÅNot a new concept

ÅNot alert driven

ÅNot a tool or product

ÅNot standardized

ÅNot a silver bullet

What Sales thinks hunting is



HUNTING:

WHAT IT IS
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ÅThe Ultimate DFIR Question
ÅProactive
ÅComponent of Active Defense
ÅAssumption of Breach
ÅExploring your Ignorance*
Å Select data sources
Å Baseline behaviors
Å Identify anomalies
Å Learn> Apply> Detect> Repeat

What CISOs think hunting is



HUNTING:

HOW ITS DONE
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ÅApproaches
Å Objective Driven
Å Intelligence Driven
Å Anomaly Driven

ÅFrequency
Å Ad-hoc> Project-based> Continuous

ÅData analysis techniques
Å Rare ςLeast Frequency of Occurrence
Å Variance - Standard Deviation
Å New ς1st seen on Network/Host
Å Sampling ςData not normally collected
Å Temporal ςTiming oddities

What hunting really is



HUNTING:

WHO & WHY
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Strengths (Who)
Incident Response
NetworkVisibility
Host Visibility
Centralized Logging

Weaknesses (Why)
Prevention

EarlyDetection
Limited Experience

Budget

Opportunities(Why)
Loss Avoidance
Risk Assurance
Improve Detection & Response
Job Enrichment

Threats(Why)
Organized eCrime
Malicious Insiders

Hactivists
Nation StateAdversaries



HUNTING:

OUTPUTS
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ÅReport & Debrief

ÅIncreased Security Assurance

ÅIncreased Business Intelligence

ÅActionable Monitoring & Detections

ÅLoss Avoidance

ÅStaff Training & Enrichment



HUNTING: 

THREAT DETECTION FRAMEWORK

Hunt

Alert

TDF at #DFIRSummitby Austin Murphy SANS #ThreatHuntingSummit 2016 #NOLA



HUNTING: EXAMPLE HUNT
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What data are 
you currently 
collecting?

What data can 
you collect?

How much data 
will be 
manageable? 
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How are you 
going to collect 
data?

What tools are 
needed to 
collect?

How long will 
collection take?

C
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n Rubber meets the 

road

Putting my 
toolset from to 
use

A
n

a
ly

si
s

Is my analysis 
environment 
operating?

Is my data 
coming in a 
format I can 
analyze?
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Findings?

Lessons Learned?

Can this be tuned 
and turned into 
an alert?
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What programs have 
established 
persistence in my 
environment?
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PSEXEC, 
CrowdResponse, and 
an open share
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CAB & XML 
collection

Splunkingestion of 
processed CSV

A
n
a

ly
si

s

Splunkqueries for 
least frequency

Analyst knowledge 
of other indicators
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10 binaries to 
analyze and follow 
up on

200 machines with 
commodity 
infections


