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YARA Rules - Purpose

A Track Campaigns

[ Strings

[ Static Indicators

[ Compilation Artifacts

[ Opcode signatures R
A Categorize Malware

[ Fam”y / Variants Basic YARA rule for tracking a crimeware crypter



YARA Rules- Examples

rule russian_ransomware_Sept22

{

meta:
description = "Found on http://abrazivstroy.rufwp-content/uploads/2015/@1/ Tracking full campaign”
date = "@9/22/2815"
author = "Kevin Perlow”
Note = "The path string will alsc allow it to pick wp the infostealer from the same source. Comment it out if you on
Note2 = "The smoothtiny string is the best way to catch the fourth piece which didn't contain the same unique string

strings:
$Profilel = "ame View Xerrter Fertui's profile. Viadeo helps professionals like Xerrter Fertui boost their career” w
$Profile2 = "View Xerrter Fertui's profile. Viadeo helps professionals like Xerrter Fertui boost their career™ wide
$Pathl = "\\Gertiopertores\\Certiop.vbp" wide
$Process ”Smaat":"y"

el
[=]
=
[}

$Compressi “!Thiv grobpam%cgnnms bg’rsm\"in AI5'hlae.”
SPath2 CAKT -;l@qzelﬁ PowerPoint.exe”

5Path3 = WAAKT —21”9;91“ PCLEPﬂﬂln..hKE

$Path4 = -21092@15-PowerPoint.exe"

ZPaths = -2108%2815-PowerPoint.exe"” wide

$Paths =

SPath7? = (T -21892015-PowerPoint.exe"” wide

FPaths = ppData’\Local\\Temp \\PEWER POINT PRESENTATION.exe" wide

$Path9 = PEUER POI H_ PREQENT \TION.exe=" wide

$Pathla = "\ ‘\Documents“\PEWER POINT PRESENTATION.exe"

%Profile3 = "s Ainda precisam da uma melhorada nos pistols, pois a maioria dos jogos ja come"” wide

condition:
any of them




ition

cond

af them

any
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|
YARA Rules- Examples

rule early occtober20l5_vawtrak_dropper{ Fird Flnd
meta: —
author = "Kevin Perlow" ullo -
SHA256 = "3dle7e54db786c6aef572d1ef57adlc26413aachf2fdoleb700da69c550ddad ™ ql]
SHA256 = "3ffbel91d9326f97dbaffafeb294c166397bf1c77d28=2ab44d41f ca:llce':u:u_,-' jrtich;l
i
strings: Edz)va
$VBA = { BB 41 74 74 72 C'—“' 62 75 74 @@ } //doc contains VEBA ='__'.-'|
$rtf = { 2E 72 74 66 } / |1:'F in hex, will appear if in macro unobfuscated Al
$exe = { 2E 65 78 65 } //exe in hex Momal. dotm:
$stringl = "TEMPE 4" -
$string2 = /[@-9]] C:hArthpal.exe
tstring3 = /[a-zA-Z Z8-9]\ . exe/ E:RUsersREm'k.f-‘n.ppData'\LchI‘aTemp'\paS.e:-:e
%a = {d@ cf 11 eg} IThiz program cannot be runin D05 mode.
fstringd = /C:'\MAza\lexe \\[B-09A-Za-z]*\.exe/
fstring5 = /C:%\Users'\\M\\AppData“\Local\\Temp'\\[@-94-Za-z]*\.exe/ =
Estrings = "X:\'multiplexing\\limitations'‘\electr.pdb" cl\Rich
$Dyreza = "C:\\Users\\Em\\AppData‘\Local\\Tempi\wl2. exe" et
$RSA = "This file is protected with RSA key." nocase rdata
(@, data
Jsr
condition: W1
fa at @ and $VBA and ((%$rtf and %exe) or 2 of (%$stringl,%string2,%$string3) or 2 of giﬁf
' 12i2
i2id




YARA Rules- Case Study

function dhV (Zyr){var 1l2crap = "s"; return "" + Zyr + "";}:function

g2 (x0) {var 1l2crap = "s"; return "" + x0 + "";};var Ggr = "o\xT73e", NNy =
"cl";function HS(u4){var 1l2crap = "3"; return "" + u4 + "":};function

e (CB) {var 11Zcrap = "s"; return "" + CB + "";}:;var tqg = "Fi\z6c\=z65",RZ =
"veTo™;var CAL = "5a";function Eui (DDE) {var 1l2crap = "s"; return "" + DDB
+ "";};function VO (h3) {var 1l2crap = "s"; return "" + h3 + "";}:var mGY =
"io\x6e", P = "p\x&fsit":function olZ (FWx){var 1l2crap = "s":
FHx + "":;}:;function H4(Cja){var 1l12crap = "=2"; return "" + CjA + "":};var
gMy = "dy",I2 = "\x4Z\x6f";var T3 = "nse",g2 = "B\x65sp\x6f";function
tb(Bl) {var 1l2Zcrap = "s"; return "" + Bl + "";}:;function H3(ti){var
_113crap = "3"; return "" + ti + "":};function wZp(FXr){var 1lZcrap = "s3";
return "" + FXr + "";}:var yy = "gtVERtI", Mec =
vy ["c"+"\x68"+"ardt"] (1), Vg = "\xX69";var ql =

return "" +

"e":var xgkK =
"™ xT77r"; function PbP (YPw) {var

_113crap = "3"; return "" + YPw + "":}:function gj(w4){var _1l2crap = "=3";
return "" + w4 + "":;}:;var Z1 = "yp\x65",LAH = "t";var Uxp = "n",I1 =
"\x6fp\x65";function Js(5r)}{var 1l12crap = "s":; return "" + Sr +
"";};function kzR (X3){var 1l2crap = "s"; return "" + X3 + "";};function

rnith?V{var 11Z2ecran = "a": return "" 4+ h? 4+ "Meleyar N2 = "am"_ ol =

=

function dhV{Zyr) {
112crap =

w4 7o

Var _
return

b:

function g2 (x0) |
var _llZ2crap =
return

bi

var &Ggr =
NNy =

"age”,

melts

function H5{ud) |
var _llZcrap =
return "" + ud

}:

function =A(CB) |
var _llZcrap =
return

" R

function Eui (DDB) {
ll12crap

war

FELUTT
}:
function VO({h3) |

ll2crap =
we 4 h3

war

return

"o w0+

mv.
+ "

37
+ "

+ "

3
§ o

v L DOB + "":




YARA Rules- Case Study

function ¥{) {

return ({(x =— vyio) && (x =— true)) ? Ltrue : false;
}:
if (= && Y() && vio) {

function 3J() {
return O[Zjs + 04(Mii) + ib + hO(CCC) + jO(T3j) + SDP + LTI(IO) + vwn +
vCs + TA(g) + D + oh({ncw)] (1z(zAB) + ud(md)) + RA({ul) + Til{xg) + gO(Jd)
+ MK + BO;

b

WScript.echo (3id()):

wE = Ji():
D = WScript[WNW + CRa(SPA) + F(X0) + bU(RO) + B(NQ) + ©0] (vL):
var miEh = true;
while (mBh) {
try |
D[HL (u2)] {QO{RVC) , Ich(Q1l) + ri({zwI} + ca(K) + ¥Yi(ul) + v(Z0) + MRa(
hf) + vZ2{wl) + Pi + d0 + jX(uv), false):
D[10(i4)10()+
while (D[aQY (TRd) + w2 + M(G) + eP + Rg] < 4) {
WScript[e(Ce)]1{(Cn() * 10)
}:
mEh = false;
} catch (i) {
mBRh = (ix({ina) + T2, bl(MM) + E{g), A2 + w3(Q3) + YBR{ml), tzue),
b
}

function s5(b) {

while (oPX) {
try {

XK[xX + LU(ef)] (KEdKE(Cp), XvP(D2) + 1Rs(m0) + tQV(rp) + MvT +
TtR{Do) + gNZ(Kn) + oO(ER) + I5 + VEK(zT) + dVE + Ed(z2),

false) ;

XK[¥r + tO(A0) + RZ2(nDW)]():
while (XE[QH(sR) + IG(5CA) + Vru + Luo(KaM)] < 2) {
WScript[o(RaD) + G + EOb(Li)1(s() * 10)

}:

oPFX = false;
} catch (TPB) {

oP¥ = (WO(UW), L(D3) + Fvy(EE) + vo(GL), NE + wD, true):
}:

Left: the executable path being
built.

Top right: Similar sample - the
GET request being made inside
a try/catch function
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Notifications API

AVirusTotal or proprietary database
[ SMTP notifications
1 Pull via Python IMAP library
[ JSON notifications
1 Pull from REST API via Python requests library
1 Delete the alerts from VT after you process them

Alndex and Parse into Elasticsearch




Sample VirusTotal Notification

"notifications" : [{

"total™ @ 52,

"first_seen" : "2015-11-06 16:43:58",

"shal™ : "87d94d18d44021bffZab4de8093628cl5T76£8302",

"scans" : {
"Bkav"™ : null,
"MicroWorld-eScan" : "Gen:Variant.Zusy.165602",
"nProtect™ : null,
"CMC" : null,
"CAT-QuickHeal" : "Backdoor.Bladabindi.AL3",
"AlLYac" : "Gen:Variant.Zusy.le65602",
"Malwarebytes" : null,
"Zillya"™ : null,

fr

"ruleset_name" : "rats",

"sha256" : "37f946601b35c5f3282a5ee8Taadclbbecf6l28447e3a792ee0153ebldedS5£71",
"mdS" : "dbaS50c01771adb017180bb473159d2bE1",

"date™ : "2015-11-06 18:30:33",

"positives" : 26,

"last_seen" : "2015-11-06 16:43:58",

"size™ : 5570356,

"type" : "Win32 EXE",

"id"™ : 5T768439097196544,

"match" : "00 30 00 2E 00 30 00 2E 00 31 00 00 0% 35 00 35 .0...0...1...5.5\n00 35 00 32 00 00 0B *begin_highlight#7C 00 27 00 7C 00 27 00 7C*end_h
.5.2...*begin_highlight#*|."'.|.'.|*end highlight*\n00 01 09 54 00 72 00 75 00 65 00 00 5B 53 00 &F ...T.r.u.e..[S5.0\n00 43 00 48 00 45 00 43 00 4B 0

.C.H.E.C.K.5...1\n00 00 47 *begin_highlight*6E 00 65 00 74 00 73 00 &8 00 20 00 66*end highlight* ..G*begin_highlight*n.e.t.s.h. .f*end highlight#*\
72 00 65 00 77 00 €1 00 6C 00 &C 00 20*end highlight¥* *begin highlight*.i.r.e.w.2.l.l. *end highlight*\n*begin highlight*00 €1 00 &4 00 &4 00 20 00

6F*end highlight* *pegin_highlight*.a.d.d. .a.l.l.o*end_highlight*\n*begin_highlight*oo 77 00 &5 00 &4 00 70 00 72 00 &F 00 &7 00

T2*end highlight#*
00 00 07 22 00 20 00 27 *hegin highlight®

hegin highlight* w. e d.p.r. o . o.r*end highlight*\n*hegin highlight*00 &1 00 &0 O00%end highlight* 20 00 22




|OC Extraction and Logging

A Static Extraction

[ Configuration deobfuscation and parsing

[ Strings

[ Various obfuscation techniques (olevba)

[ FLOSST Automated deobfuscation of strings
ADynamic Extraction

[ Sandbox
M1 Network
1 File system
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Elasticsearch Stack

AElasticsearch & Kibana

[ Visualize Notification Trends

| First Seen

1 Last Seen

Y Resubmissions

[ Export Data (Hash, Rule Name, Rule Set)
fPI vot through additional |
1 Export to CSV/JSON or other consumable formats




cover alize Dashboard Setlings

Notification Dashboard ruleset_name: rat

rule name pie chart & x ruleset type & x top 100 postives vt notification & x
» @ DarkComet 160 » ®Win32 EXE i -~
® niRat @ unknown total: Descending = Q Count =
@ CyberGate ®JAR 57 2.680
@ XtremeRAT ®JPEG -
@ BlackShades @ Dyalog 56 1.358
@ Text 55 296
®Win32 DLL
ez 54 63
®RAR 53 2
- 52 1
£
2
I} 43 4
51 4
50 3
42 2
45 2
46 2
24 1
34 1
2016-05-27 00:00 2016-05-29 00:00 2016-05-31 00:00
date per 3 hours M 1 .
~ ~ ~
ruleset_name area chart &£ % VT Motifications & x
e oy &t 12 3 4 5 .0 =
Time subject ruleset_name md5 type
» June 2nd 2016, 06:37:18.000 njRat rat 5cB32d2868decal82e5b50393406c418 Win32 EXE
¥ June 2nd 2016, 06:32:06.000 DarkComet rat d8bbbf12821528c54886e96f2d49ed62 Win32 EXE
» June 2nd 2016, 06:30:41.000 DarkComet rat 4306359840006h8670ce8d96a7fa0T4b Win32 EXE
= b June 2nd 2016, 06:29:30.000  XiremeRAT rat 35af8f2c2c8b7b 152037 abac2fh1472 Win32 EXE
3
(5]
»  June2nd 2016, 06:28:01.000 CyberGate rat 856241132960 1effle2al3eabdc03361 Win32 EXE
»  June 2nd 2016, 06:26:10.000 NanoCore rat T7id1533724971a20b4Mbab5i02567 Win32 EXE
» June2nd 2016, 06:23:13.000 NanoCore rat 3dd4rgGaecddeaa287777ed5783e112 Win32 EXE

¥ June 2nd 2016, 06:22:38.000 NanoCore rat 24012cd100127afa5968a66983b1876 Win32 EXE




Cuckoo Sandbox

A Automated Submission
[ Push notifications to Cuckoo on ingest from VT

[ Output IOCs (Domains, Files, Mutexs,etce ) back t o
Elasticsearch

A Customizable

[ Custom Elasticsearch reporting module
A Popular Sandboxes

[ VirusTotal

[ Malwr

[ Hybrid Analysis



def apply_template (seli):
cuckoo_template = |

Cuckoo Elasticsearch S

"settings": {
"index": [

"number_of_shards": "1",
"codec": "best compression",
"number of replicas": "1"

}

b

"mappings": |

A Sets shard count to 1 e
moganalyzed": {

ACompression to fibest o== ...

"type": "string",

ASt r i ngos analyzedd e

.
"match mapping type": "string"

A task_id is an indexed field e

}
1

A report_time is the date/time field roperties |

"report time": [
"format": "epoch_second",
"type": "date"

e

"task id": [
"type": "long"

}

}
b
"aliases": [}
}

self.es.indices.put_template (name="cuckco_ template", body=Json.dumps(cuckoo_template))




Back to the Elasticsearch Stack

ACollect Cuckoo IOCs

[ Track by Domain, IP, Country
[ Files written to disk

[ Command line called

[ Normalization of A/V Data




from elasticsearch import Elasticsearch
e3 = Elasticsearch(["lecalhost:9200"]) & default ES5 Rostname and por

page = e3.searchiindex="virustotal notifications", # Index specified here, vou can use wildeards to select indexes
doc_type="notification", +# the doc type 15 notification 1f empty will perform on all document Eypes
3ize=100, # defauplt s1ze 15 10
scroll="5m', # time to keep the scroll handle alive
fields="md5", # fields to return. This will accelerate the search 1f yon are requesting big documents
# sork="first seen:desc", # sort by field then asc / desc.this can be multiple fields comma separated

=

= j : g : i # lucene search guery syntas
"subject: rockdownleoader AND t "Win32 EXE"' # lucene search gquery synbtax
hashea = aet(] # where Lo place Lhe hashes, use a seb because some files may hitb multiple Cimes
3id = page[' scroll id']

scroll _size = page['hits']['total']

while scroll_size > 0:
page = es.scroll (scroll id=sid, scroll="3m")
3id = page[' =croll id']
scroll size = len(page['hits']['hits'])
hits = page['hits']['hits'"]
for hit in hits:
md5s = hit["fields"] ["md5"]
for md5s in mdSs:
hashes.add (md5) # add the hash list to the set



subject = "rockdownloader"
machines = ["cuckool", "cuckoo2", "cuckoo3"] # specify veour Cuckoo gussts
i=20

for h in hashes:
machine = machines[i % 3]
data = get_file(h) # get file 15 a function that returns a full file
filea = ['file': ("®=.j=" % subject, data)l
params = ["tags": subject,

"package": "js",
"options": "route=none",
"machine": machine,
"platform": "windows",

"priority": 2,
"timeout": 300,
"custom": subject}
print "Submitted hash %3" % h
r = requests.post ("https: /S api.cuckoo.com/tasks/create/file", files=files, data=params,

auth=HITEFBasiciuth {username, pas3aword))



il

F|IeS "target": results.get("target"),
. "summary": results.get("behavicr", {}}.get("summary"),
Registry

"yirustotal": results.get({"virustotal"),

Too Joo Too Too Too Too Too Too Too To o o o

Mutex

Directory
Resolved Hosts
Connected Hosts
Command Line
DLL Loaded

WMI Query
Target File - Hash
Target File - Name
Target File - Type
VirusTotal Signatures

H

name

summary.file_created
summary.file_read
summary file_failed
summary.file_written
summary.file_copied
summary.file_opened
summary file_exists
summary.file_deleted
summary file_recreated

summary.file_moved

name
summary.regkey_written
summary.regkey_read
summary.regkey_opened

summary.regkey_deleted

name
target.file.sha256
target.file.type
target file.shat
target.category
target file.md5
target file.sha512
target file path
target file.size
target file.crc32
target file.ssdeep
target.file.name
target.url

target.file.urls



Discover Visualize Dashboard

IDANna

Notification Sandbox Dashboard

target file.name: " js

Setlings

@ Last30 days

resolves host &£ % document count
summary.resolves_host: Count
Descending ¢ Q
bab-PC 712
diesel-cn.Ims_hk 52
evacuatordd.ru 52 Count
abdcstudios_com 48 ~
barocchiautofficina.it 47
connected host data table

tirekoypazari.com 47
topscrew.fr 44 summary.connects_host: Descending

Q
fihaara.com 42

195.123.209.123
vl-consult.com 41

92.63.87.106
aambrosi.com.br 40

46.8.44.39
alicantecosta.ru 37

84.19.170.244
sharmafrp.com 37

217.12.218.158
sastasource.com 36

diesel-cn.Ims_hk
krovlya-nova.com 35

X evacuatord3 ru
smenterprisesgroup.com 34

abdcstudios. com

haibatkiosk.com k]|
barocchiautofficina.it
karnizidom.com 31
tirekoypazari.com
newdiamondllc.com 30 -
1 4 topscrew.fr
~ ~

top command line

summary.command_line: Descending = Q
"C\Users\bob\AppData\Local\Temp\03Aa0iMY QhJu.exe”
"C:\Users\bob\AppDatalLocal\Temp\0BoN7GDB X pdfka3b.exe”
"C\Users\bob\AppDatalLocal\Temp\0JTx6edAcBua exe”
"C\Users\bob\AppDatalLocal\Temp\00BugN55RGsu.exe”
"C:\Users\bobtAppDatalLocal\ Templ0OcauAkwiYronmH. exe”
"C\Users\bob\AppDatalLocal\Temp\0Tw4Bx03d exe”
"C:\Users\bob\AppDatalLocal\Temp\0boulPECaJdTN. exe”
"C:\Users\bob\AppDatalLocal\ Tempt0gMiriZrxPBLc exe”
"C\Users\bob\AppDatalLocal\Temp\OmubbglWrFympJhh_exe”

Count

128
128
126
125
94
52
52
43
a7
a7
44

Count

top file name written

summary.file_written: Descending = Q

WAPIPEWsarpc

C:\Users\bob\AppData'local\Templscs6B93. tmp

C:\Users\bob\AppData'Lecal\Templscs6BED.tmp

C:\Users\bob\AppData\Local\TemptscsASC2.tmp

C:\Users\bob\AppData'Local\TemplscsA9F5.tmp

C:\Users'\bob\AppData'Local\TemplscsABED.tmp

C:\Users'bob\AppData'LocaliTemplscsACAD.tmp

AllearethnhlAnnNatall neallTemnlercACRY tmn

top hashes

target.file.md5: Descending = Q
001653e773e99fd58d8203f91340d01F
002359f6c18e8375d55cdecebd39d37f
00db9142718b69b2a8f6d2ad2f0364e3
00e8871947588188d1be754b129e366a
01471c6c105b8ed2244b01746f869cT
0154862e661717ch3ed3abe2e5acclle
01b2ed9c92fee97bc3d6b0435291a58f

NAfRIRARAIRANTehaRTallROhafa 7 IRFA

VT sig normalized

virustotal.normalized: Descending = Q,
Nemucod

Eldorado

Locky

JSDldr

DLDRG

ebewgm

ExpKit

TGeneric

ebahnn

& x

Count
719
709
705
702
277
262
86

73

7

file size
target.file.size:
Descending = Q,
9.841
10,207
10,238

4
4
4
10,273
4
10,388
4
10,459
4
. 10470
10,672
10,764
10,925
1164
1 1.703
9,575
9,646
1 9,662
9,694
1 9.749

9,851
1 I

top mutexes

summary.mutex: Descending + Q
IESQMMUTEX_0_208

LocalllETId!IMutex
Local'ZoneAttributeCacheCounterMutex
Local'ZonesCacheCounterMutex
Local\ZonesCounterMutex
Local'ZonesLockedCacheCounterMutex
Local\c:lusers!bablappdatalroaming!microsoftlwindowslie

RasPbFile

wow W W

L N N I ]

a

to. & %

task_id:
Descending

Q

1,016
1,017
1,018
1,019
1,020
1,021
1,022
1,023



Lucene Search Query Syntax Command line called by malware

top command line 4
I . a na Discover Visualize Dashboard Setlings
. . summary.command_line: Descending =+ Q Count
Notification Sandbox Dashboard target file.name: * js o o i i ‘ i
'C:\Users\bob\AppData'Local\Temp\03Aa0iMY Qhdu.exe” 1
. . . . "C:\Users\bob\AppData\Local\Temp\0BoN7GDB X pdika3b.exe" 1
List of h nd files written r with n
St 0 OStS a d es tte agg egated t cou t "C:\Users\bob\AppData\Local\Templ0JTx6edAcBua. exe” 1
resolves host £ x ZPiL DI "Cr\Users\bob\AppDatalLocall Temp\00BugNs5RGsu exe” 1
summary.resolves_host: Count summary.file_written: Descending = Q Count C:\Users\boblAppData'Local\ Temp\0OcaufkwiYronmH.exe 1
Descending = Q \7\PIPEsarpe 128 "C-\Users\bob\AppData'Local\ Temp\0Tw4Bx03d exe” 1
bob-PC 72 C\Usersibob\AppDatall ocal\TemplscsBI3 tmp ¢ "C:\Users\bob\AppDatalLocal\ Temp\0bou0PECaJdTN.exe” 1
diesel-cn.ims. hk 52 C-\Users\bob\AppDatallocal\Temp\scs6BED.tmp 4 i i . X . X )
- 'C:\Users\bob\AppData'Local\ Templ0gMfriZr<PBLc.exe" 1
tord3 5 C:\WUsers\bob\AppDatalLocal\Temp\scsASC2.tmp 4
evacuatord . . . . . . VEy N
C-\Users\bob\AppDatalLocal TemplscsASFS tmp 4 C:\Users\bob\AppData'Local\Temp\0mubbglWiFympJhh.exe 1
abdcstudios.com 48
C:\Wsers\bob\AppDatalLocal\Temp\scsABED.tmp 4
barocchiautofficina. i a C-\Users\bob\AppDatalLocal\ Templscs ACAD tmp 4 File SIZe and hosts Connected to
tirekoypazari.com 47
topscrewfr “ Normalized AV signatures from VT
) ost data table & % size: Count
fihaara. 42
aara.com VT sig normalized &
vl-consult com “ summary.connects_host: Descending 10207
aambrosi.com.br 40 virustotal.normalized: Descending = Q, Count Q Count
alicantecosta.ru 37 Nemucod 719 195.123.209.123 128 10,308 .
10 459 3
sharmafrp.com 37 Eldorado 709 92 63.87.106 128 o
sastasource.com 36 4 A 3
Locky 705 45.8.44.39 126
krovlya-nova.com 35 4 44 5 N
JSDIdr 702 84.19.170.244 125 3
smenterprisesgroup.com 34 217.12.218.158 94
- 173 3
haibatkiosk.com kil DLDRG 277 | _ 95
diesel-cn.Ims. hk 52 .
kamizidom.com 31 ebewgm 262 N ,..'
ExpKit 86 a.ee

TGeneric 73



Discover Visualize Dashboard Setlings

target file name: “treasurehunter*

£ x cument count &
summary.resolves_host: Count
Descending = Q
friltopyes.com 3
3sipiojt.com 1
cortykopl.com 1 Count
drozofil biz 1 ~
logmeinrescue us.com 1
data table &
matoutput.eu 1
millionjam_eu 1
mxoffice.org 1
seatrip888.eu 1
No results found
~ a ~
ommand line &
|_line: D i Q

C:\Usersibob\AppDatatRoaming!44706af07d1a928bb786d596ide99004\jucheck_exe
25c01f87d33640cf9677iddcYebed)2d43285ce8520d13158fbedc29eaab374757d779cbb987075926139e2f5cee 188b6789

C:\Users'\bob\AppDataiReaming!44706af07d1a928bb786d596fde99004\jucheck exe
1e2d72890e81d3e5b3e0af4bid950591ff8e531180b1d248ea47 aTd8e21b4ada6d80091b374453900c 8858 3cdbch93Bdf2

C:\Users'\bob\AppData\Reaming!44706af07d1a928bb786d596fde99004\jucheck.exe
2fh216a49382b9a0b220759463608e5f5308465f8cf778d4b338be1efo80cd725c84a6e4fc0037950e40ccdebadf34527945

C\Usersibob\AppDatatRoaming!44706af07d1a928bb786d596fde99004\jucheck_exe
48db1daacf14 fb21a53360c0219%ea3d aards; 597c83a8e36bc7h3a089dd497f4bdee0f0237154d74c

C:\Usersibob\AppData‘Roamina'\44706af07d1a328bb786d596ide9900Aiucheck exe

x

Co

summary.file_written: Descending + Q
C:\Usersiboblntuser ini:A78188JP02S1

C:\Users'bob\ntuser ini: CJEPKS0CONN2
C:\Users\bob\ntuser.ini: MKF82S32UFBS

top hashes

target.file.md5: Descending + Q
070e9a317ee53ac3814eb86bc7d5bf49
21f99135f836fb4d3f4685d704a4460d
2dfddbc240cd6e320f69b172¢ 1e3ce58
3e2003878b364b5d77790109f24c 9137
48692beb88058652115b5c447cd26589
546b7ecf3bfef6fbbabeed096e8e4118
6a9348f582b2e121a5d9bff1e8f0935F

ReaeRdalR2r7T7R197NRAGIHATIRNAN

virustotal.normalized: Descending = Q
AGeneric

Huntpos

TSPY

TrojanPOS

FakeAV

Fakealert

LJIWRCEFTE

TreasureHunt

S ox S x
Count target.file.size: Descending Count
1
1 80,896 13
4 100,864 1
~
L
Count
1
1
1
1
1
1
1
p -
~
&S x top mutexes &S x topta... & x
Count summary.mutex: Descending < Q Count task_id:
Descending C
10 44706af07d1a928bb786d596fde99004 14 a
10 858 1
10 859 1
10 860 1
9 361 1
9 362 1
? 863 1
9 2c4 4



Automation and Collection Workflow

Elasticsearch Stack 3 Additional

@>/’ Indexing/Logging APIs

YARA Rule BB Notification (3)
@>\




Additional APIs

A VirusTotal
[ Parent objects
M1 Emails
1 Zip Files
[ Network Infrastructure
A CentralOps
[ Whois
[ Physical Address
A PassiveTotal
[ PassiveDNS
[ Historical Records

122
.122.41 detected communicating samples:
122

251.11.125 detected communicating samples:

251.11.125 detected urls: http://alicantecosta.ru/kdy
132.100.220 detected urls: http://topscrew.fr/nsh3gc)
46.52.112 detected download samples: aBalZ84f377chbifZ]
46.52.112 detected urls: http://tirekoypazari.com/lsd
237.15.128 detected download samples: T4de614T825ab533

237.15.128 detected communicating samples:

237.15.128 detected urls: http://maapro.it/nvlauty.hy
46.52.112 detected download samples: aB8aZ84f377cbhbifZ]
46.52.112 detected urls: http://tirekoypazari.com/lsd
185.27.101 detected download samples: 88904caiclalc4d

185.27.101 detected urls: http://adelina.

28.21.176_detected_download samples: 8915346cchlchaZa

28.21.176_detected communicating samples:

0.144.200 detected communicating samples:

0.144.200_detected urls: http://thehypemagazine.com/
185.27.101 detected download samples: 88904cafclalcdqg

185.27.101 detected urls: http://fadelina.

25.54.158 detected download samples: 3b3d6301laf72dfed

AE EAd TES Ao+ tamel uwelgs Ity S Trold e

.41 detected download samples: Sbb35cfec4ldefll

.41 detected urls: http://blyoudo.ru/ (2016-05-3
1.11.125 detected download samples: 8&85%04ca8clalcdd

8.21.176_detected urls: http://sbmsix.lémb.com/ (2014

62b6150a549

c3Ze63bi5d

fde83adbbd

se/1/(2016-(

BadcedbfTq

213beci57304

se/1/ (2016-0

A11 oo S ]




Recap

A Built YARA rule for one dropper

A Identified 700+ files

A Automated analysis via Cuckoo

A Logging via Elasticsearch and Visualization with Kibana
A Additional pivoting via API

A Source code: https://github.com/swackhamer



Questions’



