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NOTHING COMMUNICATES
AND MOST TOOLS
REQUIRE MANUAL INTERACTION




HOWS.S THE _WEATHER OU
OLLIE?




stoQ



STOQ IS A FRAMEWORK
THAT ENABLES
EVERYONE TO AUTOMATE
PROCESSES, ANALYTICS,
AND JUST ABOUT ANYTHING
ELSE



AUTOMATE AND REDUCE
THE MAJORITY

OF YOUR MOST
MUNDANE ANALYTIC TASKS



LEVERAGE ALL OF YOUR
TOOLS SIMULTANEQOUSLY,
AND SAVE THOSE RESULTS
FOR LATER



IT A FORCE MULTIPLIER




LOOK AT YOUR DATA, RATHER THAN
SEEKING WAYS TO CAPTURE OR
PRODUCE IT




COMMAND LINE,
INTERACTIVE SHELL,
OR FULLY AUTOMATED



EVERYTHING IS A PLUGIN, FROM INPUT
TO OUTPUT AND EVERYTHING IN
BETWEEN

self.plugin categories = {"worker": StogWorkerPlugin,
"connector": StogConnectorPlugin,
"reader": StogReaderPlugin,

"source": StogSourcePlugin,
"extractor": StogExtractorPlugin,
"carver": StogCarverPlugin,
"decoder"”: StogDecoderPlugin }




Tell me more about Pluginsé

A Very simple and easy to write
A Lots of documentation and examples
A stoQ does most of the heavy lifting

def api call(self, endpoint, query):
url = "{}/{}/report/".format(self.url, endpoint)

params = {endpoint: query}
response = self.stog.get file(url, params=params)
return self.stoqg.loads(response)




Over40 stoQPlugins Available

A Email Parser
A VTMIS

A TotalHash

A Yara

A Censys

A Fireeye

A 10C Extract
A Pastebin

A PassiveTotal
A ClamAV

A Opswat

A TRiD

A RabbitMQ
A Suricata

A Tika

A PEinfo

A Excel

A XOR

A Baseb64

A Bit Rotation

A Bro Intel

A Fluentd

A Google Cloud Storage
A Amazon S3

A Slack

A ThreatCrowd

A MongoDB

A ElasticSearch

A Exif

A And many mor¥
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Installation and Usage

¢ Requires python 3.3 or greater
¢ Additional documentation can be found at docs.

Installation Script

If using Ubuntu, installation of the core framework and plugins can be installed utilzing the installation script provided with
the framework.::

git clone https://github.com/PUNCH-Cyber/stoq.git
cd stoq/
./install.sh

Note: stoQ has not been tested on other operating systems, however, if the required packages are available it should work
without issue.

Detailed Installation

Install the core requirements via apt-get and pip::

sudo apt-add-repository -y multiverse

sudo apt-get install automake build-essential cython autoconf \
python3 python3-dev python3-setuptools \
libyaml-dev 1libffi-dev libfuzzy-dev \
libxml2-dev libxsltl-dev libz-dev p7zip-full \
p7zip-rar unace-nonfree libssl-dev libmagic-dev

sudo easy_install3 pip

It is recommended to install stoQ within a virtualenv. This is however completely optional. In order to setup the virtualenv,
the following should be completed::
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Vagrant

If testing stoQ is something you are interested in doing, you can use Vagrant to setup a simple instance.

First, install Vagrant from https://www.vagrantup.com/downloads, then, install VirtualBox from
https://www.virtualbox.org/wiki/Downloads.

Once the prerequisits are installed, download the Ubuntu box::

vagrant box add ubuntu/trustyé64

Next, create a new directory named stoq and save the Vagrantfile in it::

wget -0 Vagrantfile https://raw.githubusercontent.com/PUNCH-Cyber/stoq/master/Vagrantfile

Now, let's bring up the Vagrant box::

vagrant up

Log into the new box::

vagrant ssh

Switch to the stog user:

sudo su - stoq

Your newly installed stoQ instance is now available in /usr/local/stoq .

All done!







