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Ryan Kovar

ÅStaff Security 

Strategist @Splunk

ÅDoes Security things 

and then talks about 

them

Å17+ years defending 

networks private 

sector

Marcus LaFerrera

ÅDirector of 

Development

@PUNCH

ÅLead stoQ Developer

Å18+ years supporting 

the government



Agenda

ÅOverview of stoQ

ÅOverview of Splunk

ÅA DFIR use case walk 

through

ÅQuestions



TOOL * N == :(

NOTHING COMMUNICATES 

AND MOST TOOLS 

REQUIRE MANUAL INTERACTION



HOWõS THE WEATHER OUT THERE 

OLLIE?

ITõS

CYBER



stoQ



STOQ IS A FRAMEWORK 

THAT ENABLES 

EVERYONE TO AUTOMATE 

PROCESSES, ANALYTICS, 

AND JUST ABOUT ANYTHING

ELSE



AUTOMATE AND REDUCE 

THE MAJORITY 

OF YOUR MOST

MUNDANE ANALYTIC TASKS



LEVERAGE ALL OF YOUR 

TOOLS SIMULTANEOUSLY, 

AND SAVE THOSE RESULTS 

FOR LATER



ITôS A FORCE MULTIPLIER



LOOK AT YOUR DATA, RATHER THAN 

SEEKING WAYS TO CAPTURE OR 

PRODUCE IT



COMMAND LINE, 

INTERACTIVE SHELL, 

OR FULLY AUTOMATED



EVERYTHING IS A PLUGIN, FROM INPUT 

TO OUTPUT AND EVERYTHING IN 

BETWEEN



Tell me more about Pluginsé

ÅVery simple and easy to write

ÅLots of documentation and examples

ÅstoQ does most of the heavy lifting



Over 40stoQPlugins Available
ÅE-mail Parser
ÅVTMIS
ÅTotalHash
ÅYara
ÅCensys
ÅFireeye
ÅIOC Extract
ÅPastebin
ÅPassiveTotal
ÅClamAV

ÅOpswat
ÅTRiD
ÅRabbitMQ
ÅSuricata
ÅTika
ÅPEinfo
ÅExcel
ÅXOR
ÅBase64
ÅBit Rotation

ÅBro Intel
ÅFluentd
ÅGoogle Cloud Storage
ÅAmazon S3
ÅSlack
ÅThreatCrowd
ÅMongoDB
ÅElasticSearch
ÅExif
ÅAnd many moreΧ



ITôS OPENSOURCED








