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MGT514: IT Security Strategic Planning, Policy,
and Leadership

Who Should Attend

Mastering the Strategic Planning Process
Strategic planning is hard for people in IT and IT Security because we spend so much time
responding and reacting. Some of us have been exposed to a SWOT or something similar in an
MBA course, but we almost never get to practice until we get promoted to a senior position, and
then we are not equipped with the skills we need to run with the pack.

This course is designed and taught for existing,
recently appointed, and aspiring IT and IT Security
managers and supervisors who desire to enhance
their leadership and governance skills to develop
their staff into a more productive and cohesive team.

In this course you will learn the entire strategic planning process: what it is and how to do it;
what lends itself to virtual teams; and what needs to be done face to face. We will practice
building those skills in class. Topics covered in depth include how to plan the plan, horizon analysis,
visioning, environmental scans (SWOT, PEST, Porter’s etc.), historical analysis, mission, vision,
and value statements. We will also discuss the planning process core, candidate initiatives, the
prioritization process, resource and IT change management in planning, how to build the roadmap,
setting up assessments, and revising the plan.

You Will Be Able To

We will see examples and hear stories from businesses, especially IT and security oriented
businesses, and then work together on labs. Business needs change, the environment changes,
new risks are always on the horizon, and critical systems are continually exposed to new
vulnerabilities. Strategic planning is a never-ending process. The planning section is hands-on and
there is exercise-intensive work on writing, implementing, and assessing strategic plans.

• Facilitate out of the box thinking (brainstorming,
reverse brainstorming, synergetics)

Creating Effective Information Security Policy

• U nderstand how policy is used and when it is
needed or not needed

Policy is a manager’s opportunity to express expectations for the workforce, to set the boundaries
of acceptable behavior and empower people to do what they ought to be doing. It is easy to get
wrong. Have you ever seen a policy and your response was, “No way, I am not going to do that?”
Policy must be aligned with an organization’s culture. We will break down the steps to policy
development so that you have the ability to develop and assess policy successfully.

Developing Management and Leadership Skills
The third focus of the course is on management and leadership competencies. Leadership is a
capability that must be learned, exercised and developed to better ensure organizational success.
Strong leadership is brought about primarily through selfless devotion to the organization and
staff, tireless effort in setting the example, and the vision to see and effectively use available
resources toward the end goal. However, leaders and followers influence each other toward the
goal; it is a two-way street where all parties perform their functions to reach a common objective.

• Calculate the half life of information
• E stablish a strategic planning horizon appropriate
for your organization
• Conduct any of the well known environmental
scans ( SWOT, Porters 5, Pest and many others )

• Select between candidate initiatives and preform
back of the envelope planning

• Manage the policy creation process
• D evelop policy for difficult topics such as social
media
• Evaluate policy using using the SMART methodology
• U nderstand the use of leadership competencies in
developing leadership skills
• Select a few competencies to work on to further
your effectiveness

Effective leadership entails persuading team members to accomplish their objectives while
removing obstacles and maintaining the well-being of the team in support of the organization’s
mission. Grooming effective leaders is critical to all types of organizations, as the most effective
teams are cohesive units that work together toward common goals with camaraderie and a cando spirit!
Leadership tends to be a bit “squishy” and courses covering the topic are often based upon the
opinions of people who were successful in the marketplace. However, success can be as much
a factor of luck as skill, so we base this part of the course on five decades of the research of
social scientists and their experiments going as far back as Maslow and on research as current as
Sunstein and Thaler. We discuss leadership skills that apply to commercial business, non-profit,
for-profit, or other organizations. This course is designed to develop existing and new supervisors
and managers who aspire to go beyond being the boss. It will help you build leadership skills to
enhance the organization’s climate and team-building skills to support the organization’s mission,
its growth in productivity, workplace attitude/satisfaction, and staff and customer relationships.
To register, visit www.sans.org
or call 301-654-SANS (7267)

www.sans.edu

For schedules, course updates, prerequisites, special notes,
or laptop requirements, visit www.sans.org/courses

Course Day Descriptions
514.1	An

MGT514 Training Formats

Approach to Strategic Planning

(subject to change)

Our approach to strategic planning is that there are activities that can be done virtually
in advance of a retreat, and then other activities are best done in a retreat setting. On
the first day, we will talk about some of the activities that can be done virtually.
Topics: How to plan the plan; Historical analysis; Horizon analysis; Visioning; Environmental scans (SWOT, PEST, Porters etc.);
Mission, vision, and value statements
514.2

Topics: F ormally Initiating Projects; Project Charters; Project Scope Development; Work Breakdown Structures; Scope Verification
and Control

Security Policy Development

www.sans.org/security-training/by-location/all

OnSite
www.sans.org/onsite

Planning To Ensure Institutional Effectiveness

This will include the retreat section of the course where we do the core planning
activities of candidate selection, prioritization, and development of the roadmap.

514.3

Live Training

OnDemand
www.sans.org/ondemand

SelStudy
www.sans.org/selfstudy

You will experience the most in-depth coverage of security policy ever developed. By
the end of the course your head will be spinning. Students and other SANS instructors
who have seen the scope of the material have the same comment, “I never realized there is so much to know about security policy.”
Any security manager, anyone assigned to review, write, assess or support security policy and procedure, can benefit from Policy in
Depth. You will learn what policy is, positive and negative tone, consistency of policy bullets, how to balance the level of specificity
to the problem at hand, the role of policy, awareness and training, and the SMART approach to policy development and assessment.
We cover different levels of policy from Information Security Management System (ISMS) governing policy to detailed issue-specific
policies like acceptable use, approved encryption and end of life disposal of IT assets.
Topics: Policy establishes bounds for behavior; Policy empowers users to do the right thing; Should and shall, guidelines and policy; ISMS as governing policy; Policy versus procedure; Policy needs
assessment process; Organizational Assumptions, Beliefs and Values (ABVs); Relationship of mission statement to policy; Organizational culture
514.4

Comprehensive Security Policy Assessment

In the policy section of the course, you will be exposed to over 100 different policies through an instructional delivery methodology
that balances lecture, labs, and in-class discussion. We will emphasize techniques to create successful policy that users will read and
follow; policy that will be accepted by the business units because it is sensitive to the organizational culture; and policy that uses the
psychology of information security to guide implementation.
Topics: U sing the principles of psychology to implement policy; Applying the SMART Method to policy; How policy protects people, organizations and information; Case study, the process to
handle a new risk (Sexting); Policy header components and how to use them; Issue-specific policies; Behavior related polices, acceptable use, ethics; Warning banners; Policy development
process; Policy review and assessment process; Wrap-up, the six golden nuggets of policy
514.5

Quality and Risk Management

Essential leadership topics covered here include: leadership development, coaching and training, employee involvement, conflict
resolution, change management, vision development, motivation, communication skills, self-direction, brainstorming techniques,
benefits, and the ten core leadership competencies. In a nutshell, you’ll learn the critical processes that should be employed to
develop the skills and techniques to select, train, equip, and develop a team into a single cohesive unit with defined roles that operate
together in harmony toward team-objective accomplishment.
There are three goals for the leadership component of this course:
• Establish a minimum standard for knowledge, skills, and abilities required to develop leadership
• Understand and leverage the motivational requirements of employees
• Establish a baseline understanding of the skills necessary to migrate from being a manager to being a leader
Topics: L eadership building blocks; Coaching and training; Change management; Team development; Motivating; Developing the vision; Leadership development; Building competencies; Importance
of communication; Self direction; Brainstorming; Relationship building; Teamwork concepts; Leader qualities; Leadership benefits
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