SANS Cyber Ranges

SANS Team-Based Training is

sans.org/tht570

designed to maximize your team'’s
skills, capabilities, and efficiency.

TBT570 SANS Team-Based Training:

Blue Team and Red Team Dynamic Workshop
Course Author: Ed Skoudis | CPEs: 36

In this new six-day workshop, student teams will participate in a dynamic, highly
interactive learning exercise defending an enterprise environment under attack
in real time. SANS Team-Based Training curriculum fuses technical and power
skill development to accelerate collaboration, information sharing, and response
management. You'll come away from this workshop with the skills to defend your
organization from all types of malicious adversaries.

To view the SANS Team-Based Training course description, visit sans.org/tht570.

Building Teams with =
Critical Capabilities 0 &
Power Skills: A~ EFFECTIVE "
Effective Communication o COMMUNICATION 0 ﬂ il E
Teamwork ERADICATING TEAMWORK
Leadership and ADVERSARIES
Management S ;
Adaptability and AN /
Problem Solving g
0 = o &
Technical Skills: HARDENING
= LEADERSHIP AND
Intrusion Detection JECHNUCES TBT570 MANAGEMENT
Malware Analysis Focus Areas
SIM/SEM Solutions
Hardening Techniques _ - So
Eradicating Adversaries o E@ : ° @/;\.%
/ ) ADAPTABILITY
S%“L"U/ng,':,“s ) \ AND PROBLEM-
SOLVING
0 0 (&
MALWARE INTRUSION
ANALYSIS DETECTION

Why Team-Based Training?

Reduce Security Risks

Battle-test your security teams with
hyper-realistic training scenarios
based on real-world advanced
persistent threats.

Accelerate Collaboration
Connect employees throughout
your organization in order to
combat attacks more effectively
and efficiently.

Engage Employees

Energize your security organization
by inspiring employees to
strengthen their leadership talents
and team skills.

Upcoming Training Events

SANS 2020 SANSFIRE
Orlando, Florida Washington, D.C.
April 5-10, 2020 June 15-20, 2020

SANS Network Security
Las Vegas, Nevada
September 21-26, 2020

“TBT570 is the best course | have ever seen that gives someone an
understanding of what battling an advanced attacker is really like, and the
coordination that must occur between teams to eliminate the compromise.”

— Matthew Bainter, Caterpillar



