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Bad	hires	à breaches
Skills	shortage	à breaches

Bad	hires	hurt	:
• Cost	of	$27,000+	for	
Security	Analysts
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How to use CyberTalent Enhanced
CyberTalent Enhanced (CTE) was developed to 
determine if an individual has the aptitude and basic 
skills to succeed in information security, as demon-
strated on various GIAC exams such as GSEC (SANS 
SEC401 training) and GCIA (SANS SEC504 training). 
The exam was developed using common measure-
ment and testing standards to support a validity 
claim for the CTE test. The 50 item exam was devel-
oped by qualified information security subject 
matter experts, and predicts success on GIAC exams. 

The CTE Assessment measures:
Aptitude (25 questions)

Information Security Aptitude: 
The aptitude of the candidate toward general 
information security principles will be observed 

Basic InfoSec Skills (25 questions)

Networking Concepts Domain: 
The candidate will demonstrate a thorough under-
standing of networking design, hardware, and 
common protocols such as Ipv4, IPv6, TCP, UDP, and 
ICMP, and will be able to read network packets. 

Defense in Depth Domain: 
The candidate will demonstrate a thorough under-
standing of defense-in-depth such as anti-malware, 
access control, authentication, and application 
security. 

Internet Security Technologies Domain: 
The candidate will demonstrate a thorough under-
standing of communications security including 
cryptography, VPNs, PKI, and data encryption. 

Communications Security Domain:  
The candidate will demonstrate a thorough under-
standing of common Internet security technologies 
such as firewalls, and processes such as vulnerability 
management, intrusion detection and prevention, 
and risk management. 

Operating Systems Security Domain: 
The candidate will demonstrate a thorough under-
standing of common operating system security for 
Windows and Linux, auditing, permissions, and 
security configuration. 

80%-1 00%
Take an advanced CT Assessment 
(e.g. Cyber Defense, Pen Testing, AppSec, 
Digital Forensics) to determine which 
advanced 500-level SANS courses the 
individual should take

54%-7 9%
Enroll SANS SEC401 and/or SANS SEC504

Below 54%
Enroll in SANS SEC301 or other 
fundamental training

SANS and our customers have generally 
leveraged the CTE results as follows: 

For more information, please contact mshuftan@sans.org

Aptitude Testing SANS Training & GIAC Certification Qualified Cybersecurity Professional

Recommended CTE Score Interpretation
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Increase your hiring success rate

! Identify candidates with high likelihood of 
success in cybersecurity

! Performance on SANS CTE assessments 
shows positive correlation with 
performance on GIAC exams.  
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Ensure your contractors’ skills

! Simple, reliable, cost-effective way to confirm 
contractors’ skills

! Compare and contrast contractors and determine how 
well resumes and skill levels match your needs
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