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S E C 4 0 1 
Security Essentials  

Bootcamp Style
Instructor: Dave Shackleford   |   GIAC Cert: GSEC

This course will teach you the most effective steps to 
prevent attacks and detect adversaries with actionable 
techniques that you can directly apply when you get 
back to work. You’ll learn tips and tricks from the experts 
so that you can win the battle against the wide range of 
cyber adversaries that want to harm your environment.

SEC401: Security Essentials Bootcamp Style is focused 
on teaching you the essential information security skills 
and techniques you need to protect and secure your 
organization’s critical information assets and business 
systems.

S E C 5 0 3 
Intrusion Detection In-Depth

Instructor: Jonathan Ham   |   GIAC Cert: GCIA

Reports of prominent organizations being hacked and suffering irreparable 
reputational damage have become all too common. How can you prevent 
your company from becoming the next victim of a major cyber attack?

Preserving the security of your site in today’s threat environment is 
more challenging than ever before. The security landscape is continually 
changing from what was once only perimeter protection to protecting 
exposed and mobile systems that are almost always connected and 
sometimes vulnerable. Security-savvy employees who can help detect 
and prevent intrusions are therefore in great demand. Our goal in SEC503: 
Intrusion Detection In-Depth is to acquaint you with the core knowledge, 
tools, and techniques to defend your networks with insight and awareness. 
The training will prepare you to put your new skills and knowledge to work 
immediately upon returning to a live environment.

S E C 5 0 4 
Hacker Tools, Techniques, Exploits,  

and Incident Handling
Instructor: Chris Pizor   |   GIAC Cert: GCIH

By helping you understand attackers’ tactics and strategies in 
detail, giving you hands-on experience in finding vulnerabilities 
and discovering intrusions, and equipping you with a 
comprehensive incident handling plan, this course helps you turn 
the tables on computer attackers. It addresses the latest cutting-
edge insidious attack vectors, the “oldie-but-goodie” attacks 
that are still prevalent, and everything in between. Instead of 
merely teaching a few hack attack tricks, this course provides a 
time-tested, step-by-step process for responding to computer 
incidents, and a detailed description of how attackers undermine 
systems so you can prepare, detect, and respond to them. 

F O R 5 0 0  (Formerly FOR408) 
Windows Forensic Analysis

Instructor: Nick Klein   |   GIAC Cert: GCFE

FOR500 focuses on building in-depth digital forensics knowledge of 
the Microsoft Windows operating systems. You can’t protect what 
you don’t know about, and understanding forensic capabilities 
and artifacts is a core component of information security. Learn 
to recover, analyze, and authenticate forensic data on Windows 
systems. Understand how to track detailed user activity on your 
network and how to organize findings for use in incident response, 
internal investigations, and civil/criminal litigation. Use your 
new skills for validating security tools, enhancing vulnerability 
assessments, identifying insider threats, tracking hackers, and 
improving security policies. Whether you know it or not, Windows is 
silently recording an unimaginable amount of data about you and 
your users. FOR500 teaches you how to mine this mountain of data.

REGISTER AT: www.sans.org/adelaide-2017          EMAIL: asiapacific@sans.org          PHONE: 02 6198 3352

Melbourne . . . . . . . . . . . . . . . . . . .                  22-27 May. . . . . . . . . . . .           www.sans.org/melbourne-2017
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