
WELCOME
Registration Information

Location: Severn Gallery Registration Desk (LEVEL 2)

Monday, October 10. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7:00am - 9:00am
Location: Boardroom (LEVEL 2)

Tuesday, October 11 - Saturday, October 15. . . . . . . . 8:00am - 5:00pm

Internet Café 
Location: Severn Gallery Registration Desk (LEVEL 2)

Monday, October 10. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Opens at noon
Tuesday, October 11 - Friday, October 14. .  .  .  .  .  .  .  .  .  .  . Open 24 hours
Saturday, October 15. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Closes at 2:00pm

Course Breaks
7:00am - 9:00am – Morning Coffee  
10:30am - 10:50am – Morning Break   

12:15pm - 1:30pm – Lunch (on your own) 
3:00pm - 3:20pm – Afternoon Break

Class Information
All courses will run 9:00am - 5:00pm (unless noted).

SEC401: Security Essentials Bootcamp Style   
Instructor: Bryan Simon. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: Chesapeake 1 (LEVEL 3) 
Bootcamp Hours: �5-7pm (Course days 1-5)

SEC501: Advanced Security Essentials – Enterprise Defender 
Instructor: Paul A. Henry. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Potomac (LEVEL 3) 

SEC504: Hacker Tools, Techniques, Exploits,  
and Incident Handling 
Instructor: Kevin Fiscus. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: Chesapeake 2 (LEVEL 3)  
Extended Hours: �5-7:15pm (Course day 1)

SEC542: Web App Penetration Testing and Ethical Hacking 
Instructor: Micah Hoffman. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Severn (LEVEL 2)

SEC560: Network Penetration Testing and Ethical Hacking 
Instructor: Jeff McJunkin. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: Harborview 2 (LEVEL 2)

FOR508: Advanced Digital Forensics, Incident Response,  
and Threat Hunting 
Instructors: Hal Pomeranz, Eric Zimmerman. . Location: Harborview 1 (LEVEL 2)

FOR578: Cyber Threat Intelligence 
Instructor: Robert M. Lee. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Location: Chesapeake 3 (LEVEL 3)

FOR585: Advanced Smartphone Forensics 
Instructor: Heather Mahalik. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Loch Raven 2 (LEVEL 2) 

MGT514: IT Security Strategic Planning, Policy & Leadership 
Instructor: Mark Williams. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Camden  (LEVEL 2)

ICS515: ICS Active Defense and Incident Response 
Instructor: Mark Bristow. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Location: Loch Raven 1 (LEVEL 2) 

Special Events

Welcome to SANS General Session 
Speaker: Bryan Simon 

Mon, Oct 10   |   8:00am - 8:30am   |   Location: Chesapeake 2 (LEVEL 3)

K E Y N OT E 

Evolving Threats 

Speaker: Paul Henry 
Mon, Oct 10   |   7:15pm - 9:15pm   |   Location: Chesapeake 2 (LEVEL 3)

S P E C I A L  E V E N T 

Women’s CONNECT Event 
Hosted by SANS COINS program and ISSA WIS SIG 

Tue, Oct 11   |   6:00pm - 7:15pm   |   Location: Lock Raven 1 (LEVEL 2)

S A N S @ N I G H T 

(Am)Cache Rules Everything Around Me 

Speaker: Eric Zimmerman 
Tue, Oct 11   |   7:15pm - 8:15pm   |   Location: Chesapeake 2 (LEVEL 3)

S A N S @ N I G H T 

Running Away from Security:  

Web App Vulnerabilities and OSINT Collide 

Speaker: Micah Hoffman 
Tue, Oct 11   |   8:15pm - 9:15pm   |   Location: Chesapeake 2 (LEVEL 3)

S A N S @ N I G H T 

DLP FAIL!!! Using Encoding, Steganography, and Covert 

Channels to Evade DLP and Other Critical Controls 

Speaker: Kevin Fiscus 
Wed, Oct 12   |   7:15pm - 8:15pm   |   Location: Chesapeake 2 (LEVEL 3)

S T I  M A S T E R ’ S  P R E S E N TAT I O N 

The Labyrinth: Active Defense through Baselines, 

Configuration, and Deception 

Speaker: Nathaniel Quist – Master’s Degree Candidate 
Wed, Oct 12   |   7:15pm - 7:55pm   |   Location: Potomac (LEVEL 3)

S T I  M A S T E R ’ S  P R E S E N TAT I O N 

Resolving Names to Pwned:  

A Journey to Compromise 

Speaker: Russel Van Tuyl – Master’s Degree Candidate 
Wed, Oct 12   |   8:15pm - 8:55pm   |   Location: Potomac (LEVEL 3)

Baltimore 2016
Sheraton Inner Harbor     |     October 10-15



Sheraton Inner Harbor – Floorplan

Registration  
(OCT 10)

Internet Café

Registration  
(OCT 11-15)
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Interested in adding a GIAC Certification or an OnDemand Bundle?

To receive the discounted rate, you must sign up before Monday, October 17th at 8:00pm EDT

Call or e-mail SANS Registration:     

1.301.654.SANS(7267)     |     registration@sans.org     |     ondemand@sans.org 
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