SEC401 Installation Guide
Version V5B5R3

This document covers the installation guide to make sure you are ready for class. Prior to
coming to class you need to download and install the latest version of Back Track and
VMware Player on your Windows 7 system.

Windows 7 will be used as the base operating system for you laptop. Any version of
Windows 7 will work for class. If you are able to run Back Track within VMware Player
and run programs within the GUI, you are all ready for class. The following steps will
take you through the process.

Downloading Back Track
This section describes how to start-up Back Track on your system. Download the
VMWare version of Back Track from http://www.backtrack-linux.org/.
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Welcome to Backtrack-Linux.org, home of the highest rated and acclaimed Linux

security distribution to date. BackTrack is a Linux-based penetration testing arsenal

that aids security professionals in the ability to perform assessments in a purely native

environment dedicated to hacking. Regardless if youre making BackTrack you Insta

BackTrack, boot it from a Live DVD or thumbdrive, the penetration distribution has FOLLOW US
been customized down to every package, kernel configuration, script and patch solely

for the purpose of the penetration tester.
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From the menu on the main page, select Downloads. From the Downloads page, scroll
down and select Download.
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Select the following options from the download screen:
BackTrack Release: BackTrack 5 R3

Window Manager: GNOME

Architecture: 32

Image Type: VMWare

Download Type: Direct

Hit the grey button under the MDS5sum to download the program. The file should be
saved to a directory on your desktop.
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If the download does not begin automatically, click the download link that appears on the
page.
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After the program has successfully downloaded, uncompress it to a directory on your
desktop called BackTrack5R3 that will contain the VM Ware files.

E-Mail BT5SR3-GNOME-VM-32.7z

Extract to folder C:\Users\Eric\Des..\MAIN\MAIN\Main\Vir..\Bac..\BT5SR3-GNOME-VM-32
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Extract to... =]
Extract to here e
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@ Configure

© Favorites Name

Deskto
Open with WinZip
Print
Convert to Adobe PDF
Convert to Adobe PDF and EMail

Open with...

Share with

Norton 360 Premier Edition
WinZip

Add to VAIO Gate

Restore previous versions

Send to
Cut

Coame

A BT5R3-GNOME-VM-32 directory should appear in your folder.

ls Downloads
+» Recent Places

- Libraries
., Documents
-4 Music
&, Pictures
!, Videos

& Homegroup

& Computer

@ Network

, 2 items

/. » MAIN » MAIN » Main » Virtual Machines » BackTrack5R3 » v |42 Il Search BackTrack5R3 L
Organize Include in library v Share with v Burn New folder - O 9
¢ Favorites Name Date modified Type Size
M Desktop BTS5R3-GNOME-VM-32 10/25/2012 11:21 ... File folder
| MAIN ‘q BTSR3-GNOME-VM-32 9/15/2012 11:22 A..  WinZip File 2,511,215 ..

VMWare Player

At this point VM Ware player should be downloaded and installed from
http://www.vmware.com/products/player/. Once you are at the site click download.

GNOME-VM-32
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VMware Player

THE EASIEST WAY TO RUN A VIRTUAL MACHINE

VMware Player is the easiest way to run multiple operating systems at the same time on
your PC. With its user-friendly interface, VMware Player makes it effortless for anyone to
try out Windows 8, Windows 7, Chrome OS, the latest Linux releases, or create isolated
virtual machines to safely test new software. VMware Player is free for personal use.
VMware Player is now available for commercial use with support offerings as a
component of VMware Fusion Professional

Why VMware Player FAQs

Best Way to Run Windows XP

VMware Player is the best way to run legacy Windows
XP applications on Windows 7 or Windows 8. With unity
mode, copy-and-paste, drag-and-drop, and networking
and printing that require no additional setup, XP
applications will run seamlessly on modern hardware.

Cloud Computing Virtualization Solutions Products Services Support & Downloads Partners Company
— —

Store My VMware @ |

RPN 1
Datacenter Products
Desktop Products
‘SMB Products
Application Platform
IT Business Management

Application Management
Share

Related Products

VMware Workstation

Player Resources
Documentation
Community Forum

Workstation Zealot Blog =

The list of available products will be shown. Click on download to the right of VMware
Player 5.0.
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VMware-pIayer-p 7070-812388.exe

(VMware Player for Windows 32-bit and 64-bit | 73M)

@ Show Details

VMware-Player-5.0.0-812388.i386.bundle

(VMware Player for Linux 32-bit | 206M)

Download #

@ Show Details

VMware-Player-5.0.0-

o) 0o .0 AL
https:// mware.com, pen_source ndle

Download &

Cloud Computing Virtualization Solutions Products Services Support & Downloads Partners Company
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Home > All Downloads > VMware Player

Download VMware Player

Store My VMware @ |

M

Need help downloading?

About This Product

DESCRIPTION
VMware Player 5.0.0

DOCUMENTATION
Release Notes

0OS SUPPORT
Linux 64-bit, Linux 32-bit, Windows 32-
bit, Windows 64-bit

LANGUAGE
English

Simplified management of
oroduct licenses and sunnort

The download should begin. Download the latest version of VMware Player to your

desktop.
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Once VMware is downloaded, double click on VMware-player-5.0.0-812388.exe to
install the program.

r — —— = |

VMware Player Setup

vmware

VMware®

Player

Now Loading: #vmci

e »
a
Copyright*1998-2012 VMware, Inc. All il oAbt i =
Intellectual property laws. VMware produi it or more patent: at httpe/fwwwamwareconl

When the Welcome screen appears, click Next to continue.
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VMware Player Setup

Welcome to the installation wizard
for VMware Player

The installation wizard will allow you to repair or
remove VMware Player. To continue, click Next.

WARNING: This program is protected by copyright law
and international treaties.

VMware

Player

Confirm that the installation directory is correct and click Next to continue.

Destination Folder »%)
Click Next to install to thls folder or click Change to install to a .

different folder. )

ﬂ?% Install VMware Player to:

C:\Program Files (x86)\VMware\VMware Player\

<pack || mNext> | [ cancel |
|____ i

Select whether software updates will automatically be included and select Next.
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VMware Player Setup

Software Updates

When would ymike to check for updates of your software?

Check for product updates on startup

When VMware Player starts, check for new versions of the application and
installed software components.

Learn More

Select whether you want to participate in the User Experience Improvement Program and
select Next.

VMware Player Setup v

User Experience Imgrovement Program
Would you like to send feedback to VMware?

iHelp improve VMware Player

Send anonymous system data and usage statistics to VMware.

Learn More




Determine what shortcuts you want to have on your system and select Next.

VMware Player Setup v

Shortcuts
Select the shortcuts you wish to place on your system.

Create shortcuts for VMware Player in the following places:

Desktop

i Start Menu Programs folder

Click Continue to install the program.

VMware Player Setup v

Ready to Perform the Requested Operations

Click Continue to begin the process.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.




Installation of the program will begin.

20

(/

Performing the Requested Operations >

Please wait while the wizard performs the requested operation. This
may take several minutes.

Status: Installing and confiquring additional component
C:\Users\Eric\AppData\Local\Temp\vmware 1351179665

Click Finish to complete the installation process.

Setup Wizard Complete

The setup wizard has successfully completed its
operations related to VMware Player. Click Finish to
exit the wizard.

VMware

Player




Vmware is now installed on your system.

Running Back Track

Once VMWare player is installed, go to the BTSR3-GNOME-VM-32 directory and
double click the BTSR3-GNOME-VM-32.vimx file.

[re—
1 B
K3 ()= | « Main » Virtual Machines » BacTracksR3 » BTSR3-GNOME-VM-32 » ~| 49 || search BTSR3-GNOME-VM-32 £

Share with ¥ Burn New folder

~

’f’f'ﬂ Open with VMware Player ~

Organize

. Favorites
B Desktop

| MAIN

I3 Downloads

<& Recent Places
- Libraries
~*, Documents
& Music
& Pictures
! Videos
& Homegroup

& Computer

@ Network

BTSR3-GNOMES

BT5R3-GNOME-VM-32 >

| caches

BT5R3-GNOME-VM-32.nvram

£ BTSR3-GNOME-VM-32

VM-32.vmsd

10/25/2012 11:17 ...
8/10/2012 3:20 PM
8/10/2012 3:15 PM
8/10/2012 2:16 PM

Name Date modified Type

File folder
NVRAM File

VMware virtual dis...

VMSD File

9KB
1KB
0KB

8/10/2012 3:40 PM

VMware virtual ma...

3 KB

BT5R3-GNOME-VM-32vmxf
& BT5R3-GNOME-VM-32-5001
& BTSR3-GNOME-VM-32-5002
& BT5R3-GNOME-VM-32-5003
&L BTSR3-GNOME-VM-32-5004
£ BT5R3-GNOME-VM-32-5005
£ BT5R3-GNOME-VM-32-5006
& BT5R3-GNOME-VM-32-5007
& BTSR3-GNOME-VM-32-5008
& BTSR3-GNOME-VM-32-5009
& BT5R3-GNOME-VM-32-5010
& BTSR3-GNOME-VM-32-5011

| vmware

8/10/2012 2:16 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:39 PM
8/10/2012 3:21 PM

VMXF File

VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...
VMware virtual dis...

VMware virtual dis...

Text Document

1KB
1,882,304 ...
1,251,392 ..
894,080 KB
1,954,368 ...
1,139,456 ...
818,496 KB
820,736 KB
598,464 KB
1,989,056 ...
269,312 KB
64 KB
372KB

BT5R3-GNOME-VM-32 Date modified: 8/10/2012 3:40 PM Date created: 8/10/2012 3:40 PM
VMware virtual machine configuration Size: 245 KB

VMware will start. If a binary translation window appears, just hit OK to continue.

Binary translation is incompatible with long mode
on this platform. Disabling long mode. Without
long mode support, the virtual machine will not be
able to run 64-bit code. For more details see

http://vmware.com/info?id=152.

[ I po not show this hint again

When asked whether the image was moved or copied, select I copied it.



This virtual machine might have been moved or
copied.

In order to configure certain management and

networking features, VMware Player needs to know
if this virtual machine was moved or copied.

If you don't know, answer "I copied it".

[ I moved it ]E I copied it ; [ Cancel ]

Hit OK for any windows that pop-up like the below removable device window.

Removable Device — Sy

The following devices can be connected to this virtual machine using
the status bar or choosing VM > Removable Devices:

i) AuthenTec Fingerprint Sensor
“21Cheng Uei Precision USB2.0 Camera

Each device can be connected either to the host or to one virtual
machine at a time.

[ | Do not show this hint again

@ The following software is available for download:

VMware Tools for Linux - version 8.8.2

A\ Downloading and installing VMware Tools is
required to enable advanced features of your
virtual machine.

What would you like to do?

Egownload and Install | [Bemind Me Later]

After VMware Tools is installed, the system will boot up and require you to logon.
Logon with a userID of root and a password of toor and hit enter.
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.3007861
4182801
4224781
.4253631
.4293571
4298061
.4340211
.4389821
.4391381
.4393301
.4394081
.4416331
4417101

scsi
scsi
scsi
scsi
scsi

sd 2
sd 2:
sd 2
sd 2
sd 2:

UMuware, UMware Virtual S 1.0 PQ: 0 ANSI: 2
0: Begimming Domain Validation
0: Domain Validation skipping write tests
0: Ending Domain Validation
:0:0: FAST-40 WIDE SCSI 80.0 MB/s ST (25 ns, offset 127)
: USB hub found
[sdal 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
[sdal Urite Protect is off

: [sdal Cache data unavailable

[sdal Assuming drive cache: write through
[sdal Cache data unavailable
[sdal Assuming drive cache: write through

.4421871
.4426901
.4438011

hub 2-2:1.0: 7 ports detected
sd 2:0:0:0: Attached scsi generic sgl type O
sda: sdal sdaZ < sda5 >

4497081
.4498141
.4498911

sd 2:0:0:0: [sdal Cache data unavailable

sd 2
sd 2

[sdal fAissuming drive cache: write through
[sdal Attached SCSI disk

NNNNNNNNNNNNNNNNNNNN

.4687641 input: UMuare UMuware Virtual USB Mouse as /devices/pci0000:00,0000:00:11.0,0000:02:00.0/usb2
2-1/2-1:1.0/input/input2

2.470047]1 generic-usb 0003:0EOF:0003.0001: input,hidrawd: USB HID v1.10 Mouse [UMware UMware Virtual U
SB Mousel on usb-0000:02:00.0-1/input®
[ 2.4737391 input: UMware VUMware Virtual USB Mouse as sdevices/pci0000:00,0000:00:11.0,0000:02:00.0/usb2
s2-1/2-1:1.1/input/input3
L 2.4741781 generic-usb 0003:0EOF:0003.0002: input,hidrawl: USB HID v1.10 Mouse [UMware UMware Virtual U
SB Mousel on usb-0000:02:00.0-1/inputl
[ 2.4746491 usbcore: registered new interface driver usbhid
[ 2.4747601 usbhid: USB HID core driver
[ 2.7280281 usb 2-2.1: neuw full-speed USB device number 4 using uhci_hcd

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
7
[

BackTrack 5 R3 - 32 Bit bt ttyl

bt login: root
Passuword: _

I “The quieter you become, the more you are able to hear.”

At the root prompt, type startx to start up the GUI.
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2.4417101 :0:0:0: [sdal Assuming drive cache: write through

2.4421871 .0: ? ports detected

2.4426901 : Attached scsi generic sgl type 0

2.4438011 sdal sdaZ < sdaS >

2.4497081 : [sdal Cache data unavailable

2.4498141 :0:0:0: [sdal Assuming drive cache: write through

2.4498911 sd 2:0:0:0: [sdal Attached SCSI disk

.4687641 input: UMware UMware Virtual USB Mouse as /devices/pci0000:00,0000:00:11.0,/0000:02:00.0/usb.

72-1,2-1:1.07input/input2
[ 2.470047] generic-usb 0003:0EOF:0003.0001: input,hidrawd: USB HID v1l.10 Mouse [VMware UMware Virtual
SB Mousel on usb-0000:02:00.0-1/input®
[ 2.4737391 input: UMware UMware Virtual USB Mouse as sdevices/pci0000:00,0000:00:11.0,/0000:02:00.0/usb
72-1,s2-1:1.1/input/input3
[ 2.4741781 generic-usb 0003:0EOF:0003.0002: input,hidrawl: USB HID v1.10 Mouse [UMware UMware Virtual
SB Mousel on usb-0000:02:00.0-1/inputl
[ 2.474649]1 usbcore: registered new interface driver usbhid
[ 2.4747601 usbhid: USB HID core driver
L 2.7280281 usb 2-2.1: new full-speed USB device number 4 using uhci_hcd

BackTrack 5 R3 - 32 Bit bt ttyl

bt login: root

Passuord:

Last login: Fri Aug 10 15:17:01 EDT 2012 on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 1?7 10:40:05 EST 2012 i686 GNU/Linux

System information as of Thu Oct 25 11:49:11 EDT 2012

System load: 0.97 Processes: 73

Usage of /: 57.5% of 19.06GB  Users logged in: 0

Memory usage: 47 IP address for ethl: 192.168.86.128

Swap usage: 0z

Graph this data and manage this system at https://landscape.canonical.com/
T startx_

I “The quieter you become, the more you are able to hear.”

The Back Track GUI will start. You will click on the Application menu in the upper left
hand corner to run programs on the system.
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Player ~ ] v &
] [4 ThuOct 25, 11:50 AM

Applications' Places System [5_]

&., Accessories >
"X BackTrack -
/B Graphics >
® ntemet

m Office

ﬁ Other

[ ) sound & Video

o System Tools

? Wine

Click on BackTrack from the Applications menu to see all of the security tools you
already have installed.
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Player ~ | >~ B W

Applications Places System E]
&v Accessories >
“Q BackTrack » Q Information Gathering
,! Graphics » i@ Vulnerability Assessment
® ntemet
M office *\ Privilege Escalation
ﬁ Other W Maintaining Access

# Exploitation Tools

¥ | Sound & Video

o System Tools
? Wine & Stress Testing

+ Forensics

B Reporting Tools

tp Services >

T Reverse Engineering

‘L’ RFID Tools

? Miscellaneous >

<< back [ trac

d

4 Thu Oct 25, 11:50 AM

At this point you are all ready for class.




