I ntr oduction to Windows 2000 Professional

The Windows 2000 operating system is a dynamic and continually changing operating
system with new security patches and hot fixes being released often. In a normal

production environment, it is highly recommended that you maintain a patching schedule
to keep your systems up-to-date. For the purposes of this book, it is important that you do
not patch your system. Because this system will be vulnerable to every exploit that has
been discovered since Windows 2000 was first released, it is extremely important that

you do not connect it to a production network. Several patches will cause issues when
completing various labs in this book. By following the installation guide, you are assured

of getting the maximum value out of the activities covered throughout this book. |

This "Introduction to Windows 2000 Professional” guide teaches you about the basic
commands and actions you need to know for the NS 2003 Security Essentials Boot
Camp. This document introduces you to the following: cmd, ipconfig, regedit, regedt32,
net use, netstat, cls, dir, mkdir, and the Task Manager.

The 32-bit Cmd Prompt

Since the release of Windows 2000 Professional, the old 16-bit command window has
been replaced with the 32-bit cmd. There are many benefits of using cmd including the
following:

The capability to run scripts in both the CMD language as well as the
REXX language

There are no 8.3 filename limitations

The capability of running multiple commands on the same command line
Support for command pipelines

Help functionality with /?

The following list of tasks shows you how to use the command prompt to obtain help or
information about your system:

1 To display the command prompt, select Start, Run, and then type cmd.
The following window appears.

© SANS Institute 2003 All Rights Reserved



WIMNT System32h cmnd.exe

2. If you need help with a command while using cmd, type /? after the

command in question. To get NIC TCP/IP information, typeipconfig. To

get alist of the available ipconfig options, type ipconfig /? after the
command prompt, as shown in the following screen.

WWINNT System32' cmd.exe

C:~>ipconfig ~7

Windows 2808 IP Configuration

USAGE:

ipconfig

[ | #all | ~srelease [adapter] | srenew [adapter]
i #Flushdns | Aregisterdns
i #shouwclassid adapter

i ssetclassid adapter [klassidtuset] 1

Full name or pattern with **' and '?’ to ‘match’.
»* matches any character,. 7 matches one character.

Display this help message.

Display full configuration information.
srelease Release the IP address for the specified adapter.
SPENEW Renew the IP address for the specified adapter.
#F lushdns Purges the DNS Resolver cache.
sregisterdns Refreshes all DHCPF leases and re—registers DHS names
sdisplaydns Display the contents of the DHS Resolver Cache.
#zhowclassid Displays all the dhep class IDs allowed for adapter.
#setclassid Modifies the dhcp class id.

The default is to display only the IPF address, subnet mask and
default gateway for each adapter bhound to TCP-IP.

For Release and Renew, if no adapter name is specified. then the IP address
leases for all adapters hound to TCP-IP will he released or renewed.

For SetClassID, if no class id is specified. then the classid is removed.

Examples :
> 1pcunfig Show information.

ipconfig ~all Show detailed information
ipconfig Arenew renew all adapaters

ipconfig srenew EL* renew adapters named EL....
ipconfig Arelease =ELINK?721= release all matching adapters.

eg. ELINK-21,. myELELINKiZladapter.
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3. To get the | P address information for your system, typeipconfig /all

also displays your MAC address, as shown in the following screen.

. This
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C:'WINNT System32cmd.exe

Ethernet
netl):

ic host—

adapter UMuare Uiriyal Ethernet Adapter <¢hasic host—only support for UM

Connection—specific DNS Suffix H

Description : UMware Uirtuwal Ethernet Adapter Chas
only support for

Physical Addre : BA-58-56-CA-A8-81

DHCP Enabhled : Yes

Autoconf iguration Enahled : Yes

IP Address. - . . - . . . . . . . = 192.168.198.1

Subnet Mask - 255.255.255.8

Default Gateway H

DHCF Server : 192.168.1908.254

DHE Servers H

Lease Obtained : S8aturday, February 81, 2883 6:53:-11

Lease Expires . . . . - - -« . - . = Saturday. February 91, 2883 7:23:11

Editing the Registry

To edit the registry in a Windows environment you can use either the regedit or
regedt32 command at the Run prompt. When working in a Windows environment, |
switch between the two commands depending on what | am doing. One of the nice
features of using regedit versus regedt32 isthat you can search every hive for specific
keys, values, and data. The regedt32 command does not have a search feature. On the
other hand, any value that has amulti value to it must be edited with the regedt32
command. This section looks at both regedit and regedt32, so that you can see the
differences between them.

Warning: When using regedit and regedt32, use caution because any change you make
is permanent and could potentially render your system unusable.

The following list of tasks explain how to edit the registry and how to use regedt32:

1.
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To dart regedt32, choose Start, Run. Then, type regedt32 and press
Enter. The following is a screen shot of regdt32.
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T Registry Editor

Registry  Edit  Tree Wieww Security  Options

" HKEY_LOCAL_MACHINE on Local Machine

""" HKEY_USERS on Local Machine
" HKEY_CURRENT _CONFIG on Local Machine

" HKEY_CLASSES_ROOT on Local Machine
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To ensure you can recover from making detrimental mistakes when
editing the registry, you should always save a copy of the keys you
change. To do this, choose Registry, Save K ey and make a backup copy
of the key.

To sart regedit, choose Start, Run, and then type regedit. Then, press
Enter. The following screen shows an example of regedit (the Registry
Editor).
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IP Changes

The following steps are necessary for making I P changes on your Windows 2000
Professional system:

1.
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To make | P address changes to your local machine, open the NIC
properties. Open up your Control Panel by choosing Start, Settings,
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Network and Dialup Settings. Highlight the local area connection. Right-
click the Local Area Connection, and click Properties. The following
screen appears.

General | Sharing I

Connect using:

I IntellF] PROA00YE Mebwork Connection

Configure |

Components checked are uzed by thiz connection;

Client for Microzoft Metwork s

"-.I"Mware Bridge Protocal

File and Frinter Sharing for Microsoft Metworks
W Internet Protocol [TCPAP)

[nztall... | [ ninztall | Froperties

Dezcription

Transmizzion Control F'ru:utu:uha"lnternet Protacal. The default
wide area network protocol that provides communication
acrozs diverze interconnected netwarks.

[ Show icon in taskbar when connected

k. | Cancel |

2. Highlight Internet Protocol (TCP/IP) and click the Properties button.

Connecting to Remote Devices

If you are like me, you don’'t want to browse to a remote device to connect to it. To make
connections to remote devices without browsing to them, follow these steps:

1 Make a direct connection to aremote share by using thenet use
command. A typical net use command looks like this:

Net use* \\<IP_ADDRESS>\<Share_Name *
/user:<Remote_User_Name

Type the command after the prompt. PressEnter. You are prompted for a
password, as shown in the following screen.

© SANS Institute 2003 All Rights Reserved



C:wPnet wuse = “N\1922_168B.1.3%c = suseradministrator
Type the password for ~~192_168_.1_.3~c:

*

2. Even if auser does not explicitly share a folder or drive on hisor her
system, there are hidden administrator shares you can connect to if you
happen to have the remote machine’s Administrator password. Default
administrative shares are as follows:

C$, D$

To connect to the C$ or D$ share, simply replace the share  with the
desired administrative share. The following screen shows how this was
done for the share shown in the previous screen.

C:vrnet use #* “M192_168.1 .3t = suser:administrator
Type the password for ~~172.168.1.3%~c5%:

Viewing Ports

Throughout the exercises in this book, you are required to add servicesto your system.
To see what ports are open on your boxand allow remote connections, you use thenetstat
command, as shown in the following screen.
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C:~>netstat —an
Active Connections

Local Address
B.8.8.8:135
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Y ou can see every open port and the state of each port. States include listening, waiting,
or connected. The netstat command also shows you TCP and UDP connections.

Other Useful Commands

Some other commands to use a the cmd prompt are:

Cls—Clears everything on the screen and returns you to the top of thecmd
window

Dir—Displays a directory listing |
cd \—Returns you to c:\ from whatever directory you are in

Task Manager

Another great built-in tool in Windows 2000 Professional isthe Task Manager. The
following list shows you how to open and use the Task Manager:

1. Toopenthe Task Manager, right-click on the task bar and choose Task
M anager. (The screen shot that follows step 2 shows the Task Manager's
Performance tab.)

Tip: Another way to open the Task Manager, which | recommend, is to hold
down the Ctrl, Shift, and Esc keys simultaneously.

2. From thiswindow, you can check the running processes on the device, the

performance trends, and the applications that are currently running. Itisa
great tool to open if you have an application that stops responding. You can
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open Task Manager, highlight the application, and then choose to close the
offending application.

E windows Task Manager — 1O =]
Filz Options  Wiew Help
Applications I Processes Performance I
—CPU Usage —CPU Usage Hiskary
—MEM Lsage — Merory Lsage Hiskory
1T HE0k —
— Tatals —Phwsical Memory (k)
Handles 5330 Takal 523632
Threads 306 A ailable jelracicicd
Processes 35 Swskem Cache 142305
—i_ommit Charge (K ————————— —Kernel Memory (K3
Tatkal 137460 Takal 456105
Lirnik 853592 FPaged 35320
Peak 416144 Monpaged 10788
|Processes: 35 [cPU Usage: 336 |Mem Usage: 137480k [ 5855928

There are many other Windows 2000 Professional functions that are not covered in this
book. Our goal isto give you the basics, so that you can quickly install and run the tools
covered throughout the following chapters.

Y ou should also note that contrary to popular belief, there are several tools and hack code
that hackers and crackers can run from the Windows platform. The cool tools are not just
reserved for the "*nix OS."

Setting Up the Directory Structure

Now that you have installed the operating system and seen some of the tools that are built
into it, you need to set up your directory structure, so that it's consistent with the directory
structure used for installing and storing the tools discussed in this book. Follow these
stepsto setup the directory structure:

1 First double-click My Computer and then double-click L ocal Disk (c:).
The window that appears lists the structure of the C:\ drive. Right-click a
spot in the window that is blank. Move your mouse down the menu that
appears and left-click New and choose Folder. Name the folder tools. The
following screen shows a directory structure with the new tools folder.
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&= Local Disk {C:) -0 x|
File  Edit ‘iew Favorites Help ﬁ
R Back v = - | @Search L, Folders §3 | By Qx| | [Ex~

Address |=a C1 & j ﬁGD

1 _! [ analvstreport EHFind.exe

I_| L | CI55PImage EngSniFF.exe

o |:I compag fputty.exe
Local Disk [C:) DCPQF\.F‘F‘S Erawrite&exe
CJDocuments and Settings ESFind.exe
Select an item bo view its description, (1336 winzip.log
3 My Downloads [Jtaoals
Capacity: 16,6 GB Iy Music
[ Iy Wirtual Machines
O used: 12.7 GB [0l system backup
[ Free: 5.90 8 Ceracke
[ personal
[ Program Files
;I Swskem.say
[C1Team Lead Data
I:I tesk
I:I WinHex
L wInmT
I:I WlTemp
| =] MavCcl.Lag
=88 also: ApInsTmp.log
Iy LQCUMEnTS ;
: E':":”mek”tls bd011022 bin
[y Mebwork Places COMLOG, bt
My Computer
30 object(s) 1.95 ME S My Computer 4
2. The exercises in this book require you to run several tools from the

command line. Thus, you need to add the new folder we created, c:\tools,
to PATH. If you do this, you won't have to navigate to the tools folder
each time you want to run an application. To add the folder to PATH,
right-click My Computer. Then, choose Properties from the pop-up
menu. Click the Advanced tab, as shown in the following screen.
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System Properties

Generall Netwnrkldentificatinnl Hardwarel User Profiles  Advanced I

2]

— Perfarmance

Ferformance optionz contral how applications use memary,
which affects the speed of your compliker.

Perfarmance Optiohs. ..

— Environment ' ariables

E nvironment wariables tell your computer where to find certain
tvpes of information.

Ervairanment anables. ..

— Startup and Recovern

Startup and recovery optionz tell your computer how ba start
and what to doif an error cauzes your computer to stop.

Startup and Recowvery.. |

k. Cancel | Spply

Click the Environment Variables button. Inthe System Variables
section, highlight the line labeled Path and click Edit.
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System Properties il bl

Generall Netwnrkldentificatinnl Hardwarel User Profiles  Advanced I

Ervionment variobles —————— NOSSETPY

—User variables For icsal37 7

‘tariable | Yalue |
C\Documents and Settings)icsal37 7o,
TP CADocuments and Settingslicsal37 7.,
Mew. .. Edit... | Delete |

— Syskem wvariables

‘tariable | Yalue | -
ComSpec CWIRMT swskem 32 cmd, exe
MUMEER_OF_PR... 1 -
Q5 Windows_NT
Qzz2LibPath CWIRMT swskem32 as2idll;
Path c:oracle)oraditbing C:\Program Files)Ora... ;I

Mew. .. | Edit... | Delete |

Il I Cancel | J
4, Inthe Variable Value field, move your cursor to the end of the line and

add the following exactly as it is shown here:
;c:\tools

Click OK.
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System Properties il bl

Generall Netwnrkldentificatinnl Hardwarel User Profiles  Advanced I

Environment Yariables 2

N Edit System Yariable 7] x| |

‘tariable Mame; I Path

‘Wariable Yalue: I S SystemRook S| System3z whem; o\ kools|

kK I Cancel |

— Syskem wvariables

‘tariable | Yalue -

ComSpe: CWIRMT swskem32cmd, exe

MUMEER_OF_PR... 1 -

Q5 Windows_NT

Qzz2LibPath CWIRMT swskem32 as2idll;

Path C:horacleloradiibing C:\Program Files)Ora. .. ;I
Mew. .. Edit... | Delete |

Ik | Zancel | J

The executables located in c:\tools can now be run from any directory in your file
structure. This saves alot of time when you are using command prompt and want

to run an application from it.
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