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Abstract

Because privacy is important, the security of information is sometimes legally required,
and internet communication often does not provide this necessary security inherently.
Email encryption and file encryption can provide a higher level of security for internet
communication, but too often providers of proprietary encryption technology and related
services like the PGP Corporation’s PGP encryption software are too expensive to fit
the budgets of people or organizations involved.

| have researched the viability of using GNUPG, the GNU Privacy Guard software, for
file encryption and email encryption for use within my organization. GNUPG is free and
open-source software, so the only foreseeable contraindication was usability: is it easy
enough to install, use, and manage to deploy and support for several thousand users.
With the help of two other pieces of open-source software, the GDATA plug-in for
Microsoft Outlook ™ and GNUPG Shell Extensions, it did prove itself to be a worthy
solution, will save us the $70-$80 per seat licensing of PGP, and can be deployed to an
unlimited number of users.

Before Snapshot

Before implementing GNUPG?, my organization relied on a single employee, who had
purchased his own personal PGP software client, in order to send encrypted files.

Any time anyone in the organization needed to encrypt email or files, they had to
contact the one individual with a valid license to meet their need. When this employee
ceased working in my organization and no funds were available to purchase PGP
software, and we were desperate to find alternatives. Out of this desperation, | began
researching GNUPG. To understand the importance of our mission in finding a way to
encrypt information, | will further explain the function of my organization and how it uses
encryption to eliminate risks associated with the sharing of sensitive information.

Our organization uses MS Outlook™ as its email client and an independent agency
maintains its exchange server. Nearly every user desktop runs some version of
Microsoft Windows. Most of them are either Windows NT 4.0 or Windows 2000
Professional. The internal technology staff, including myself, maintains all of the other
file servers and end-user desktops for the organization. The internal technology staff
also manages the installation and use of email clients for local and remote users.
Presently, we consist of 3 Windows NT 4.0 domains spread across 230 locations
throughout the state. Our internal technology staff also assists 15 other administrators
who maintain 4 other independent domains for our organization. An installation guide
was needed so staff at remote locations could install the encryption software. Our staff

! http://www.gnupg.org
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does not at this time have administrative rights in those 4 NT Domains, so we need a
common document that our entire organization can use as a standard.

The organization | work for is a government agency that provides statewide health-
related services and as a result, has access to case-sensitive data. This includes
personal information on people with sexually transmitted diseases like HIV/AIDS, as
well as other sensitive data related to birth records and drug control. The organization
also has a need for encryption in other areas. One of which involves the circumstances
in which it acts as a “middleman” between a pharmaceutical manufacturer and an
agency with locations across the state that dispense the pharmaceutical products.
Other agencies within the organization need the ability to communicate securely with
outside medical sources. Because of the sensitive nature of the information, the
communication that is sent and received must be encrypted. Our organization also
needs to be able to transmit email and files between our various divisions that need to
be encrypted. Files on common file servers are very vulnerable to being read or
tampered with, so by encrypting those sensitive files we can add another layer of
security to our organization. Email is sent in clear text unless it is encrypted, so now
that we can have this ability (the ability to send encrypted email) for free our
organization is finding new ways of doing business.

During Snapshot

| experienced no problems running GNUPG from a Windows command prompt with my
initial installment. | enjoyed and made use of the tutorial, GNU Privacy Guard - a User's
Perspective?.  This tutorial really helped with my understanding of the entire
public/private key process. Like most people that | talk to about encryption, | had a hard
time understanding the public/private key process. The concept of giving away my
public key or putting it on a server that someone could download it and change it,
seemed dangerous to me, but after reading the tutorial | was able to put all of the pieces
of the puzzle together. | spent a lot of time learning that | use the recipient’s public key
to encrypt things to send to them. What helped me the most was realizing that the
private key always does the decrypting. | was confused that people could somehow
decode or hack things with my public key.

One major benefit of using GNUPG is that it is compatible with the PGP standard. This
means that we can communicate with users all over the world that have software that is
compatible with the PGP standard. There are both commercial and freely available
applications that are compatible with the PGP standard so there are little millions of
users who use this standard. PGP has been in existence for over ten years so it really
has a proven track record.

Most of my users would not be able to use the command-line version of the product and
initially | was not aware of any plug-in for Microsoft Outlook™, therefore, | was uncertain
as to whether GNUPG would meet our needs. GNUPG in and of itself does not have

2 http://www.chromebob.com/proj/gpg-tutorial .html
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the ability to integrate with email clients. So in order to be able to encrypt email | had to
find a program that would work with both GNUPG and Microsoft Outlook. While
perusing the GNUPG website | did find a plug-in that would work for Microsoft
Outlook™. Microsoft Outlook is by far our organization’s most used application and
having the ability to encrypt email through that application really fills a void. | then
downloaded the G-Data GNUPG MS Outlook™ Plug-in® and installed it on my test
machine.

The G-Data plug-in provided the option of installing GNUPG and a key manager along
with the outlook plug-in. The key manager that came with the plug-in did not function
well. It would not import keys, including my private key which is pretty necessary to the
encryption/decryption process. However, it worked great for encrypting and decrypting
email if I used the command line interface to import my keys first. Even after importing
keys in this manner, the G-Data Plug-in didn’t show these imported keys properly or at
all in its graphical interface.

After many attempts, | discovered that | could install the plug-in without the key
manager for email encryption functionality and install GNUPG and GNUPG Shell
Extension® separately for a key manager and for file encryption functionality. The
feature that | liked best about the Shell Extension software was the fact that after its
installation, | could right-click on any file that | wanted to encrypt and choose GNUPG >
encrypt from a drop-down menu. That kind of easy use and integration with the normal
look and feel of Windows operation was exactly what would make this project
successful.

The GNUPG Shell application was much more successful at managing all of my keys,
(private key, public key and any public keys that | import) and provided an easy
mechanism to do file encryption. However, | still wanted to use the G-Data Plug-in to
encrypt and digitally sign email. Using GNUPG to digitally sign email adds another
layer of authenticity to email correspondence, in order to sign an email you must use
your private key and pass phrase and the recipient must have your public key in order
to verify the signature. The reason this adds security to the email is that the pass
phrase has to be used, so if someone were to spoof your email address chances are
they would not have your private key and pass phrase and would be unable to forge
your digital signature.

From the onset, | experienced no problems getting the three programs to work
independently, it was when | decided to use them together that | discovered problems
making them share the same imported key and trust databases. One reason for this
difficulty is that the G-Data plug-in defaulted to install its own version of gpg.exe
(gpg.exe is the actual binary file that GNUPG installs) in it's own specific program
directory. The G-Data plug-in also wanted to keep all of the GNUPG configuration
information such as public and private keys, and it's trust database in the same specific

? http:/mww3.gdata.de/gpg/index.html
* http://web.utanet.at/ascherst/gpgsx/
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program directory. This became a problem when we decided we wanted to use the
newest release of GNUPG, but its default configuration looked for all of the above
mentioned binaries and configuration files in a different folder, c:\gnupg. | fumbled
around for days trying to sync up copies of GNUPG information in their two respective
folders. | then decided that | needed to choose one folder for everything. My first
attempt at having everything in one folder failed miserably. | installed GNUPG and
allowed it do the defaults and | then installed the G-Data plug-in and told it to install in
c:\gnupg instead of it's default location in c:\Program Files\GhuPGExch. With this
configuration, the plug-in would not work at all nor would it allow me to uninstall it.

My next plan was to install the G-Data Plug-in first and then install GNUPG into the G-
Data program folder. This failed as well, but | discovered a key piece of information that
eventually helped me find a final solution: There is a registry file included in the GNUPG
distribution that one is supposed to enter into the registry during installation. It includes
the path to the location of the GNUPG binary. To make GNUPG install successfully in
the G-Data program directory, | had to first manually edit the path in the registry file
before installing it. Instances of c:\gnupg needed to be changed to c:\Program
Files\GnuPGEXxch.

Once | made this edit, | was off and running with a reliable way to encrypt and decrypt
email through extra buttons added to my MS Outlook™ toolbar by the G-Data plug-in.
The G-Data plug-in is really the most crucial application of the three because it is the
one that the end user uses most often and it also happened to be the on that would only
work in it's default installation path. However, | was only able to generate my
private/public key pair and perform other key management tasks from the command
prompt at this point. The graphical key manager that the G-Data plug-in installs would
not recognize either my private/public key pair or any valid keys that | imported. | knew
that this (using the GNUPG program gpg.exe at the command line) would not be an
option for my end users, most of them have never used the command prompt and
asking that they correctly type in DOS commands with the right spaces and syntax
didn’'t seem to be a good idea. | had to have a viable solution for a graphical key
management program.

A working GUI key management utility and an easy method for encrypting files were
exactly the functionalities provided by the GNUPG Shell Extensions program. The
GNUPG Shell Extensions program also assumed that GNUPG binaries and
configuration information would reside in c:\gnupg. It also insisted on keeping one of its
own configuration files in c:\gnupg. It gave me error messages and refused to function
properly until | created an empty c:\gnupg folder in which it could place its “options” file.

In retrospect, the above-outlined procedure could have had everything working
appropriately in the c:\gnupg folder, but because | had already deployed this software to
part of my organization with GNUPG installed in the G-Data program folder, | thought it
would be more appropriate to standardize and to maintain consistency across the
organization. In the future I will learn to test with a smaller user base and not let as
many people in on the ground floor of the project. It would have in retrospect been
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better to have everything pointing to c:\gnupg, but because of my inexperience of
moving the public and private keys from folder to folder and computer to computer, |
decided to leave thing as they are especially since part of my organization went live with
the G-Data plug-in. The G-Data plug-in is by far the most finicky application of the
three, every time that | installed it into a directory other than what it wanted for it's
default directory | couldn’t get it to work. On one occasion | couldn’'t even get it to
uninstall, so that is why | installed the other programs around its needs.

After documenting my successful installation procedure, several co-workers working in
information technology at my organization were given a copy of the instructions and
asked to test the installation procedure. During this time, my documentation underwent
several revisions as a result of feedback from “test” users.

Once we determined that each of the three programs involved was cooperating with the
others and that we could successfully deploy these applications to both Windows NT
4.0 and Windows 2000 Professional computers, we then finalized the an installation
manual for management and select technology staff to review.

After review by technical staff, | distributed the installation guide to yet another group of
“power users” and asked for feedback, which | also incorporated into the installation
guide. This uncovered many issues that | hadn’'t even thought of, one of the most
comical was one of our users that wanted to decrypt things on his Blackberry wireless
email pager. As of this writing | am still unable to help him. We also got feedback from
people that use Microsoft's Outlook Web Access. Microsoft Outlook Web Access is a
program from Microsoft that allows users to access their email using any standard web
browser. This allows our users to send and receive email from any place that has an
internet connection, thereby making their email highly available. Again | am unable at
this time to help them finding a client or a way to decrypt their mail when using the
Microsoft Outlook Web Access. So we have had to state that we are presently only
supporting encryption from the users’ primary work computer, or from computers that
can run Microsoft Outlook.

The final hurdle was to add a section to the installation guide explaining how to use
private keys to encrypt files and encrypt email while moving keys between multiple
computers. This seemed necessary for users that used multiple computers and needed
encryption functionality on more than one. Importing and exporting keys is not as
simple as copying and pasting files. The biggest obstacle that we have to overcome is
that most of our users created a new private/public key pair when they installed the
three programs on the next computer that they were going to use. This created mass
confusion. | had to emphasize that they should not create another private/public key
pair when they next installed the software. Three users had sent out two different public
keys and had people encrypting things for them with their second public generated key
that the user was trying to decrypt with their first generated private key. | had to finally
get those users to standardize on the second key pair that they generated and had
them try and track down who they had originally emailed their first public to and send
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those people their second generated public key. Thankfully they hadn’t published either
of their keys to any key servers.

Key servers are used as a central repository for people to upload their public keys
where other users can search for them and download them. One major benefit of using
key servers is that if you need to revoke a public key you can publish the revocation to
the key server and it then labels the revoked key appropriately so people can easily see
it is no longer in use. That way you don’'t have to email everyone and tell them to stop
using the public key that you are revoking.

We decided that since it is not very easy to find many publicly available key servers that
we would pick one key server to use for our entire organization. We wanted a key
server that would be publicly available and highly available. We decided to use
http:pgp.mit.edu, and so far we have been very pleased. The use of this key server
helps us to have our keys in one central place that users can get to from anywhere that
is connected to the internet and it also means that we don’'t have to worry about
distributing our keys via email or other means.

| added a section to the installation manual explaining how to create a revocation key,
following the discovery of some users that they had created multiple private keys. |
added this because it is important to create a revocation key at the same time the
public/private key pair is created in the event that the pass phrase is forgotten or a key
is compromised. Here are some reasons where the revocation key would be
necessary: If someone were to be able to obtain a user’s private key and be able to
guess the user's pass phrase, they could then impersonate that user and thus
compromise the entire encryption process for that user. If the user were suspicious
that someone had obtained their pass phrase and private key, they could send out their
revocation key and also publish the revocation key to any key servers where they had
uploaded their public keys. Another scenario would be that if the user forgot their pass
phrase. If this happened then the user would then be unable to decrypt anything that
had been encrypted with their public key. Again the user could send out or publish their
revocation key. They would then have to create another private/public key pair and
repeat the process of publishing or distributing their public key. So it is very important
to create a revocation key soon after the creation of the private/public key pair. Itis very
important therefore that users take great care in storing their private keys and that they
also keep strong pass phrases. The public key does not need the same care, because
it is no good without the corresponding private key. There is no pass phrase generated
for the public key. The public key is meant to be distributed so that people can encrypt
mail and files to send back to the user.

One of my users asked what at first seemed to be a very good question, “what happens
if someone sends out a public key pretending to be me?” | came to the conclusion that
since we associate the public key with an email address, they would also have to
receive any return email coming to the real user’s email address, and it is unlikely that
someone would be able to easily do this.

© SANS Institute 2003, As part of the Information Security Reading Room. Author retains full rights.
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In the appendix, you will find my installation guide that we have adopted. It has been
revised twice and is assumed to always be a work in progress. This installation guide
was initially given to two individuals for proof reading and testing. After their comments
were gathered and implemented into the guide, a training class was conducted for
technology staff in remote locations so that they could independently install and
maintain the three programs.

After Snapshot

The organization now has a common installation location and an accompanying guide
that has been and will continue to be relentlessly tested. Thus far, things are working
well.

From a technological point of view, | would standardize my install in the c:\gnupg folder
if I could do it over again. However, in order to take the path of least resistance and to
eliminate the possibility of interrupting the work of staff, | decided to leave things as
recorded in the installation guide. | now realize that | could simply install all three
programs in their default locations (GNUPG would install in c:\gnupg, GNUPG Shell
would install in c:\program files\gpgsx and G-Data plug-in would be in c:\program
files\gnupgexch) | would then only have to point the G-Data Plug-in to look for gpg in
c:\gnupg. This would be less confusing and would nullify the need to edit the registry
file that is part of the GNUPG program.

As the result of this study, the organization can communicate sensitive information
internally and with outside sources such as physicians, hospitals, the National Center
for Disease Control and pharmaceutical distributors. For example, when remote
locations need pharmaceutical products, they notify my organization of the need. We,
in turn, combine all requests into a database and forward this information to the
manufacturer via an encrypted file. The manufacturer then decrypts the file and sends
the requested products directly to the location from which it was requested. This is both
an efficient and secure way of communicating sensitive information. To make things
even easier, we have made use of a freely available key server® at pgp.mit.edu which
allows the organization’s staff to upload public keys and make them available to both
internal and external sources.

Since the success of this project, the organization’s technology staff has gone even
further with its uses of encryption such us using it to verify digital signatures from
mailing lists (SANS, Microsoft, etc.) and protecting confidential information such as
passwords.

It is quite an accomplishment to be able to fulfill the need of the organization to
communicate securely through the use of encryption, and to do so at no cost makes it
an even greater accomplishment! | am very pleased that | was able to find free
software that is compatible with a global standard (PGP). To be able to do this and
have it to be easy to use creates a win-win situation for my staff. It has been very

® http://pgp.mit.edu
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exciting and successful. In fact, we receive few telephone calls and/or emails from
remote locations requesting assistance due in part to the installation guide that is
provided. In respect to this challenge, we have accomplished all of our initial goals and
continue to improve related services. Currently, we have trained our technology staff
and outside users to install and use encryption and they are doing so successfully with
the help of the installation guide. By using a universal encryption standard, we no
longer have to depend on just one individual to send encrypted files. We can both
encrypt files and send encrypted email and as an added bonus, we can digitally sign
files and email.

| spent approximately three weeks working on this solution. It has been both extremely
rewarding and extremely frustrating. | have tested the GNUPG program on a two
different operating systems (Red Hat Linux and FreeBSD) and have found it to be
extremely portable and functional. It actually works better on *NIX operating systems
and in some cases GNUPG is even installed by default. | have exported my
private/public key pair to a Mini compact CD that fits in my shirt pocket. | also have all
three of the programs that we use on this CD, for both the Windows and Linux/
FreeBSD platforms. Now within minutes | can install software and my private/public key
pair on a variety of different operating systems. This makes me extremely portable. My
next step is to explore the feasibility of using a plug-in that will work with a web mail
server. This would make encryption truly available from anywhere.

| am pleased that we are able to provide a free solution that meets the needs of the

organization and as an added bonus has not caused an excessive support burden on
our staff.
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Appendix A

Encryption Software Install Guide
Revision 1.1

This installation guide assumes that you have network connectivity to \\pl\install to
install the following programs:

1. GNUPG

2. G-Data MS Outlook Encryption Plug-in

3. GPG Shell GNUPG GuUI for file encryption.

Otherwise you will need to download each program from the following locations:

1. http://www.gnupg.org
2. http://www3.gdata.de/gpg/index.html
3. http://web.utanet.at/ascherst/gpgsx/

Other assumptions are that you are authorized to install these programs and that you
have local administrator rights to the machine where you are installing these programs.
It is crucial that you follow the steps in the order listed in the installation guide. If you
don’t install in the order the guide details, then the programs will not work together and
it will also create an unnecessary support burden for our staff.

This guide is still very much a work in progress, if you have any comments or
corrections please email SERVICE REQUEST and we will address the issues as soon
as possible.

Where we deem necessary we will revise the installation guide, increment the version
number and publish it via email.

© SANS Institute 2003, As part of the Information Security Reading Room. Author retains full rights.



Page 11 of 32

Installing the GNUPG Outlook Plug-in

1. The GNUPG outlook plug-in is found in our install Repository. Double click on the
executable and the following screen should appear. Click next.

2 ]

SOFTWARE

wielcome to the setup of G DATA GnuPE-Plugin far Cutlook,

It is strongly recommended that you exit all Windows programs
before rumning this setup prograrm,

. Click Cancel bo guit Setup and then close any program vou are.
rUnning. Yiou may run the sebup program again ko complete the
» installation.

Click Mexk to continue with the Setup program.

Zancel I
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2. This step is crucial. We will install GNUPG separately and as well as a key
manager. Make sure that you select the bottom option that only installs the G-DATA
GnuPG-Plug-in for Outlook. Click next after selecting the bottom G-Data option.

]|

SOFTWARE

If GnuPG is already installed you only have ko install
GEnUPG-plugin,

™ GnuPG, Key management and & DATA GruPiE-Plugin for
Ougblank

r-* & DATA GnuPGE-Plugin for Cutlook

GnuPG-Plugin

<« Back flexk = Zancel I

© SANS Institute 2003, As part of the Information Security Reading Room. Author retains full rights.



Page 13 of 32

3. Click finish

2 ]

SOFTWA RE Zetup has finished installing this produck on wour computer,

lick Finish to complete Setup.
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Installing GNUPG

1. Now that the plug-in is installed we can install the newest version of GNUPG in the
same folder in which we installed the G-Data Plug. First unzip the GnuPG archive to a
temporary directory, then copy all of the files into the c:\Program files\GnuPGExch\

2. Aregistry entry needs to be made to tell windows where to find gpg.exe. To do this
you can edit the gnupg-w32.reg file included in the GNUPG archive so it points to the
correct location instead of c:\gnupg. This will ensure that gpg, the G-Data plug-in, and
later the GPG Shell extension are all using the same gpg executable, keys and
configuration data

Here is a sample of what the file gnupg-w32.reg should look like:
REGEDIT4

[HKEY_CURRENT_USER\Software\GNU\GNUPG]
"HomeDir"="C:\\Program Files\GnuPGExch"
"gpgProgram"="C:\\Program Files\GnuPGExch\\gpg.exe"

[HKEY_CURRENT_USER\Control Panel\Mingw32\NLS]
"MODir"'="C:\\Program Files\GnuPGExch\\Locale"

3. After you have the appropriate changes to gnupg-w32.reg, you can save and double
click on it to complete the registry entries.

© SANS Institute 2003, As part of the Information Security Reading Room. Author retains full rights.
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Installing GPG Shell Key Manager

1. Now we can install GPG Shell extensions for key management and file encryption.
First double click on the executable.

& gpgshell M[=]

File Edit “iew Help

2

|1 object(s] BITKE

#Z Setup - GnuPG Shell Extension

Select Destination Directory
‘where should GruPG Shell Extension be installed?

Select the falder where you waould like GruPG Shell Extenszion ta be installed, then click
I et

C:%Program Filez\aPGSE

‘a C:h Y

1 Accessones

[ Adaptec

] Adobe

(1 Comman Files

[ ComPluz Applications

P S

hd
=« =

The prograrm requires at least 1.4 MB of dizk zpace.

EnulGE Shell Extension
< Back I Mest » I Cancel |

2. The default program directory is okay here, so just click next.
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3. Make sure that you select create a desktop icon of the key manager option.

«Z Setup - GnuPG Shell Extension : 1l

Select Additional Tasks
Ywhich additional tazks should be performed’?

Select the additional tasks pau would ke Setup to perfarm whils installing GruPG Shel
Estension, then click Mext.

File Azzociations:
[+ itzzociate GPG files [GPG encrypted filesk

[+ Azzociate 515 fles [Signature files]
[+ Azzociate ASC files [Armared fles)
[~ Azzociate PGP files PGP encrpted files)

Additional lzons:

[+ Create a Deskiop lcon for the Kep Manager

GnufGE Shell Extension

< Back I Ment » I Cancel

4. Click install then at the last dialog box, click finish
#Z Setup - GnuPG Shell Extension - 0] x|

Completing the GhuPG Shell
Extension Setup Wizard

Setup haz finizhed instaling GruPG Shel Extenzion on your
computer, The application may be launched by zelecting the
inztalled icons.

Click Finish to exit Setup.
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5. Now double click on the Frog and create your key pair...

=10l x|

File Edit ‘“iew Favorites T ”ﬁ

J s Back » = - | ‘D search 2
J.ﬁ._dress 1 gpashel j ao
GnuPG Keys
|G |543 bytes [ Local inkranet o

6. Click on KEYS >>> NEW

GnuPG - Generate new Key

Eeptype: D5 and

ELG [default]

X

Generate

Subkeylength (Bits): 1024

Uzername: I

LComment [optional]: I

E-Mai dddress: |
E=piration D ate: [+ Mewer

54 742003

i

Fazzphraze; I

Repeat Pazzphraze; I

Cloze

© SANS Institute 2003,

As part of the Information Security Reading Room.

Page 17 of 32

Author retains full rights.



GnuPG - Generate new Key

X

Kentupe: IDS.& and ELG [default] j Generate

Subkeylength (Bits): 1024

Cloze

sermame: I-J ohn Doe

LComment [optional]: I

E-tail Addrezz:

E=piration D ate: [+ Mewer

IJ ahin. D oe@izp. com

5/ 7/2003 =]

Fazzphraze; I’““‘

Bepeat Pazsphraze:; I“’1
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7. Fill in the appropriate information. Name, Email and pass phrase are required fields.
Make sure that your Pass Phrase is COMPLEX and that you DON'T forget it!!! We will
cover creating a revocation key and how to back up your keys AND how to travel with
your keys later. YOUR Pass phrase and secret key must be protected, take great effort
to make sure that no one sees your pass phrase!! Click on Generate, this will generate
your Private and Public Key Pair! It asks to backup the key pair. | suggest that you skip
this step at the present time .
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Final GNUPG Outlook Plug-in Configurations.

Before we start outlook and send some encrypted email, let's make sure that we are
pointing to the correct path.

1. Click on Tools
2. Click on Options
3. Click on Encryption tab

2 x

Preferences I Mail Services | Mail Format | Spelling I SECUriky I
Other Encryption Celegates

— Options
[ Enciypt new messages by default
[ Sign new messages by default
[ Always encippt to default key

[T Save decrypted messages by default

— Paszphraze

LCache pazsphrase for II:I seconds

QK | Zancel | amply Help

4. Click the advanced button
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x|
— Program files
GnuPG:
IE:"uF'ru:ugram Filez\GnuPGE #chhopg. exe
K.ey management:
IE:"\F'ru:ugram Filezhgpalgpa.exe J
] Cancel |

5. Make sure that the GnuPG is pointing to C:\Program Files\GnuPGExch\gpg.exe and
then restart Outlook.
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The Encryption Process

In order to send anything encrypted to someone we first need his or her Public Key.
How do we get it? Here are two ways:

a. They could email it to us

b. We can download it.

Let's explore option b and download my friend Aaron’s Key from a public key server.

1. Point your browser to http://pgp.mit.edu and search for Aaron. When you look for
other people’s keys you will probably want to further limit the search results by
searching for a specific email address of the person.

/3 MIT PGP Key Server - Microsoft Internet Explor: -0 x|

File Edt ‘ew Favorites  Tools  Help ﬁ
Back + = - () il | ‘Qisearch [ Favorites  (EfMedia ®| 2
Address €] http:Jjpgp.mit.eduf | @G0 |Lrks >

MIT PGP Public Key Server

Key Server Status: Eunning normally.

Help: Ezxtracting kevs / Subtitting kews f Ernail mterface £ About —
thiz server S FAD

Related Info: Information about PGE f JIT distnbution site for

PGP

FY

Extract a key

=mearch String IW—

Do the search!

Index & Verhose Indew © _|;|
1] | b
|:§| |_|_|_|ﬂ Internet 4

2. Click on the “Do the search! Button”
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3. Pick the right person.... The key we are looking for is 25-

; Public Key Server -- Index **aaron Peterson ™ - Microsoft Internet Explorer i =] ﬁ
File Edit Wiew Favorites Tools Help n
$RBack - D (2] 4| ‘Qisearch [ Favaries Media 4| 55~ S - =

Address ‘&[ http:f!pgp mit.edu: 11371 /pks/lockup?search=aar j PG | Links ?

- LY "

Public Key Server -- Index aaron-

Type bits /keyID Date User ID

puk

] 4 Internet
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5. Do a control A or edit > select all to select all of the key that is listed
6. Do a control C or edit > copy to copy the data to the clipboard

/3 Public Key Server -- Get ~"0x25E934BF crosoft Internet Explorer 1O x|

File  Edit ‘iew Favorites Tools Help | 45

4= Back -~ = - @ ot | @Search [G] Favarites @Media

Address Iﬂz‘] http: ffpgp. mit. edu; 11371 /pks/lockup? op=getfsearch=0x25

| K

[&] ; l_l_l_la Internet
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7. Now we will paste his key into our Key Manager (aka the Frog), click on the

clipboard shortcut and it will add his public key to our Keyring

ﬁ. GunPG - Keys

keys Edit Yiew Server Help

=10l x|

D [ W[5 &%

| Drezcription

F.ep | W alidity | Truzt | Size
.. Vaid  Unko.. 1024

B3 Test <test@test net> Valid  Ultimat.. 1024

1|

DS54 Sign Only
DSA Sign Only

.
C

CH4134C1 080

|Paste from Cliphoard

A
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8. Start Outlook (one caveat that | have found is that you have to restart outlook in
order to see NEW keys that you have added to your keyring) and create a new
message as you normally would. Notice the Yellow and red Icon to the right of the
options button, click that and it will encrypt the message before sending it. The other
button with the pencil is for you to use to digitally sign your email. So once you click
that button and click send the next dialog box will come up.

™ Test - Message (Rich Text) ' O] x|

JFiIe Edit ‘jew Insert Formak Tools Actions Help |

-Sendmgmhm@,@mmw J,|r 53 ogtons.. 2 @B -

10 i=

I|I|I|
11

II
(Tl
mr
A
mr

J Arial -

Encrypt mess

Subject: ITesI:

Dear Aaron, ;I

Please ignore this test of the Encrypted Broadcast system|
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9. Now just double click on the key that you want to use to encrypt the message and

say ok.

Choose Receiver

Fleaze check the lizt of receivers and add more receivers if necessary.

X
IIIKl
_ Concdl |

I amne | bruigt | 1] | E spiration date | c I
F et lestiatest pets  compleks FATAGT 71 7 TREDT 56 s anee
Add | Bemoyve |

Beceiver:

I arne brust ] E wpiration d

Aaran

dl ] B

10. Click ok

© SANS Institute 2003, As part of the Information Security Reading Room.

Author retains full rights.



Page 27 of 32

If you look in sent items you will see that the message has become encrypted.

% Test - Message (Plain Text) O] x|
JEiIe Edit ‘jew Insert Formak Tools Actions Help |

Jﬂdﬂeply|ﬁdReplytn.ﬁ.H | W Forward | = | L d ||:B > | F R AR ﬁ @ Q ?+ .
Framm; , Dave Sent: Fri 5/902003 8;14 AM

To: or, Aardl

[

Subjeck: Test

————— EEGIN PGP MEZZAGE-———-— ;I

Verzion: CGnuPG vl.2.1 [(HingW3zZ)

hOECQREGRETAIREzSsELOASnEEV Iho/ Sz 1CpEPZ ABNTOLISH) 66/ VgSPJ62ofegqcia
RGZ0Z0tErgICeiWPFwOKxFuoic/ /0a7GHRE VS E3HO v IEEm+Vexre jDDndbeal 54w
X IWabhEnkEAYCIJUCGEIJhhz KypEDZ wpPebXDP 4/ ro lSNykaghS8Ep 7L/ S Jano3o00D
FRpEMum )2 IESQICIPXIqiks+FJEjAct o333 9iomBGuYSEHEyeJEIW+1Z2148/5e3D
gURusgifs8yHyO V2 wL46N+iEnIDEDEz 1GE4ckL G/ n TS TL/ VOOE+SCIAJWE/ UFFPS
QocOhfFE8aG5A020BMCIOI 10/ cOoxauvEBo/ YaiZalnQpOpMBagdv+pas 1ghRdanuo il
GHEFS1i0V/ 2GgoGRSupFndukljl1¥8sifEEy/ r T TIaTaEvF2 75JJ7 er N IqguiGrr
14ECLDEmltSoNOsgivEvhL ZyEegEZRS5eDREYYISLIdzm/ KELWIUF Y a3 TWGoAdfxPx7?

FdgopoOEumire3isO2 faBe0fgUgqrZull zK4HTCojFhbpPfabhDalto=
=9tdu
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11. Now let’s encrypt a file to send to our friend.. in this case we will right click on the
Gettysburg Address on our desktop. We will select the GNUPG option, and follow the
arrow over and left click on encrypt.

Open
Prink
Cpen With. .. Sign. ..

& WinZip 3

Gettys

Addr

View

Send To » Wipe. ..

Cuk key Manager
Copy Options. ..

Create Shartcut abauk, .,
Delete
Renarne

Properties

When we select the encrypt option it brings up the following dialog box::

Be patient while the GPG Shell program loads.. once it loads double click on the key
you want to use to encrypt the file
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Axailable Keys [doubleclick to add) Truzk Y alidity | E xpires |
Test <testiotast net: Ultirmate T...  Wald MHewver {
Recipients [doublechck to remove] | T ozt | " alidity | Expirez |
Aaron Ever

[ ptian

[~ Sign file [~ Symmetric ok

[~ Text autput

[T 'Wipe original II:"':"'ST5 j Cancel
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12. Select OK and it will create the following encrypted file with a different icon.
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If we open the one on the left all we will see is encrypted data.
:j Gettysburg Address.txt - Notepad -
File Edit Format Help

L0000 “I°50LT00YREGNYT +U@IdyIBGed <]..09. }! fOd%« U7 ~—~0+010eMI_IROI-T»04} 4|
F_P1'0

&, E-3A45(0—; BAnasidgoc-"06A5154% Oeeblzc0+14 W 0ahlz* jakmblw -1 P DWUZY
OPTOOI-0F<¥0¥ 1% 0GB 7TZ0AER; 0.

&0 07 DEFUDBUS, OFEIh Cch 00 037 AdWDASBs2rr@3-0; @)%
OIOI“e;Af*>0}007EQ|Or
EJBi!-JhpoZ™a]' 0. nNfdp OB0%} . Jw¥0sx08U$S0pOEATd0dB50P”

=k [WT 7 0%A2 i xbfevh="UNCipAg 0 “esdi;&(-2400, ,0=1%me¥[eki¥sa<%0C

00 0= :m¥ds—] *@e z)600x07% 15" /«=hn+{0&

Gpzi_c6031%7o eﬁqﬁpu@uE'{Uméﬁugiﬁﬁﬁ@éﬁ_%w 0<0e004 dofD’ £,n&BCEa d4fDL
0" U&DCDAFADE—K cpllmew] 1D 0WPES 0 e£0%2 A#NIORNAEVIVATOZRCF L TrasEn-=00%\00
gpofil. 0e0f =yPAloCIopjo

J=1{00kh' 09H%A" | 71t £Eri0®“0oM0E" T | +My " K3 0A00TA050Y ! HVk

LOATA®;ED="] ¢iD=PuﬂED“©Huhuh=¢§ﬁ@”,~‘Xaahuu44ﬁu”lUO?Oé-iﬁy¢u“my%“Isqu
SPIOEZVY <BY 182 {Z4E INUIkna® 050% wAS](P] 3]AD02 " @O¥G0. £ded 14" pnlgad
T Hask- BOwIEE™{ 09, e¥E 080 02w 25 Felbige-Al

ffez4,4%70i0 1ealn@gE-x-fEsTI 6" 5/30120-4#50,a40,0! ONURC . F0I0G+000bv oD
MASOACZODELUAID , £00ctd FeD ¥ EE+M Yok« T < ¥D0Ag CODTOp

Y ITET0-$7)+Apw! 0€0° * " 0e8fkO?r {1 0%AADC-AyHO 0N 0

DEU@! =" 53,558 @50 ! Dvdaw.” 6C3Id0<"A-D8z00¢Sk-"5=00XAdwRTU=005 " (]pve
KQeeVBI-UuD03Y 0 PAAESY VR, "13; kh6Df7g5Y ,AYD,/~¥P PZ0AbYII, 04&, 2w D-0-}0-
TWBUEF EE I IOHSES . Coffe| A dIA0T DAY D« O-*0I¥ZE; | <« CADRA OQmAE, Diéw, 7l
kUS IvasEyal ,=IT~ M-2pmB8°0Ek0 peAl0}i-03%9 11| d«AmflCod
—lEEKiiup+@§é¥uuéUScFGB¥Eu:éuyk#huéyﬁuhé—l§u£ué<uuﬁauu—puyﬂu”léuuyuL-pu
CA§DofAD¥

=10 %]

[

However our friend will be able to use his private key and pass phrase to decrypt and
open the file.
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Moving your Private KEY to another computer

As | mentioned earlier, take great care in maintaining your private encryption key, if
someone gets it and your pass phrase then they can impersonate you and decrypt all of
your mail and your files. Having said all of that, install the three applications that we
use following the training manual until you get to the point where you create your
private/public key pair. Do not create another public/private key pair! Use the GPG
Shell program to export your private and public keys.

1. Change into this folder
c:\Program Files\GnuPGExch\

2. execute these commands:

3. gpg --import < a:\secring.gpg
4. gpg --import < a:\pubring.gpg

This will import your secret key and your public keyring.

Creating a Revocation Key
Now that you are living dangerously by wanting gpg to travel around with you, you need
to create a revocation key so that if your key gets compromised you can issue a
revocation.

Make sure that you are in this folder:

c:\Program Files\GnuPGExch\

Issue this command where test= the user id that you gave your key.
1. gpg --gen-revoke test

HERE IS a SAMPLE of the Procedure.......
C:\Program Files\GnuPGExch>gpg --gen-revoke test

sec 1024D/D5413AC1 2003-05-08 Test <test@test.net>

Create a revocation certificate for this key? Y
Please select the reason for the revocation:
0 = No reason specified
1 = Key has been compromised
2 = Key is superseded
3 =Key is no longer used
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Q = Cancel
(Probably you want to select 1 here)
Your decision?
Your decision? 3
Enter an optional description; end it with an empty line:
> It's gone
>
Reason for revocation: Key is no longer used
It's gone
Is this okay? y

You need a passphrase to unlock the secret key for
user: "Test <test@test.net>"
1024-bit DSA key, ID D5413AC1, created 2003-05-08

ASCII armored output forced.
Revocation certificate created.

Please move it to a medium which you can hide away; if Mallory gets

access to this certificate he can use it to make your key unusable.

It is smart to print this certificate and store it away, just in case

your media become unreadable. But have some caution: The print system of

your machine might store the data in a temporary location where it could be accessible
by others.

Version: GnuPG v1.2.1 (MingW32)
Comment: A revocation certificate should follow

iIFIEIBECABIFAj6+30ULHQNJdCdzIGdvbmUACgkQuct/W9VBOsSEZbQCeNLbsa557
LdG7EB4GE76iwdP190MAMwYVY845PaMUHNhStHTIDMunNc/s41

=fNMy

----- END PGP PUBLIC KEY BLOCK-----
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