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Abstract

Encryption products are becoming a popular solution to maintain the
confidentiality of digital information. Most encryption programs provide a wide
range of features. For the average personal computer user, trying to understand
and identify whether an encryption program is needed, and if so, which features
they need can make choosing an encryption product a very frustrating task. This
guide will give you the knowledge to select an encryption product that matches
your needs. The following topics will be covered:

Reasons you might want to encrypt the data on your personal computer
Basic encryption concepts

Basic and advanced features that personal encryption programs provide
Issues to consider in selecting an encryption program

Tips for finding an encryption program that has the features you need

Reasons To Use An Encryption Program

Some people question their need for encryption software because they assume
that they have taken adequate steps to safeguard their sensitive data or that they
do not have any sensitive data on their personal computer. | have also found that
many people are not aware of the impact a skilled social engineer (person skilled
at tricking people into providing information that they would not otherwise
provide) or hacker could have on their business or personal life by obtaining their
sensitive information. Encryption may be your last line of defense if your other
security controls become compromised. As part of a multi-layered security
strategy, you should have several layers of security. Your security strategy
should include both physical and technical security controls.

Your data may not be as safe as you think. You may have a firewall betweenyou
and the Internet to prevent hackers from accessing your data. As you travel from
one city to another, you might keep a tight grip onyour laptop to prevent thieves
from stealing it. When you are not home, your desktop computer is probably
powered off and your windows and doors are locked. Howewer, attackers get
through firewalls. Mobile business professionals cannot keep an eye on their
laptops 100% of the time. Computers get stolen from businesses and homes
every day.

Many personal computer users do not realize that they have sensitive data on
their computers. | suggest you stop and think about what applications you have
on yourcomputer and what data you have created or received from those
applications. Do you have any e-mail with sensitive information? Did you do your
tax return on your computer? Didyou scan any documents that have sensitive
information? You may have personal information that a skilled social engineer
could use to con your bank, health care provider, or employer into providing the
information they want. If your computer has sensitive business information stored
on it and an attacker obtained that information, it could cost your company
thousands of dollars.
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Irwin Jacobs, who was the chief executive of Qualcom, was a victim of laptop
theft two years ago. He had just finished giving a presentation to the Society of
American Business Editors and Writers and was talking to journalist when he
realized that his laptop, which had only been a few feet from him, was missing.
He admitted to having financial statements, secret corporate data, years of e-
mail, and pictures of his grandchildren on his laptop. [1] The incident not only had
potential to cost Qualcom a significant amount of money but also to wreck havoc
on Irwin Jacob’'s personal life.

What could someone do with the information on your computer? Regardless if
they obtained business information or personal information, they may have
adequate information to launch a successful social engineering attack against
you, your friends, coworkers, business partners, or clients. You may have
intellectual information saved on your computer that is valuable to others. The
loss of intellectual or proprietary information cost companies millions of dollars
every year.

Encryption Basics

Currently, many of us depend on encryption every day with out even thinking
about it; if you do your banking ondine, most likely your web browser and the
your bank’s web site have established a secure connection using encryption. If
you do on-line shopping, you willmost likely depend on encryption. Your own
business and many of the businesses you depend on for senices rely on
encryption. You probably do not want to know everything there is to know about
encryption. However, understanding the following basic encryption concepts will
significantly helpyou in choosing an encryption product.

Encryption is the transformation of text into unreadable ciphertext. In 1900 BC,
the Egyptians used the first form of encryption known as hieroglyphics. [2] The
early forms of encryption were carved into stones and written on scrolls. Later,
mechanical devices were used to encrypt and decrypt information. The maost
famous mechanical encryption device was the enigma machine. It was used
during World War Il by the Germans to relay sensitive information. [3] Once the
computer was invented, we had a tool to efficiently use very complex algorithms
to encrypt and decrypt information.

An algorithm is a set of mathematical rules used to encrypt data. There are
many wellknown algorithms. Unlike the old popular decoder ring some of us
played with as akid, modern encryption algorithms are very complex. Algorithms
employ multiple rounds of substitution, which is a substitution of characters with
different characters, and permutation, which changes the order of the characters.

A key is a series of characters or instructions that algorithms use to encrypt and
decrypt information. The key can be a password or a file. The length and
complexity of the key are two critical factors that determine how well your
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encryption algorithm can protect your information. If your key is a password and
you use “00” as your key, than your encrypted information would be much easier
to crack compared to a password of WAL2UCED. You might think WAL2UCED is
hard to remember, but it is not; it is a pass phrase that stands for “‘We All Love 2
Use Cryptography Every Day”.

The key space is the total number of different values that can be used for the
key. A typical briefcase lock has three dials. Each dial has digits from zero to
nine. That would give you a total of 1000 different potential combinations to use.
A 56-bit encryption key has 72 quadrillion possible combinations. [4]

Symmetric cryptosystems, also known as Secret Key systems, use asingle key
to encrypt and decrypt information. You can think of a symmetric key like the
numbers you must set on acombination lock to open it. Asymmetric
cryptosystems, alsoknown as public key systems, use two keys. One is your
private key that you do not share with others, and the other is the public key that
is shared. Anyone who has access toyour public key can use it to encrypt
information, howewer, only your private key can decrypt that information. The
public key can be thought of as a padlock that is available to everyone. Anyone
can use it to lock information that is to be sent to you. However, only you have
the key that can unlock the padlock.

Encrypting Files, Folders, Virtual Drives, or Partitions

Some encryption programs can encrypt files but not folders. If you only have a
few files you need to encrypt, then this will not be an issue for you. This limitation
is mostcommon in freeware versions. The majority of the commercial encryption
programs have the ability to encrypt files and folders. Some will even encrypt
entire partitions.

Manual encryption involves selecting the files or folders you want to encrypt
through the encryption program, assigning the password or encryption key that
will be used to encrypt and decrypt them and destination path for the files, and
then encrypting them. Some programs will let you bundle all the encrypted files
into asingle encrypted file. That is a nice feature if you plan to transfer or e-mail
the files. One disadvantage of bundling all the files together is that you will have
to decrypt all the files any time you need access to any of them. One mistake
people make with manual encryption programs is that they will encrypt their data
but leave the un-encrypted version accessible. Some programs provide the
option to automatically delete the original document after it has been successfully
encrypted (see appendix A for an example of a symmetric encryption program).

On-the-fly encryption is a feature that can add convenience and security. It will
only decrypt information as you need it, and encrypt the data as you sawe it. It is
a good alternative to manual encryption and decryption. On-they-fly encryption
programs create a virtual drive, a designated folder that contains the encrypted
information, or an entire encrypted drive. [5] Information gets decrypted as it is
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accessed from the saved location and any data that is saved to a virtual drive or
designated folder is automatically encrypted.

Virtual drive encryption programs create virtual drives that are linked to files
commonly know as container files on unencrypted drives (see Appendix B for an
example). In other words, you will end up with an apparent additional hard drive.
That additional hard drive is really the contents of the container file. [6] The
following example might clarify the concept. You have seweral folders of
information you want to protect. You start your encryption program, enter 100
megabytes for size of the virtual drive you want to create, enter c:\encrypt.123 for
the name and location of the container file, andyou enter F as the default drive
letter. Then you assign the password needed to access the container file. The
next step is to mount the virtual drive. To do this, you typically double click on the
container file. That will launch the encryption program that will prompt you for the
password you assignedto the container file. Once you enter the correct
password, your F drive will become available. After that, you can access, create,
modify, and delete files and folders on your F drive just as you can on your C
drive. To secure the files you have two options: dismount the virtual drive or shut
down the computer. To access the virtual drive the next time, you simply follow
the process as mentioned above to mount the drive. The mechanics behind
virtual drive encryption may seem complex but, once you have configured the
virtual drives, they are easy to use.

Encrypting an entire partition or disk may seem like a better option than using
virtual drives or folders, howewer, its disadvantages should not be overlooked.
Entire disk encryption as its name implies, will encrypt the entire partition or disk.
Some full encryption programs allow all partitions including the system and boot
partitions to be encrypted. With this, you would be prompted for a password
when your computer boots. Once you enter the password, you will have access
to all encrypted partitions. These types of encryption programs are more
transparent to users than the other encryption options. One disadvantage to this
method is that once you enter the password, your data is no longer protected by
the encryption program until you shut down your computer or logoff. In other
words, your computer would not be protected from remote attackers while you
are using your PC or from physical access attempts if you leave your computer
unattended after unlocking your encrypted information.

Cryptosystems

Another major consideration is the type of cryptosystem you want to use. You
can choose from three primary types. They are symmetric, asymmetric, and a
hybrid of the two. Each system has its advantages and disadvantages. As stated
earlier, asymmetric key system uses the same key for encryption and
decryption. Some known symmetric algorithms are DES (Data Encryption
Standard), Triple DES, and Rijndael. DES is a popular, freely available
algorithm, which has a 56 bit-key space.
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Symmetric Cryptosystems

In 1999, a DES key was broken in less than 24 hours. [7] The need for a stronger
algorithm was recognized. Triple DES was its replacement. Triple DES simply
runs the DES algorithm three times. One disadvantage of Triple DES is that it
takes three times as long to encrypt data. Other algorithms were created to
address the shortcomings of the DES and Triple DES algorithms. In 1997, the
National Institute of Standards and Technology worked to establish a new
algorithm that could be recognized as a worldwide standard to replace DES and
Triple DES. In 2000, the Rijndael algorithm was selected and is now also known
as AES (Advanced Encryption Standard). AES was chaosen for its strength,
performance, and simplicity. Unlike it predecessor DES that has a 56 bit-key, the
Rijndael algorithm can have up to a 256 bitkey. [8] Even though AES is the
newest standard, DES and Triple DES are still widely used.

If you plan to share your encrypted files with others and you are using simple
symmetric encryption, then you will have to provide them withthe password or
key file you used to encrypt the data. This can present several challenges. First,
you will have to transmit the password or key file you used to encrypt the data to
them in a secure manner. Second, you should not use the same password to
encrypt information that you plan not to share with informationyou plan to share;
if the same password is used and any of the recipients gained access to your
other encrypted files, they could obviously decrypt them. Also, if they share your
encrypted information with others, then more people will know the password that
was used. There are several ways to address that problem.

While some symmetric encryption programs only allow you to secure information
with a password, others allow you to also use a key file. Akey file is a small file
that can reside on a hard drive, floppy drive, USB token, or other available
storage mediums. Some programs go a step further by using a strong key file to
protect the data and then encrypt the key file with a password. When this method
is used, you can share your encrypted information with others without having to
provide them with the same password you use on informationthat is not destined
for them. When a key file is created for someone else, you will have to provide a
password but it can be unique to that key file. Unfortunately, only a limited
number of symmetric encryption programs have this feature.

Asymmetric Cryptosystems

Asymmetric cryptosystems, also known as “Public Key” cryptosystems, are a
more widely adopted technique to manage and distribute shared keys. Some
popular asymmetric algorithms are RSA, Elliptical Curve, and Diffie-Hellman. As
mentioned earlier, two keys that are related to each other are used: a private key
and a public key. Public keys can be distributed to others and they can use them
to encrypt information. Howewer, only the corresponding private keys can decrypt
that information. [9] This key management system enables the exchange of
encrypted information in a more secure manner than with Symmetric
cryptosystems.
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Asymmetric Algorithms have some additional overhead compared to symmetric
cryptosystems. For one, they are more computationally intensive and, therefore,
take longer to encrypt and decrypt information. Secondly, there has to be a
secure way to exchange keys; if you use the wrongkey to encrypt information
and the owner of that key obtains the information, the owner of that key would be
able to decrypt the information. Many implementations of asymmetric
cryptosystems depend on certificate authorities to manage the keys. Cettificate
authorities are computers that all parties involved in the exchange of encrypted
information must rely on to securely store and distribute the keys.

Hybrid Cryptosystems

The third cryptosystem is a hybrid of the previously two mentioned systems.
Symmetric algorithms are used to encrypt data and asymmetric algorithms are
used to protect the symmetric keys. This option provides the performance of
symmetric encryption and the key management features of asymmetric
encryption. Some of the more advanced encryption products provide this feature.

Examples of some the more popular algorithms have been previously mentioned.
There are many other good algorithms to choose from. However, awid using
proprietary algorithms. Established algorithms have been thoroughly tested and
their strengths and weaknesses have been established. If you use a proprietary
algorithm, you will run the risk that someone may find a new wilnerability within
the algorithm and therefore significantly diminish its ability to keep your
information secure.

Transferring Encrypted Information

If you plan tosend encrypted files to other people, there are a few issues you
should consider. First, your encryption program must support the transfer of
encrypted files. Secondly, the recipient must have an encryption program that is
compatible with the encrypted files you send them or you must send them a self-
decrypting file.

Some encryption programs provide a self-decrypting option when you encrypt
data. The decryption software gets embedded into the file or files that you
encrypt. Typically, self-decrypting files are executables. In order for a recipient to
decrypt a file, they simply run the program, get prompted to enter the decryption
key, and a location for the files to save to once they are decrypted. Another nice
feature of self-decrypting files is that if you encrypt data now and two years from
now, you want to decrypt the data but your encryption program is not installed,
you can still decrypt the information.

Asymmetric encryption technology has greatly facilitated the process of sharing
encrypted information; you can distribute your public key to others, enabling them
to encrypt information destined toyou. Unlike symmetric algorithms, only you will
have the key to decrypt the information. If you plan to exchange a lot of
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information with other people, thenyou should consider using an encryption
program that utilizes asymmetric or hybrid algorithms. Some asymmetric and
hybrid encryption programs have good public and private key management tools
and work with some of the more popular e-mail programs to provide a user-
friendly process for sending encrypted information via e-mail.

Some encryption programs may support the transfer of encrypted information but
the process to transfer the encrypted information may not be practical for you.
Programs that encrypt the entire partition or hard drive can only be transferred in
their encrypted format if an image (acopy of the partition) is created of the
partition or drive. The image file could be very large. Also, the recipient will need
a copy of the image software and an empty partition of equal or greater size to
install the image.

On-the-fly encryption programs that use containers can be transferred as long as
the size of the container file does not exceed the capacity of the mediayou plan
to use to transfer it with and the capacity of the destination media. If you have a
CD burner installed in your personal computer and you keep your container files
under 650 Megabytes, than you will always have the option to copy, mowe, or
archive container files to CDs.

Ease of Use

It is important that the encryption program you chose is unobtrusive and easy to
use; if not, you will not use it, and therefore leave information unprotected. Some
encryption programs integrate into the operating system and applications. Others
are integrated into a suite of other tools. There should also be documentation
that clearly explains the installation process and how to use the product.

Some manual encryption programs add encryption and decryption options to the
Windows Explorer menu. That enables you to right click on files or folders and
encrypt them verses having to open the encryption program and select the files
(see Appendix A figure 1 for an example). Almost all encryption programs
associate encrypted files with the encryption program. This enables you to
double click on encrypted files, enter the decryption password and a destination
path for the decrypted files and then proceed to decrypt them. That saves time
because you do not have to manually launch the encryption program first.

Password caches save time if you have to encrypt or decrypt multiple files that
use the same password. The program will remember the password so that you
do not have to enter it each time. This feature should be used with caution
because an attacker might be able to decrypt your encrypted information if the
password is in the cache.

Most programs that have a password cache allow you to manually remowve the
information from cache and also automatically remove the cached information
when you turn off your computer. Some of the programs will dump the cache
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after a configurable period of inactivity or when the screen saver runs.
Configuring these options allowyou to balance ease of use and security.

At some, point you may want to change the password you used to encrypt your
files. Some programs will require you to decrypt the information with the original
password and then encrypt it again with the new password. If you are working
with large files, it can be a time consuming process. Some encryption programs
will save you the agony by allowing you to change passwords or key files without
having to decrypt and re-encrypt the information.

Cost

File encryption programs range in price from free to over one hundred dollars. In
the freeware range, you will find many file level encryption programs. Some of
those are actually good programs; they have a polished interface, offer several
algorithms to choose from, have the ability to create self-decrypting files, and
other features. If you are looking for asolid on-the-fly encryption program that
supports folders, virtual drives, or partitions, then you can count on spending
from fifty to one hundred twenty dollars.

Concealing Encrypted Information

Encrypting your sensitive information is a good solution for maintaining the
confidentiality of your sensitive data. Hiding it is another alternative, howewer, it
does not provide as much security. Some programs enable you to encrypt and
hide your information. There are two basic ways to conceal your encrypted files:
change their file extension or use steganography.

By default, most file types have a unique extension to identify what type of file
they are. If you see afile called mom.bmp, you would know it is a picture file.
Whenyou clicked on it, a picture iewer would start and then display the picture.
Most encryption programs use a unique extension to identify their file type. This
facilitates an attacker’s efforts to find encrypted files and try to crack them. Many
encryption programs allow you to change the extension of the encrypted files. As
an example, you could change the extensions to .txt (a text file extension) and
sawe the files somewhere you feel an attacker would not look for documents.

Steganography is the technique of hiding information within other information.
Some encryption programs can encrypt information then blend it into picture files,
sound files, and other types of files (see Appendix B figure 6 for an example).
[10] This technique is a much stronger deterrent than simply changing the
extension.

Concealing your encrypted information is a good precaution to take if you have
highly sensitive information. There are a few disadvantages to concealing
encrypted information. Both of the previously mentioned techniques create extra
steps and time in the encryption and decryption process. Also, because the files
are concealed, you will have to remember where they are. If you choose to use
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steganography, you will have to have the appropriate types of files to insert the
encrypted information into. Even though concealing your encrypted files adds an
extra layer of security, many people feel the extra steps andtime are not worth
the increased security.

Backing Up Your Encrypted Information

If you use an encryption program that replaces files and folders with their
encrypted versions, then it is simple to backup your encrypted files; just have the
backup program copy the encrypted files to the backup destination. Your files will
remain encrypted on backup media.

For on-the-fly encryption programs, the container file should be backed up.
Because the container file contains the data in an encrypted format, the data will
remain encrypted. The entire container file must be backed up, regardless of how
many files were updated from your last backup. With that in mind, the backup
media must have enough free space for the container file. There is another less
secure way to backup files from a wvirtual file encryption system. You can mount
your container files as drives and then backup selected files. This method is less
secure because the backups will not be encrypted and must be secured in a
secure location.

To back up an encrypted pattition or drive, you must first unlock it. This will
result inyour backup saving an unencrypted version of your data. One
advantage to this method is that you can choose which files you want to backup.
Another thing to keep in mind is that if you have a backup program, it may have
the option to encrypt the files as they are copied to the backup media. If you
employ this technique, make sure that the strength of the backup program’s
encryption system is adequate for your needs.

Laws, Regulations, and Company or Business Partner Standards
Depending on what you plan to encrypt or to whom you plan to send the
encrypted information to, you may hawve certain regulatory, company, or business
standards that must be followed. Those rules could dictate what information you
are and are not allowed to encrypt, what algorithms are allowed to be used, the
minimum key size, the distribution of keys, the specific encryption applications
that are approved, and more. Many companies have specific encryption products
they use and specific standards that must be followed. [11] If you plan to use
your encryption program for personal use, thenyou probably will not have any
legal issues.

Finding A File Encryption Product that Is Right For You

Now that you are aware of many of the encryption features available and have
identified the ones you need, you might be expecting to read about some
recommended products. Encryption products are frequently updated with new
features. In addition, new and better products are frequently available. Any
product recommendations made today may not be you best option tomorrow.
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You now have the knowledge to choose the best product for your needs. The
next step is to find a product that has the features you need.

| recommend you start by doing some research on the Internet. Most stores have
a very limited selection of encryption programs. Second, you will most likely not
find all the information you need about the product on the box. And third, unlike
at stores, many encryption programs available on the Internet allow you to
download a trial version. Trial versions typically disable some of the features the
full versions have or they enable you to use all of the features but for a limited
period of time, nomally 30 days. If you use a trial version, make sure that you
save an unencrypted version of any information you encrypt; once your trial
period is ower, if you chose not to purchase the program, you many lose the
ability to decrypt the information you encrypted.

You can also try to find reviews for the products you are considering buying. |
also recommend you check the vender’s web site and see if they provide any
kind of support. Some products support a wide range of operating systems
however, not all the features work with all of them. You should ensure that the
product and features you need are compatible with your operating system. If their
web site does not provide the answers you need, then contact their marketing or
support team. You can normally find those numbers on their web site.

Summary

Most of us know the value of our tangible assets. We lock our doors when we
leave our houses. Some people take an extra step to protect their most valued
assets by keeping them in a safe. You should understand the value of the digital
information you handle, not only what it is worth to you, but also what it would be
worth to others, and how much it would cost you if others obtained it. Encryption
is a good solution to protect the confidentiality of your valued information. Now
that you are familiar with the main features of file encryption programs, you
should be able to effectively find a product that meets your needs.
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Appendix A
Ddcrypt is one of many freeware symmetric encryption programs. It was created

by Miguel Garrido. For more information visit URL:
http://home.nyc.rr.com/mgarrido/
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Figure 1

Figure 1 demonstrates how Ddcrypt, a freeware encryption program, enables you

to right click on a file from the Windows Explorer and encrypt it.
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Figure 2 demonstrates the encryption menu from ddcrypt. Next to the number 1
is the file you intend to encrypt. To the right of the 2 you can see the option to
create a self decrypting file. Next to the 3 is the option to delete the original file.
Finally, next tothe 4 is where you type the destination path and name of the file.
By default, it uses the same path and name as the original file. Howewer, it does
change the extension to “.ddc”. If you leave the extension as “.ddc” thenyou can
decrypt the file by simply double clicking on it.
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Figure 3

Figure 3 shows the decryption menu that appears when trying to decrypt an
encrypted file with ddcrypt 2.0. If you do not enter a destination path it will save
the decrypted version in the same location as the encrypted version. After
selecting decrypt, you will be prompted to enter the decryption password.
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Figure 4

Figure 4 is a window that appears when running a self-decrypting ddcrypt 2.0 file.
You will prompted for a destination path and password.
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Appendix B:
DriveCrypt is an on-the-fly drive encryption program available from SecurStar
from URL: http://www.securstar.de/about. html

The following screen shots show windows used to configure a virtual drive.
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Figure 5 is the main DriveCrypt window.
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Figure 6

Figure 6 is the first window displayed for selecting a new container. You can see
that this program enables you to use steganography; you can hide the container
files within 16 bit wav files.
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Uraabe new Drinsel rypt cantainer
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Figure 7

Figure 7 shows the next window in the process of creating a virtual drive. You
must enter the destination location of the container, the size of the container, and
the file system type. In this example, you can see that the size of the container
file is 619 Mb. Once the virtual drive has been created, that will be the amount of
storage space you will have. Also because the container is under 650 Mb, it can

be backed up to a recordable compact disk.
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Figure 8

Figure 8 shows the next step, you must select an algorithm. Some encryption
programs will let choose what algorithm you want to use. As you can see, this

program has a large variety of algorithms to choose from.
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Figure 9

Figure 9 is the last screen in the process of creating the container file.
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