- =
—ty

Reading Room

MM

SANS Institute

Interested in learning
more about security?

InfoSec Reading Room

This paper is from the SANS Institute Reading Room site. Reposting is not permited without express written permission.

The social approaches to enforcing information

security

Business security is becoming more strategically important everyday for sustainability, economic growth and
future health. This report's focus is on enforcing information security using social approaches in the

business environment. Most businesses have, or should have policies in place for various standards, procedures
and guidelines. Although policy is a great tool to have in a business, a policy is only as good as its

compliance from management and staff. This paper will focus on ways to impr...

Copyright SANS Institute
Author Retains Full Rights

Testing Web applications

for vulnerabilities?

AD

@ watcHfire’


http://www.sans.org/info/36923
http://www.sans.org/info/36909
http://www.sans.org/info/36914
http://www.sans.org/reading_room/images/click.php?id=388

The social approaches to enforcing information security

Roger Gilhooly
December 11, 2002
Version 1.4b

Abstract

Business security is becoming more strategically important everyday for
sustainability, economic growth and future health. Although security in business
is a very broad topic, for this report, the focus is on enforcing information security
using social approaches in the business environment.

Most businesses have, or should have policies in place for various standards,
procedures and guidelines. Although policy is a great tool to have in a business,
a policy is only as good as its compliance from management and staff. This
paper will focus on ways to improve policy compliance using a social approach in
the business hierarchy from employees to the CEO of a company. Many
companies focus a great deal of time and money on new technologies for
example, physical and logical barriers such as IDS systems, security guards and
data protection mechanisms.! Although these methods work very well, intruders
of your systems will always find ways around these technologies using other
methods of attacks such as social engineering or internal threats.? In fact,
numerous studies show that at least 65 percent of all company threats are
internal.® The best approach to tackle this type of attack is to be close with
employees and management utilizing more social approaches as opposed to
technology focuses to achieve policy enforcement.

Introduction to Social Approaches to Policy Enforcement

Every company treats and looks at policies differently because every company is
unique. Depending on how the company as a whole acts to policy will greatly
impact the business at all levels of operations and productivity through
standards, procedures and guidelines. The timely manner in which policies are
created has an impact on policy compliance because it may become more
difficult to keep track of all of the policies, or some policies that that were meant
to be created were not. An example is if a company creates or changes policies
throughout a company on an almost daily basis. Employees may lose track of
current procedures, standards or guidelines or simply stop caring about the
policy altogether since the policies appear to be changing everyday. How
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management behaves in regards to policy is an important issue to look at as well,
because management should respect company policy the same way employees
are expected to. If company policy is not followed at all levels of a company then
employees or other management may decide to follow suit and not follow the
policy either thus, creating a security breach. Employees and management
should receive the proper security awareness training of potential threats to
company business and infrastructure. Training gets everyone in the company
involved in security as well as teaches them how to recognize the importance of
security in their company. Internal threats are a company’s greatest weakness
and can be the hardest threats to recognize. Lastly, proper business ethics in the
business place should be outlined and signed by all employees upon
employment with the company. Enforcement of employee ethics should be
further enforced through group discussions. An ethical outline helps define to
employees what is considered correct business etiquette to use while in the
business place. Although using social approaches to defend against these
threats will not make your company completely secure, it is a piece to the
security puzzle and can be the difference between a secure company and an
insecure company.

Policy Creation Timelines

Companies, particularly new growing ones, run into new policy related issues on
an almost daily basis, which may result in the need for a new policy. This is due
to issues constantly arising as the company proceeds along its growth curve. The
larger a company grows the more policy will have to change with that growth
because of employee numbers, economical capabilities and the time invested
into the company.

It is up to security management and department managers to decide how often
policies should be updated to conform to the changing demands. Items to
address when creating or updating policy are money, time, and critical risk.
Creating new policies costs money through the time and manpower it takes to
generate them. Policy creation can take up a lot of business time through
meetings, research and publishing of new policies, which can impact other
business functions. Depending on how critical the policy is will greatly impact the
amount of effort that will be put into the new policy. Exploring each of these
considerations in depth while formulating new policy can be very beneficial to the
company and can save time, money and losses of assets.

When an issue arises that may require a policy to be generated, often companies
will change the existing policy and send out the policy to staff. The problem with
this is that sometimes not all employees will receive the new policy due to an
employee absence. A solution to prevent this frequent occurrence is to update
policies or add new policies on a predetermined timeline. The timeline can vary
depending on the company size, budget, and manpower. When an issue arises
in between timelines that may require an immediate policy, instead of creating a
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new immediate policy a simple email pertaining to the issue may be a more
efficient approach. An email will allow you to send out a warning to all employees
and management of the situation and will save money by not having to go
through the entire policy creation process. This can also help prevent from a
policy being rushed thus, causing a sloppy or incomplete policy. It may be
necessary to send out a follow-up email after the initial email (1 to 2 months) to
further ensure everyone is in compliance.

When the time comes for a new policy guide to be issued, the policy outline
should be used to its full capability. The main sections of a policy are as follows:

Background
Policy
Definitions
Scope
Responsibilities
Sanctions
Reviews
Coordinator

VVVVYVYYVYYYVY

Although some portions of the existing policy may not change it is important to
always review each section when updating it. This ensures no changes are
overlooked and ensures that the policy is completely accurate. Once company
policies are updated the policy needs to be signed by the CEO and should be
signed by all section heads affected by the policy, thus ensuring that everyone
acknowledges and understands the policy.

Management and Security Policy

A major issue, with enforcing security policy is how some management can fail to
adhere to company policy. A good security manager should explain to the CEO
and upper management why it is important to follow the same guidelines as
everybody else. Management not following guidelines sets a very bad example
for the rest of the company and is a security risk whenever anybody doesn’t
follow guidelines. The policies are in place for everyone in the company to follow
and abide by unless otherwise specified. When management follows the policy
and guidelines they set an example for the rest of the company. Management not
following policy may also lead to resentment or a low moral from company
employees. For example, if parking spaces were assigned and a manager
started parking wherever she/he pleased, other managers or employees would
be more likely to park in choice spaces as well. The policy had been designed
and implemented to prevent against burglary in the parking lot and now, because
no one is parking in their assigned spots, the policy is being broken. All of the
time, money and manpower put into creating the policy have been wasted due to
managers using their superiority to their advantage.
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To help in persuading management to follow policy, good arguments to promote
policy compliance are:

» Can you afford not to?

» Employees pay attention to what you do

» You helped create the policy you should abide by them the same way
» CEO and management pledge to follow policy

The question of “Can you afford not to?” can be a very powerful one for a CEO. If
an issue does arise the CEO wants to be sure to evaluate the business risks.

No one wants to be forced to follow guidelines especially if everyone involved is
not following the policies that are in place. Another good strategy to policy
enforcement is to lead by example.* Employees and management alike will feel
more obliged to follow the policy if everyone in the company follows it. It is
important for the leaders of a company too not only lead by rules and
consequences, but by example as well. If the leadership of a company cannot
follow the policies in place then how can they expect anyone else to? They
cannot because they broke their own responsibilities to the business.

Getting management involved in the policy creation process can help to enforce
that same management to follow the policy. “You helped create the policy
therefore you should abide by it”, means that they would be contradicting their
own rules. No one (especially a manager or CEO) wants to break the rules they
helped create because it would make them look bad not only to the staff but also
the people in charge of them.

The most insurance a security practitioner can receive from management are for
management to pledge to follow the policy guidelines in place. It is important that
when a manager agrees to pledge to the policy guidelines, to have them sign a
document, dated, with a witness to ensure compliance and understanding of the
agreement.

Awareness through Education

A major step to enforcing policy in any company is through education.”
Employees cannot be expected to recognize a threat if they don’t know what a
threat is. An employee’s ignorance will always be more expensive then education
in the long run. Most corporations now have access to security awareness
programs for employees and managers. Security awareness training helps give
staff a better understanding of information security and best practices.® Although,

*http://www.achrnews.com/CDA/Articlel nformation/features/BNP__Features _Item/0,1338,19520,00.html
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these awareness programs may be expensive, they are not as expensive as an
employee accidentally giving away trade secrets or other company sensitive
information. A quote from Colin Rose, product manager with the network security

company lomart, “Staff are the biggest threat if they don’t have any education”.”

There are various security-training organizations through out North America and
internationally. The key for your company is to find the training that meets your
company needs and budget. The following survey acts as a guide to help
determine the specific needs, timeframe to meet these needs, and the
importance of each need to a specific company.

Number of employeesin need of training:

Do the employees have any prior security background?

None

Basic (Basic security awareness)

Intermediate (Familiar with IDS devices, possesses networking skills, etc.)
Advanced (Information Systems Security Administrator or equivalence)

000D

When do the employees need to be trained by:

Lessthen 1 week
Within 1 month
Within 1 year
After 1 year

000D

How early can employees begin training?

How should the training be laid out:

o Part time training (nights)
o Part timetraining (days)
o Full time training (days)

Are there specific dates when employees cannot be in training?

o No
o Yes

Red siren education training
" Pg.21 Honeypots, intrusion and education. SC Magazine
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If yes, please specify which dates are unacceptable:

At the workplace

a
a
a
a

Other, please specify:

Please specify where employees can be trained:

At a separate facility provided by the training company
At a separate facility sponsored by your company
Employees can work from home

In what areas do your employees need
training?

Data Security

Passwords and Encryption
Data Disposal

Proper internet use

Handling of computer evidence
Property protection

Computer viruses

Hackers

Desktop protection

Best practises

[y vy Ry [ [y

Disaster Planning
Ethics

Tempest
Computer abuse
Emall

Incident handling
Firewalls
Intrusion detection
VPN Security
Other

oy vy Ry [ [y

Other, please specify:

1. 2.

Please specify your top 3 most important areas for training:

Utilizing the survey, important data has been gathered such as the areas
required for training, the timeframe in which to meet these areas and the

importance of each area. The company should now have a good idea on the
areas to focus on in its search for the appropriate security awareness training.

The training company itself should also be accredited with experience and
success. It is recommended to ask such questions to the security training

company as:

Are your instructors certified?

What will our employees get out of the training?
When and for how long will the courses take place?
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Where do you provide your training?
Why should we receive our training from you instead of someone else?

These questions are of significant importance to you because they can give you
information on who, what, when, where and why. The who are the instructors, as
to whether they are certified or not. The instructors should be qualified to teach
security. What the instructors will teach to the employees is important because
you want to be sure that your company will receive the proper training specified
from the Specific Company Needs Survey. It is important to find out when and for
how long the courses will take place. If your company needs the employees
and/or management trained within a year it is important to determine whether the
training company can reach this objective. Where the training is going to take
place is necessary because your company may not want to send its employees
away. Depending on where the training is, it may be easier for you to only send
five employees at a time for training. The training company may teach the
courses at your company headquarters but it is often better to teach at a facility
away from the distractions of normal office routine. The security awareness
company should be able to tell you why their services are of value to your
company. Find out what your employees will get out of their training that their
competitors cannot provide. If they cannot explain to you why they are suitable to
train you better then anyone else, then they are not the right training company for
you.

There are many possible training schools available. Just go to your favourite
search page and type in security training, at least a hundred different schools will
appear. As far as training goes security and network personnel should take more
advanced courses then other employees. Below is a list of the recommended
training companies for each type of employee.
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IT Staff/Security: Everyone else (Employees,

Managers):
Sans Institute Information Systems Services
http://www.sans.org http://www.leeds.ac.uk/iss/training/
CERT Pro-ware Computing
http://www.cert.org http://www.prowarecomputing.com
Internet Security Systems (ISS) Interpactinc Security Awareness

http://www.iss.net/education/certification/ | http://www.interpactinc.com/

The appropriate security awareness training company will depend on your
specific company needs. Although companies can customize to your needs a
company who readily trains employees for your specific needs is a wiser solution.
This is because the company will have experience in teaching for your direct
needs. A company that customizes the training for you may mean they have
never trained anyone for your needs. Rather then take the chance of not meeting
your criteria for your employees it is suggested to call companies of interests until
you find one with the knowledge, experience and expertise to meet your
company’s needs.

Ethics and Security

When discussing social security approaches nothing is more important then the
role ethics plays. Ethics should be enforced on employees from the minute they
are hired to the minute they leave the company. When an employee is first hired,
the original agreement contract between employee and company should discuss
the importance of ethics not only to protect the company but to protect the
employee as well. This ensures that all parties are in understanding and
agreement of what is expected in the relationship.

Methods in which to induce and monitor ethics in the workplace can be done
using a company code of ethics. A company code of ethics defines the basic
ground rules for companies day-to-day operations. The reasons for introducing a
company code of ethics are:®

8 http://www.ethi csweb.ca/codes/coe2.htm
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To define accepted/acceptable behaviours

To promote high standards of practice

To provide a benchmark for members to use for self evaluation

To establish a framework for professional behaviour and responsibilities
To use as a vehicle for occupational identity

To use as a mark of occupational maturity®

By employees signing off on the code of ethics, they acknowledge having read
and understood proper business conduct for example, the submission of
corporate information to the public or the competition, acceptable employee
behaviour, and employee safety.

The ethical agreement reached by employee and company is usually reached at
the beginning of an employee’s position with the company. The ethical
agreement is often read and signed off by the employee at the same time as all
of the other beginning paperwork such as tax forms, insurance applications and
employee handbooks possibly polluting the dialogue and importance of the
ethical agreements.*® Although it is important for the new employee to sign a
company code of ethics, ethics should be communicated to company employees
throughout the relationship of employment. Methods of future ethical updates and
reminders are:

A company newsletter with a section devoted to ethics to which
employees can send in real or hypothetical ethical dilemmas. Experienced
personnel can respond with solutions.

Client presentations in which clients are invited to discuss current project
sites and goals, providing employees with an opportunity to appreciate the
tangible value of their work.

Brown bag lunches that can serve as informal sessions led by any staff
member to discuss current corporate ethics issues in the news. How have
corporations handled problems? What would employees suggest?**

Everyone has different ethical beliefs although some ethics may be agreed upon
unanimously some ethics can have a fine line between what is right, and what is
wrong. It is for this reason that ethics should be taught and discussed as a group,
and not as an individual assignment. Ideas for stemming growth in this area are
monthly meetings and group discussions regarding issues relating to policies.
Group discussions will allow employees to get varying opinions of ethical issues
instead of only relying on their own.

Ethics in the business place do change with time and growth of a company
(although some principals will always stay). It is important to have proper ethical

® http://www.ethi csweb.calcodes/coe2.htm Quoted from Why Have a Code of Ethics?
19 http://www.stl-inc.com/WhyChooseST L /ethi cs. pdf
1 http://www.stl-inc.com/WhyChooseSTL /ethics.pdf Quoted from pg. 5
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conduct outlined and signed by employees from the initial employment and along
the employees’ maturity within the company. Ethics should be discussed as
groups to ensure agreement upon proper business etiquette as well as allowing
employees to voice their own views and opinions. Defining ethics in a business
provides a justification and guideline of what is right, and what is wrong in the
business place.

Conclusion

New technologies are coming out all of the time and these technologies will be
used to monitor your network, or enforce policy-using software, etc. These
methods will be eventually subverted, whether it is through social engineering or
the development of technologies that break the current ones. A prime example of
this is a radar detector the police use to monitor vehicles speeding. To break this,
people came up with a radar detector detector helping speeding drivers discover
where police were using these devices. The connection is that technology is
subverted and we don’t know when it will be subverted or where. It is up to
people to use proper judgement in determining a potential threat and the way to
do this is through using more social approaches to enforcing information security.

Social approaches to enforcing security policy are through following policy
creation timelines, dealing with management and security policy, educating
employees and ethics. This report defined these issues and provided examples
and solutions for each of these approaches.

Social approaches to security need to be used because they fill in any of the
gaps that technology may have missed. Since security threats are changing all of
the time and since the top 10 exploits are technology based, employees are
always a target to trigger exploits in your companies security. As technologies
grow, so will the lack employees put towards security and this is why more social
approaches to security are necessary.
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