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Choosing The Best Firewall

Although I only briefly touched on most of the issues involved in choosing a firewall this should be a good
starting point for selecting a firewall. The best firewall however is not a product although that does
influence the effectiveness of it greatly. It is more a combination of factors. A firewall is only as good as
the policy it implements. A firewall should justify its existence in the reduction of impact and/or

probability of threats thus reducing risk. A firewall should be active managed ...
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1. Intraduction

Dueto the phenamenal growth of the Internet inthe last coup e of yea’ s ompanies find it had to
operate without apresence on the Internd. This mears tha compani es are exposedto thredts,

whi ch can have mg or business impad, evenif acompany isjust running aweb -page conta ning
advetisemert daa Defacingthissitewill result inimageloss with one€ sdierts, which can

trand ateinto finandd | ossesto name on exampl e

Thefacttha oneneedsto praect you company from unauthori zed or unwanted accessis
cond dered acomma fad.

Inorderto do thisthe SANS GIAC tra ning teaches the concept of “ Defence of Depth”. T he most

common defence devi ce on most networks is aFirewdl. It can bea daunting task to pick the right
firewd | for any organi zati on andthis assignment focuseson exadly that  issue In order topickthe
right Firewdl underdand ng what afirewall doesis crucid. Althoughthisis considered basic

knowl edge | wil | quickly cover basicT CP/I P concepts and then moveon to picking the ri cht

device

2 I[P Basics

We will cover afew a ocoude of attribues rdaing to UDP and T CP to discuss what a firewdl
does Just to give apoint of reference when briefly discussng the concepts | have induded the
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21. |P Attribute s

IPuniqudy identifiesahost: Thisisthe mainreason for an IP address butthisinitsd f hd ps us
to filtertraffic. As Disdayed www.site1.m.za and www.sie2.m.za cariies 2 di ginct IP addresses.

IPis hierarchal: This dlows us to route IP traffic, which means thd a dngle point of entry
exists an most networks, which is why one machineis aleto control traffic to and from a
network.
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22. TCPAttrbutes.

TCP runson top of IP: Just for point of reference TCP exists on the higher levd onthe OSI
madel and deds with session concerns T he reason for nothing this common fact is tha more
data may be and ysed in aTCP packet g ving aF rewd | moreinformaion to filter trafic on.

A TCP packet contains a port number: This isthe way tha aserve dffeentiae between
savices required. So www.ste1.co.za may double as amail and web server, listening on port 80
and 25 respectivdy for connediors. A firewdl will then anly allow con nectians destined to a
pott. It is important to note tha asource and destinaion port exids within a TCP packed. The
source port dlows adient to connect to more tha one server or service and then identify which
return traffic is rdated to a connect ion male So the did -up dient in picturel.1 may comect
mare than onceto wwwsite1.co.za with abrowser and | ooking & thereturn traffi c from that server
based on the port tha is in the TCP packet (supplied as s ource pot when conneding)
differertiae baween connections. Anothe benefit of a senice — o protocol rdaed to a
patti cular port is that a praaocol like htp on port 80 will have ase of functions or expected
functions rd ated to it. This provides a “ franework” or reference by which daa within a packet
may be measured up aga nd tovalidatethe authenti cty. An exampl e of thisis FTP with alimited
amount of commands expected like pu, ge, kin, prompt and so forth. Any data that does not
confirmto this stardard canbe considered winauthorized and hence b ocked by aFirewall.

A TCP packet contains a sequence number and a FLAG: These?2 dtributesin aT CP packet
dlowsit to bah etablish and manage a connection. The FLAGS used ae briefly depicted i n
figure 12 bdow, and drawing simpe compari son with atd gphone conversaion one can easily
understandthi s

Why sequence numbers and
state flags ?
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The sequence numbersin TCP connection provides a method to contrd and confirm dda be ng
sat acrossaT CP connection. Bothside s of the connection wil | confirmthe sequence number up
until which data was received. The reason for just pointing out these facts is depi cted inthefact
tha a firewall uses these atributes to monitor a session and filter traffic accordingy. It is
important to naetha the sequance numbers aredso not easily predictedin most instances.

23. UDP Attributes
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41.

UDP runson top o I P: Asmentioned withTCP, UDP also provides mare information by which
traffi c may be filtered.

UDP contansa portnumber: As with TCP agan this data may be used to filte traffic and
identi fy a protocol, providi ng vdidai on information for a firewdl.

UDP isna state -full: This meanstha a UDP packet does not do handshaki ng or confirmation
of packets ddivered which meant fever o veheads but dso no connection verification. Making it
difficult to vdidae an UDP connection to expected return traffic, which is done by a TCP

sesion Most firewalls do howeve try and compensate for th's gpplying times and expected

response rules of it's own.

Firewalls — The Basic Description

Although most firewall documentdion presents one with a definition of a firewall. Thisis wha
they dl seemto havein common

A firewall is aperimeter defencedevice: This meansthat any firewdl sdits an @work irnto a
truded or proteded, and un -truged or unprotected side

A firewall filters traffic on a pre -ddfined sd of rules. Any firewall is only as good asit’s
configurati on.

These 2 factors li mits the effectiveness of afirewall dramaticdly andi tisimportant to nae that a
firewd| does na:
= Prded youfrominternd negworks.
= Prdect you from authorized mdidous access. T his ertdls using grarted privil eges or
access for unintended operdions.
= Praec youfrom dl harmful atacks Exploits fou ndonthe Intemet can use service ports
which wil | be dlowed through the firewall to and i nternd sever.

Examples

In most firewall documentaion onewill find firewalls ca egori zed i nthe following mg or graups:
= Packet Filters
®" Applicaion Gdaeways
= Circuit-levd Gaeways
=  Stae-full inspecti on?
Paclket Fiters

A packe filter monitors the source and desti naion IP of any connedion It then verifiesthe
destinai on port of the same comecti on andthen mdchesit aganst it’ s @wnfiguraionto dlow or
deny acomection. A packe filter does no content checking T his meansthd no connectionis
manitored or protocol vdidatedto asetof ules Can a packe filter be fool ed? By spoofing and
IP address one canalready send unwanted packetsinto a ngwork bu  routing rema s an
obstade sed ngreturn traffic from such an atack. This may be overcome but requires further
factors or access. Port re -writing i s another popul ar methodto fool packet filters.

42. Application Gateways

An apficaion Gaeway dlows a conne dion to made to the firewall and then intides a
comection on behdf of the user to the server. Ths mears tha inherently connedion stde is
mantaned and tha contert can be filtered if the applicaion on the frewall (refered to as a
proxy in Gaun tiet) is onfigured to expect only ceta n trafic. Because an gpdication gaewvay
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comedts on behdf of the user this kind of firewall isinherently strong an logging and recording
traffi c and authenticaion. Asone can gather from the fact that aprocess is ran for each expected
savicethistype of firewdl puts agrea amount of load on machine The performance however
of established productslike the Gauntlet firewall remans very good. T he other downfall of a
productisthat it isnot seam esstothe uwser a all. Applicati ons, routing, browsing and mail needs
to point a the firewall or an diased IP address on the firewdl for connectians. UDP connections
arenot handl ed with ease

43. Circuit-lewel Cateways.

A drcut-level gaeway is afirewdl tha run s an goplication that dlows connections through it
and copiesthe bytes across for any connection flowi ng through it, thus creating adrauit. This
type of firewdl hasgot it’ sown strenghsin that it does ot proxy a connection but rather just
maitors a comedion through it. This kind of firewdl is alot less seamless. The content
checking islimited however forthiskind of firewall. Ths meanstha aprotocol could be further
saruti nised and parsed (for instance http commands) to verify vdi dity.

44. State-Full inspection?

A oud e of manufacturers have combined the cncept of proxy -based firewalls and circuit -leve

gaeways witha stde -full -firewd |. This means that this kind of firewdl is seamlessto the user if
youwant itto be

= |t doesdoecorte nt checking passing protocol s throwgh avdidation exercise

= |t keeps adae-tadl e of connedions whereby it monitors the stete of aT CP cannection
andall owstraffic accodingy.

= |t does addresstrarsl ation.
= |t can authenti cate connections.
= Parses UDP through a set of rules and expected responses.

Examples of these kinds of firewdls indude Cisco Fix and Checkpant Firewdl 1. The two
exanples wsed can dso dlow you to configure VPNs (Virtud Piivae Networks) where data
across and un -trusted ngéwork can be encrypted.

) Selecting The Best Firewall?

Asstaed in the document above each kind of firewall has got it' s own strong and weak pdnts
The concept of choosing afirewall i s unfotunady not only evd uaing wha the bes product is
A ooupleof principlesto cansi der:

51. A firewall implements a seauritypolicy.

If you do not havea security pdicy choosing afirewdl is avery had exerdse If you are doing
an emergency implementaion wherethere were no protection previousy and therisk nesds to be
addressed immediady make aure to prioritise the development of such a policy. This does
ind ude changecortrol, which is key to firewall managemert. T hereshou d be dear guidelines as
to whaisdlowed and wha isnot on pdicylevd.

52. Draw up yourown selection criteria.

Although afirewdl implementation should bethe last stepin arisk -andyss process this is not
dways the case Wha this does imply however is tha a sdedion citeria approved by the
appropriae peopl eshodd be compiled. Depend ng on the maurity of the organization’s security
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function th's can range from a checklist to devd gping an architecture includ ng policies and
stendards.

Inany company a mg or concen is cod. This needsto be bd anced with benefit What this does
mean isthat thefeaures ard protecti onrequ red shauld refl et the cost involved. Arothe criteria
will betraning Thsisabig factorif the firewdl will be managed interndly. T he otheroptionis
outsourcing Support for theprodud is abigfactor in s decting afirewall.

6. Condusion

Although | only briefly touched on mog of theissues invol ved in choodng a firewall this should

be a good stating point for seleding a firewall. The bet firewdl however is rot a product
dthough that doesinfluence t he effectiveness of it grealy. It is more a comh ndion of factors. A
firewdl isonly as good asthe policy it i mplements. A firewdl should justify itsexistence inthe
reduction of impact and or probability of threats thus redudngrisk A firewall sho uUd be adive
managed and reviewed. A comh naionof firewd Is can dso beimplemented

So, to try and put tha in one sertence

The best firewdl bdances fundionality, risk reducionand cod ina wdl -managed fashionas a
tod tha i mplements asecurit y policy dong with other devices gplyingthe concept of “ Defence
in Depth”.
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