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Abstract

Firewall rules are a reflection of a company’s security policies, business goals,
and organizational changes. Enterprises must perform frequent audits to confirm
that firewall rules align with strategic or operating changes. Managing the
technical risks of a firewall must also be coordinated with an effort to effectively
present these risks to management.

In GIAC Enterprises, security leaders and auditors prioritized the need for
individual business units to validate their existing external firewall connections.
The goal of this case study was to simplify the firewall ruleset validation process
by creating a central database of rulesets that enables reporting on existing
vendor connections. The overall impact included compliance with auditing
requirements, a more robust risk assessment of firewall rulesets, and centralized
visibility bringing about management response.

Executive Summary

According to the 2004 Ernst & Young Global Information Security survey, only
20% of organizations view information security as a CEO level of priority’. As this
survey reflects, the urgency in mitigating security risks is difficult to convey to
upper management. Security teams must be diligent in not only identifying the
technical risks, but in effectively presenting these risks to management. The
more visibility and evidence that is provided to management, the greater chance
they will prioritize security projects that will minimize risk. “As organizations
move toward increasingly decentralized business models through outsourcing
and other external partnerships, it becomes ever more difficult for them to retain
control over the security of their information and for senior management to
comprehend the level of risk to which they are exposed.*?

GIAC Enterprises has a very decentralized structure. There are over ten
business units, each of which has its divisions. Maintaining control of who has
access to our internal network and critical assets becomes a daunting task. In
GIAC Enterprises, security leaders and auditors have prioritized the need for
individual business units to validate their existing external firewall connections.
This paper provides the approach taken in GIAC Enterprises to 1) centralize all
reporting of 3" party vendor connections, and 2) provide a comprehensive risk
analysis based on both technical and business risks.

Background

Company Description

GIAC Enterprises is a global enterprise comprised of several business units,
each of which interacts with many external vendors who require access to the
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internal network. Each business unit has its own security leader, each of whom is
informally responsible for reporting to the Global Security Leader in the
Corporate division. In this decentralized environment where thousands of devices
must be tightly secured, standardization of security policies and consistent
tracking for compliance requirements is high priority among security leaders,
upper management, and external auditors. It is a company-wide objective to
centralize all the business unit firewall connections in a way that allows ease of
reporting, especially to management.

Overview of Firewalls and Firewall Policy

In GIAC Enterprises, firewalls are a first layer of defense from perimeter attacks.
In most implementations, firewalls filter packets and control flow of traffic in and
out of the network. This paper focuses on inbound requests from external
vendors to the GIAC Enterprises internal network. Firewall rulesets are
configured to block most inbound requests with the exception of connections to
external vendors initiated internally. These rules specify source IP, destination IP,
port, action (accept/deny), and protocol for each connection. Not only do rulesets
define the connection, they also reflect a company’s security policies, business
goals, and organizational changes. The National Institute of Standards and
Technology (NIST) highly recommends that at the minimum, enterprises perform
audits on a quarterly basis to confirm that their firewall rules align with strategic
or operating changes3. The next section explains how auditing is a crucial part of
GIAC Enterprise’s Defense in Depth solution.

Defense in Depth at GIAC Enterprises

The principle of Defense in Depth states that multiple layers of protection should
be used to protect critical devices on the network®. The GIAC Enterprises
defense in depth begins with:
= Perimeter routers to filter out unwanted network traffic from the internet,
» Internet facing firewalls to control flow of traffic to DMZ and LAN,
= Firewalls in front of the GIAC Enterprises LAN to further filter traffic to the
private network, and
= 3" party Cisco PIX firewalls configured with inbound firewall rules from
external vendors.

Intrusion prevention systems are also used to track and block malicious packets
in transmission to our network. Additionally, company policy requires antivirus,
host-based intrusion detection systems, and desktop firewall protection for those
attacks that make it through the initial outer layers. Given that a security device is
only as strong as its configuration, we can establish yet another layer of defense,
which is the frequent auditing of critical devices that our defense in depth
technologies are configured to protect.
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In GIAC Enterprises, auditing requirements are carried out in accordance with
the Sarbanes-Oxley Section 404 (SOX 404) government regulation, which
requires companies to include in their annual reports a report of management on
the company's internal control over financial reporting®. SOX 404 also requires
an audit of these internal controls by an external auditor. Within GIAC
Enterprises, SOX “Level 1” rating represents the most critical rating. It indicates
that devices or systems interact with financial or strategic data. Since SOX Level
Ratings take into account the value of an asset to the business, they are an
essential component of the risk analysis carried out in this case study.

Before

A 2003 year-end audit indicated that GIAC Enterprises did not have a process to
perform periodic reviews of its existing 3" party firewall connections. It specified
that a periodic review was required to verify that configurations and rule sets are
conforming to the standards and to the original request approved by the business
units.

Since this review, GIAC Enterprises has taken measures to begin tracking 3™
party firewall connections. The GIAC Enterprises global infrastructure team
generated a monthly report per GIAC Enterprise business unit that included a
technical risk analysis based on port for each 3" party rule created. For the
business units, these text-based, lengthy reports were difficult to manage and
understand at a glance. Each business unit had to develop its own approach to
translate raw firewall ruleset data into vendor-specific information that was more
useful for internal reporting and business risk assessment. The original ruleset
data provided to each business unit listed protocol type, source IP, destination
IP, business, ports, and risk. This type of output brought with it several
deficiencies and risks.

From a process perspective, each business unit had to either create a script or
manually try to resolve each IP address to host names and vendor names. An
additional effort was needed to add in business-specific descriptions and filtering
capability that made the reports useful to management. This was a duplication of
efforts to translate the initial output, which caused a loss in productivity across
the company.

In terms of data requirements, the report did not include functional sponsor of
each connection or the vendor name for the source. Expiration dates and
mitigations for high-risk connections also were not being tracked. Additionally,
there was not an easy way for businesses to tie each rule to business unit level
projects or applications related to the connection.

From an auditing point of view, the original report contained a risk rating that did

not factor in a weight for the SOX level, a key indicator used in the company to
designate device/system criticality. Each business unit had to devise its own
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process to integrate device risk with the associated firewall connection risk. Also,
because the source vendor names were not being tracked, there was not an
easy way to identify connections for unknown sources, which is a key auditing
requirement.

The vulnerabilities that this case study addressed include expired open
connections and untracked connections from unknown sources, both of which
leave unnecessary exposure into our internal network. The threat we wanted to
prevent was the compromise of critical data through these open connections. If
an attacker were to exploit any of the high-risk open connections, the impact
could be as damaging as the compromise of our most critical strategic or
financial data. In this way, mitigating these risks through improved visibility to
security teams was another step towards protecting the confidentiality, integrity,
and availability of our assets®.

During

Solution Alternatives

My goal for this project was to design an approach to simplify the 3™ party firewall
ruleset validation process and to create a more robust risk assessment of these
rules. See Appendix D for an analysis of the alternatives considered. In
evaluating solutions, several factors were considered:

= |If possible, the solution must leverage existing resources in the
company to minimize costs and development work required

» The solution must significantly reduce the amount of manual work a
business must do to interpret the ruleset reports for auditing
requirements.

= Solution must provide flexible reporting both at a business level and
company-wide.

= The vendors related to open connections must be tracked centrally.

= The solution must track business-specific parameters for auditing
requirements.

One option was to modify initial firewall configuration report to include the
additional required fields, such as vendor name, connection sponsor, and
expiration date. The infrastructure team would store the resulting reports in a
central doc management system accessible to each of the businesses. Each
business would input their data into spreadsheet report for further filtering. As the
firewall configurations are already highly unorganized, adding extra fields would
increase the complexity. Business units would not have capability to directly
manage changes to these fields when needed. Even though the reports would be
in a central location, there would be limitations on reporting, and the business
units would have to create their own method to filter and analyze thousands of
rules in many cases.
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Another option was to purchase a vendor solution. Research showed that there
are some commercial solutions for enterprise reporting and managing of firewall
rules. The interface used for advanced dashboard solutions such as
Checkpoint’s SmartCenter’ can be used as benchmarks for our internal
customization efforts towards business security dashboard reporting. For
example, the SmartCenter solution provides hierarchical policy management, so
reports on firewall rules can be viewed at the Corporate level or per business
unit. Solsoft Security Reporter® is another dashboard that can map business
processes to firewall configurations for compliance reporting. Solutions such as
these require significant level of customization in our firewall environment, as well
as a larger budget than was available.

The optimal solution was to feed reports from our risk analysis tool into a
dashboard. Additional scripting in the dashboard would identify which vendor
each connection was related to. Each business would then log in to view their
vendor connections and add in business risk ratings. They would also retrieve
reports by vendor, by IP address, by risk, and so forth. This is a much more
flexible reporting solution requiring minimal effort from the business units.
Despite the higher development costs, the benefits of improved reporting and
reduction of duplicate tracking processes exceeds the cost. For this reason, a
centralized dashboard design was the most acceptable solution meeting the
requirements of the company security leaders and infrastructure team.

Solution Components

The solution is composed of a dashboard-like interface which presents the
information in a central database, and a risk analysis calculation based on
National Institute of Standards and Technology (NIST) guidelines. The resources
and tools used included:

= Firewall Risk Analysis Tool®: The GIAC Enterprises infrastructure team
developed a tool that assigns a technical risk rating for the firewall rulesets
of each business. The risk tool identifies severity levels by checking for
high-risk ports. Appendix B shows a risk analysis matrix used to define
criteria for these ratings. The risk rating from this tool is factored into the
overall risk rating discussed in the Risk Analysis section of this paper.

= 3" Party Connections Dashboard'®: The backend for the dashboard is a
database storing the 3™ party rulesets for all the business units. Through
the front-end web application, business users can view reports of their
specific connections.

= ARIN/DNS script'®: This script will map source IPs to vendor using the
American Registry for Internet Numbers (ARIN)"", which is an Internet
registry that enables IP address queries. The DNS script will map
destination IPs to host names. This will make it easier to quickly discern
the server/targets for these rules.
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To view how all of these components work together, see Appendix A. The output
from the Firewall Risk Analysis tool is parsed by the ARIN/DNS lookup script,
and then feeds into the dashboard database. All the rulesets are separated by
business, so that each user logging in can view only the rulesets for his business.
At the Corporate level, the reports can be rolled up for a company-wide view of
all the 3" party connections.

3" Party Firewall Dashboard Design

The dashboard application provides the interface to the central database. The
database contains the 3™ party ruleset configuration data for all the businesses,
and the associated vendors and applications. Upon logging in, a user is
authenticated and authorized to view only the data specific to his or her business.
At the Corporate level, an admin user can view connection data for the whole
company. The dashboard application is designed with the following menu

options:

_;—RLJE‘E—:J |—P€:—.=|_|ur|5— _*_"J |—.i\[_|[_||ir_'e11iL:-r:—_] |—A|.1rnir'— :! |—L.u:3r_|u'.—__""J
View Al
WVigw by Vendar

Wiew by Frrewall

Wiew by Protocal

Wiew by Risk Catagory
Wiew by Mitigation Status
Wiew by Paort

Wiew by Expiration Status
Wisw by Application

Through the dashboard, a business user can perform the following functions:

View Reports

View reports by any category and drill down to see specific rule configuration
detail. For example, users can view a list of unique vendors and number of
connections per vendor. From there, they can drill down from vendor name to
see all associated rulesets with that vendor. See Appendix C for the lowest level
detail report.

Update/Add New Application Data

Enter in the names of any applications and related Sarbanes-Oxley levels, which
can later be tied into the 3™ party connections. The GIAC Enterprise business
units assign various SOX Levels to applications, and these applications may be
mapped to projects. It's essential that these firewall rules can be associated with
applications so that they can later be factored into business level risk analyses.
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Update Rules

Filter the rules according to any field, and apply updates to a connection or group
of connections. At the lowest level report, a user can specify mitigation actions,
connection sponsors, expiration dates, descriptions of which projects the rulesets
are associated with, and Sarbanes-Oxley (SOX) Levels for the connections. If a
user enters in a SOX Level, this is calculated into the total risk level, which is
discussed in the Risk Analysis section of this paper.

Risk Analysis

The risk analysis for this case study merges both business-defined risk ratings
and the technical risks assigned by infrastructure teams. According to NIST,
“...the risk management process should not be treated primarily as a technical
function carried out by the IT experts who operate and manage the IT system,
but as an essential management function of the organization.”*?

The NIST components for carrying out a Risk Analysis are':

1) Threat : The potential for a threat source to exploit a vulnerability. The
threats that untracked, unnecessary open connections may cause include
potential DOS attacks on exposed critical systems, potential unauthorized
control of critical system, and potential compromise of sensitive GIAC
Enterprises data.

2) Vulnerability : Flaw or weakness in system security. The vulnerability in
this study includes open third party connections that are expired, have
high exposure levels, and have no mitigation.

3) Likelihood: Capability level of the threat source and the controls in place to
prevent compromise. We measure likelihood by exposure level and
mitigation. High exposure level and no mitigation results in a high threat
likelihood.

4) Impact: Damage a compromise of information assets would cause, based
on criticality of those assets. The impact as defined by the business units
includes device SOX Level ratings. A SOX Level 1 would be assigned a
high impact rating.

5) Risk: Function of likelihood of a given threat exploiting vulnerability, and
the resulting impact of the exploit on the organization.

Given a formula™ where Risk = Threat Likelihood x Impact, the calculated risk
assessment for GIAC Enterprises 3™ party firewall connections is:

Risk = (Exposure Level x Mitigation Rating) x SOX Level
= Exposure Level: High = 5, Medium=3, and Low=1.

= Mitigation: Unmitigated=5, Mitigated=0, and In Progress=3
= SOX Level: Level 1= 5, Level 2=3, Level 3= 1
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If a connection has an exposure level of 5 (high risk port), a mitigation rating of 5
(no mitigation associated with the ruleset), and a SOX Level rating of 5 (Level 1
device criticality), the resulting risk value would be 125, which indicates the most
high risk connection given all the factors.

After
Use Cases

There are several cases where a business unit leader requires these dashboard
reports to make a decision. For example, in many cases, rulesets cannot be
mapped to a known source, or vendor. In one scenario, a business indicated that
they wanted to filter all the rulesets by the ones that are unknown, and specify
that all of these are from a particular vendor. Another security leader needed the
dashboard to apply specific mitigation actions to a ruleset that has been expired,
was mitigated, or has a high-risk port open. Once a user has noticed that a
ruleset has expired, the decision would be to either submit a request to terminate
the connection, or enter in a new expiration date. Also, if a new vulnerability is
identified that affects a specific port, a security leader can quickly check if that
port has an open external connection and take the necessary precautions. A
business can associate various rules to related projects, and then do a quick
search to retrieve all the rules applying to a given project.

Another use case relates to SOX 404 compliance. Two key metrics for the
company’s Sarbanes Oxley IT 404 requirements are 1) the total number of 3™
party connections, and 2) the total number of connections that are not audited or
resolved to a vendor. By referring to the dashboard, a business can view how
many total existing 3" party connections it has, as well as how many rulesets
there are with unknown connections. In this way, this solution helps to meet the
internal auditing requirements as well.

Overall, this solution impacts several areas of the organization. It ensures
compliance with SOX requirements to measure and track 3™ party firewall
connections. It centralizes visibility into 3™ party connections enabling
management to form solid decisions based on known facts. It integrates the SOX
Level device ratings with the more technical exposure levels based on port
analysis. At a high level, this solution improves management of firewall rulesets
across the company, which will in turn lowers the risk to our most critical assets.

Future Enhancements
This dashboard was one effort to centralize reports across the company, but
there are several other places in our Defense in Depth strategy where there is an

opportunity to further integrate reporting and alerting. In later phases of this
solution, the goal will be to correlate high risk 3™ party connections with other
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systems, such as the intrusion prevention systems and firewall alerts. To make
the process more efficient, we can add an alerting mechanism to notify business
units when their high-risk connections have expired. Another area of
improvement may also be the risk analysis. | would like to further define the list of
ports and risk levels based on services used by those ports. Finally, an
improvement area that would help to simplify security metrics reporting is to
integrate the company’s existing security metrics dashboard with the dashboard
created for this case study.

Conclusion

In summary, GIAC Enterprises had a need for a more measurable, centralized
solution for managing 3" party firewall rulesets. Building upon existing company
toolsets and applying industry standards such as NIST, this case study resulted
in a dashboard reporting 3™ party connections from a centralized storage base.
Not only did this solution improve visibility to upper management and external
auditors, it simplified the process of tracking rulesets for each business unit. With
this better visibility, the security teams across the company can track their open
3 party connections and take the appropriate actions, thus reducing the risk to
our most critical assets. Future generations of this solution will focus on
integrating these reports with other security systems in GIAC Enterprises, and
further improving the risk analysis.
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Appendix A: Process Map

This diagram represents the new process of storing the rulesets centrally in the
security dashboard for viewability to each business unit. The original process
sent a report directly from the infrastructure team to the business units.
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Appendix B: Risk Analysis Matrix

The GIAC Enterprises infrastructure team developed a tool that outputs a risk
rating for the firewall rulesets of each business. This port risk analysis is included
in the final risk assessment output of this project. The risk matrix used identifies a
risk level of High, Medium, or Low based on port protocol, and service type. This
was a subjective assessment based on the infrastructure team'’s standards. See
a sample of the risk matrix used below:
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Appendix C: 3" Party Connections Dashboard View
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Appendix D: Solution Alternatives Analysis
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Prowide flexible
repotting, st bath a
husiness unit level Fitter by various fields in the
and company-wide  [configurations, for example see
level all rulesets by vendor or by rizk. 3 5 5
Leverage existing resources to
reduce cost. Outzource far any
coding, of use internal dewv
Cost-effective FESOUFCES . 5 3 1
Track business- S0 Level, expiration date,
specific parameters  (connection sponsar, mitigation
for auditing actions, project description 3 5 3
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For the second option, though it may cost extra with
development, the benefits of improved reparting and
reduction of duplicate tracking processes exceeds the
cost
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