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| ntr oduction

Security should be considered from the onset of any development project. There are several
crucial steps that project developers and project managers can take before code devel opment
begins that can significantly improve the entire development cycle and avoid potentia security
pitfals that would otherwise arise. This document will outline the basic steps that should be
compl eted before code development begins to ensure delivery of a successful project.

Deter mining Owner ship and Responsibility

One of the most important aspects of managing a secure and successful project isto identify the
responsibilities of each group involved with development and streamline communications by
identifying a single authoritative contact from each group. To enforce accountability the
authoritative contact from each group should sign a written agreement stating their role and
responsibilities. The various groups that ought be represented during pre-development will vary
with each project. However, there are afew key groups necessary for successful delivery of any
project.

Development should never begin without first identifying the project owner. Project owners are
responsible for making find decisions about a project. In situations where the projects owner is
actually a group, a single authoritative contact should be identified to represent the group during
project development. |n some situations ownership may be very clear and evident and in other
cases identifying the owner may be more obscure. Here are some questionsto ask that will help
you identify the project owner:

Who requested the project?

Who owns the data utilized by the project?

What function will this project serve?

Who will maintain this project after development is complete?

Project developers are responsible for coordinating project development and delivering a project
that will perform to the specifications defined by the project owner. Project developers should
be able to identify the vulnerabilities of a project and recommend security measures that can be
used to eliminate or reduce those vulnerabilities. Project vulnerabilities that prohibit compliance
with project specifications are the responsibility of the project developer. A single authoritative
contact should be identified to represent the project development group in situations where there
are multiple developers. |f multiple devel opment groups exist, a single authoritative contact
should be identified to represent each developmert group.
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In addition to the project owner and project developer it isgood practice to identify the other
groups impacted by a project. Representation by al groupsistypicaly beneficial and is often
absolutely necessary to the success of a project. Network Administrator’s are bound to have
legitimate concerns over bandwidth issues and firewall rules of any new project. Likewise,
System Administrator’ s will need to identify hardware requirements for supporting servers and
Backup Operators will need to make plansaswell. At a minnmum these groups should bein
communication with the project developer.

Identify The Project Purpose and Requirements

Project identification is the key to understanding a project’s vulnerabilities. A written
description of the project including a statement detailing the purpose of the project and any
requirements placed on the project by the project owner should be prepared and signed be the
project owner and project developer before beginming code development. Project descriptions
may range from a brief paragraph to severa pagesin length. Diagrams, flow charts, and other
documentation may be included as necessary. This description does not need to include every
project detail, but should be defined well enough so that someone unfamiliar with the project
could understand the project’ s purpose and requiremerts.

Identify the Data and Permission Requirements

Describe each group of datathat will be accessed, managed, manipulated, or transferred by the
project. Define the systems or user groups that will have permission to access and manipulate
each group of data. Describe who has authority to assign and revoke permissons for each data
group. ldentify the current and potential quartities of data that will be involved and identify the
acceptable parameters of all data. Thistype of information may seem like unnecessary detailsin
early planning stages and is easy to overlook. However, understanding the data is the key to
understanding how to secure the data and is essentia for avoiding problems latter in
development. Here are afew specific items that should be defined prior to beginning code
devel opment

| dentify acceptable formats and ranges for date fields

Identify the precision and acceptable ranges of each numeric field

Identify the minimum and maximum lengths of each string

Identify any character limitations of strings such as Unicode character support or A-Z
type limitations

Identify acceptable units (e.g. Will currency be tracked is US Dallars or Eurocurrency)
Identify the quantity of data that the project should be designed to handle.

| dentify the quantity of data that the project should be designed to process during a given
time period.

Identify the maximum number of users that will have access to read or modify a
particular group of data at any onetime.
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Identify the Users

Identifying the user groups will often provide insight into how the project will be used. Identify
how many users will be on the system; identify that the established data parameters will
accommodate the user groups; and identify the physical environment of the users. If userswill
be accessing the project from remote connections across the Internet security measures will
likely be different then if users were all located within a single secure building.

I dentify Supporting Systems and their Vulnerabilities

Describe each system that will be utilized by the project. System descriptions should identify the
group responsible for managing the system as well as the minimum hardwar e requirements of the
system; operating system; particular service pack when relevant; any software dependencies of
the project; and any other system requirements. If the project is being designed for cross-
compatibility describe each system that the developer will need to support. Define any relevant
details about the security measures that will be used for each system as well as the system’s
vulnerabilities. For example you may define that the system has a backup power reserve of four
hours. Thiswould aert project managers that additional hardware will need to be purchased if
downtime from long-term power failuresis not acceptable.

When determining ownership of systems describe the owner asthe largest relevant group. For
example if the system is owned by another business describe the owner as that business entity,
not the current employee who will be administering the system. This correctly places the
responsihility on the management group and prevents questions in the event that an employee
leaves the company or restructuring eliminates a particular position.

In cases such as the Internet where describing each of the systems or components involved in
transferring the data would not provide beneficial detailsit is aright to smply group the systems
asawhole.

The technologies and coding languages that will be used should & so be determined before
beginning code development. Use of technologies with known security issues should be
avoided. Additionaly, each technology should be reviewed for compatibility issues with the
other technologies being utilized. Technologies need to match the program requirements. For
example an Access Database would never be used to store sensitive customer information.

Identify the Threats

| dentifying the threats that your project may face will help in identifying the vulnerabilities and
will assist in selecting the appropriate security measures for protection. Threats may be
environmental such asflood, fire, or power failures; users may also threaten the project with
carelessness, mischief, ignorance, or theft; systems may threaten the project with potentia
hardware failures or poor performance; non-authorized use and non-intended exploits of the
projects designed functionality may also threaten the project.
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Identifying Vulnerabilities

Project owners cannot make sound decisions for the project unless the vulnerabilities have been
identified. Itisimportant that the project owner understand that Trojan programs running on
clients, long-term power failures, and network outages are potential vulnerabilities. The project
owner must then decide whether backup generators, redundant network links, and tighter security
controls need to be implemented for the project. These decisions will greatly affect project
development and need to be identified before coding begirs.

Identify how vulnerable a system isto scaling difficulties. Project developers should be able to
provide an estimate as to the maximum abilities of the project and should identify how well the
project will scale if needed. Additionally, a project should be reviewed from a manageability
standpoint. Projectsthat are difficult to manage when implemented will be more susceptible to
security problems..

| dentify the Security Measuresto be Used

From the project description you should have a clear understanding of the project, including the
flow of data, data parameters, permission requirements, and the relationship of the supporting
systems. From thisinformation you will be able to identify what data needs protection, and the
vulnerabilities that exist. By carefully selecting the security measures to be used you will
eliminate or reduce vulnerabilities to atolerable level.

Authentication

Authentication is used to validate the source of data and should be used whenever datais
transferred between systems or terminals. The method of authentication will vary greatly
depending on the exact implementation and may range from use of anonymous guest accounts to
multiple authentication methods used in parallel. The authentication method or methods chosen
for a project should reflect the project’ s security requiremernts.

Security in Transport

While authentication is used to identify the source of the data, transport security is used to ensure
data confidentiality and integrity as the data stream is transferred between systems. Forms of
transport security may include network segmentation, utilizing private communication lines,
encrypting data, and physical security. As with authentication, the methods employed for
transport security should reflect the security requirements of the project.

© SANS Institute 2002, As part of the Information Security Reading Room. Author retains full rights.



Physical Security

The security of any system is only as good as its physical security. Project development may not
be dependant on physical security of the supporting systems, but project owners would be remiss
to not consider physical security as a project vulnerability. Project owners should require a
written agreement with system owner’ s that defines the security expectations and requirements
of each system. Physical security not only includes restrictions on access to the system, but aso
includes protection from fire, floods, wind, and power outages.

Data Parameters

Datavalidation is essentia to security. Data parameters should be defined as well asthe
locations within the data flow that validation will occur. When possible at least rudimentary data
validation should be handled on the client before the datais transferred to a server. However,
client side validation should never be used to replace server-side validation.

Signing-Off on the Project for Development

Whether a project will be managing sensitive data or a web page is being developed to provide
information free to the public, it is essential that a written statement describing the project’s
security measures and vulnerabilities be signed. By signing-off on a statement describing the
project’ s security, each group will take responsibility for the decisions they have made.
Additionally, communicating the project requirements to the different groups involved may aide
in identifying potential security problems that may not have been noticed until latter in

devel opment.

After al necessary information has been put together it should be distributed to the project
owner, project developer, and the owners of the supporting systems for review. The owners
should then distribute copies of this report to their direct contacts as necessary. There are bound
to be questions and revigons as copies of the document are distributed to System
Administrator’s, Network Administrator’s, Information Security Officer’s and the various people
that will be working directly with the project. Make sure you alow plenty of time for the
document to be reviewed and revised. It isessential that questions and concerns be worked out
prior to beginning code devel opment.

It isimportant that each group be comfortable with signing the document and that no group
sgns-off for requirements which they cannot support. If the Network Administrator has
concerns about bandwidth or Server Administrator’ s have concerns over load then the
requirements should be further defined before the agreements are signed.
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Conclusion

By utilizing the suggestions in this document you will be able to identify the project’s security
needs and provide the best solutions to reduce or eliminate the vulnerabilities that a project will
face. After development is complete you will be able to review the project to verify that the
agreed upon security requirements have been met.
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