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Why Small Businesses Need to Secure Their Computers (and How to Do it!)

A speech to be given to local small business people

I’m here to talk to you about computer security —and | don’t mean just locking it up in a closet!
I’m talking about making sure that the information you keep on your computer(s) is safe, that the
only people who see that information are your employees, and making sure that the information
is available when they need it. I’'m also talking about making sure that no one (make that no
hacker) is using your computer to do things that you don’t know about. Things that might make
you legadly liable for someone else’s actions.

When the Internet first became publicly available, and for several years thereafter, | used to tell
people that, “If someone’ s trying to hack into your computer over a slow 56k modem, you’ ve got
bigger problems to deal with.” | still believe that today, but the problem is the meaning of the
phrase “to hack into your computer”. What | mean by that is, if someoneistrying to steal large
amounts of your information from your computer over a (by today’ s standards) slow 56k
modem, then you do indeed have serious security problems— not just computer security
problems.

But any computer connected to the Internet today is asecurity risk. The speed of your | nternet
connection does not matter—the fact of the connection is enough to put the computer at risk.
The speed of the computer makes no difference—if it’s good enough to surf the Internet, it's
good enough for hackers to break into. And it does not matter what software is running on the
computer—all popular software titles are vulnerable to misuse and attack.

Let’s distinguish between different types of “hacks’, or attacks, on your computers. Some of the
most common kinds of attacks are:

Hacking: To most people, hacking is a catch-all term for any kind of attack, but to computer
people, it means, “ Gaining unauthorized access to a computer system”. A hacker is the person
who does the hacking. Think of him or her as a cyber-trespasser.

Espionage: Stealing your information. Thisishacking into your computer. This attacks the
confidentiality of your information; that is, how can you be sure that the only people who have
seen your information are the people you'’ ve authorized?

Defacement: Changing a Web site (or any other information stored on a computer) without the
owner’s permission. Thisis aso hacking into your computer. Some defacemernts are very minor
and can barely be seen; some are magjor changes to the Web site like putting up insults, racia
epithets, obscene materials, or other things that you probably don’t want associated with your
company. This attacks the integrity of your data; that is, how do you know that the information
is accurate? How do you know that someone hasn't changed a phone number, or an address, or
the balance due on an invoice?

Denial of Service (DoS): Inits simplest form, a DoS attack prevents you from getting to your
information — therefore denying you of the service your information provides. Depending on
how you’ ve been attacked, this may or may not involve hacking. There are many forms of DoS
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attacks, from deliberately causing your computers to crash to deliberately preventing anyone
from getting to your Web site. Thisis an attack on the availability of your data. Even though
the hacker may not have your data, they have prevented you from having your data, too, which
can be just as bad.

Distributed Denial of Service (DDoS): DDoS is avery widespread type of DoS attack. The
classic DDoS attack is one where the hacker hasyour computer run a program that you don’t
know about that helpsina DoS attack against another computer. (Typically, the hacker has also
gotten many other computer to participate, also without their users' knowledge.) In this cas, the
hacker isn’t interested in your information; they’ re interested in using your computer for their
own purposes. Thismay aso involve hacking — certainly, your computer has been hacked,

hasn’t it? Thisis also an availability attack, but not against your data. DDoS attacks the
availability of your computer — after all, if your computer is busy doing something for someone
else, it isn't busy doing your work. And, it’s also an attack against someone else’s data.

How bad isthe problem?

Everyone's heard stories about the Pentagon’ s computers being hacked into. What you should
know is that the Pentagon maintains two types of system (as far as security goes): classified and
unclassified. The differenceisthat the unclassified computers don’t (or shouldn’'t, anyway) hold
any classified information. The Pentagon confirms that in calendar year 2000, there were 215
successful hacks into their unclassified computers. That’s an average rate of someone
successfully hacking into the Pentagon’ s computers almost every business day of the year. (The
good news isthat they say they are unaware of any successful hacksinto their classified
systems.)

Other recent hacks:

= Therespected SANS Institute’ s (www.sans.org) Web site was hacked into and defaced in
July of 2001. (SANS is a private organization dedicated to educating the technical
community on how to secure their systems.)

= In May of 2001, the White House Web site (www.whitehouse.gov) was taken off the
Internet by a successful DDoS attack. And inJuly and August of 2001, the first Code
Red worm was trying to DDoS the White House.

= Severa Microsoft Web sites were also successfully attacked with DoS attacks at various
timesin 2001.

The University of Californiaat San Diego recently released a study in which researchers estimate
that there are over 4,000 successful DoS attacks against somebody every week’.

Why you—the small business per son—need to be concer ned

Myth #1: “Oh, my datais not all that valuable to anyone else.” That may betrue, but it's
probably not. How much is your client list or a copy of your latest bid worth? Probably not
much to one of your clients. To one of your competitors, though, they are likely worth quite a bit.

! Lemos, “Study: Sites attacked 4,000 times a week”.
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Of course, if you'rein any of the healthcare or financial professions (or even just in an affiliated
field, like insurance), then there are many state and federal regulations regarding what
information you must keep private, and what steps you must take to take to make sure the
information stays private®®,

But, what if the person attacking you is not trying to steal your information? Suppose they are
trying to just erase it without stealing it? Suppose al they are looking for is the private telephone
number of your best client? Suppose you are running a remote control program like PC
Anywhere, and the attacker uses it to do his dastardly deeds? Or, suppose that the hacker doesn’t
want anything to do with your information — he wants your computer to do his bidding, like
spreading the Code Red worm?

Myth #2: “My computer (or my connection) istoo slow for anyoneto care”. Keep dreaming! If
you have aregular modem, your connection is indeed slow by today’s standards. But it’s not too
slow that a hacker couldn’t use your computer for things you don’t know about—Ilike spreading
the Code Red worm or any other DDoS attack. And, of coursg, if you have a high speed
connection (cable modem, DSL, satellite, ISDN, etc), then you have a connection that usually
isn't turned off, and isn’t too slow for anything.

Myth #3: “1 must be secure; I'd know if anything were doing on my computer.” Really? How
would you know? Especidly if the hacker took care to make sure that whatever he/sheis doing
doesn’t show up on your screen?

And, let’ s suppose you would know if something is happening on your own computer—likeit's
suddenly running slower, or you’ ve suddenly lost a couple of gigabytes of storage space. Would
you know the same thing about every single computer in your business? Most business people,
of any size business, would not.

Let’stry atest. Press Ctrl-Alt-Del on your computer. Thiswill bring up alist of programs that
are running on your computer right now (Windows NT and 2000 users will have to hit the “Task
List” button after pressing Ctrl-Alt-Del). Do you know what every single one of those things
does? Areyou sure that none of them are malicious? And, suppose the hackers thought of Ctrl-
Alt-Del, and made sure that whatever programs they' re running on your computer don’t show up
inthelist?

“Why do | care?’

Y ou certainly care about the reputation of your business. If, for example, someone changed (or
“defaced”) your Web page without your knowledge, that may reflect poorly on your business
and your reputation (how poorly depends on what the hacker did to your Web site). You
certainly don’t want to let it get around that you don’'t keep your clients' information
confidential.

Y ou care that your information is available to you—that your computer hasn’t crashed because
someone thought it would be fun. Think about what business function provided by your
computers that your business couldn’t survive without. For some businesses, it’s their

2 “Protecting the Privacy of Patients' Health Information.”
3 “Gramm-Leach-Bliley Summary of Provisions’. TitleV — Privacy.
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accounting database; for others, it might be their contact list or their materials tracking system.
If your computers and that critical information they hold weren’t available to you, then your
business would likely suffer the consequences.

Also, not securing your Internet-connected computers might be construed — legdly — as
negligence. Think “Due Diligence” —if your lack of action causes harm to someone elsg, it's
possible that you and your business could be held liable®. Currently, thereis very little case law
on this particular subject. You probably don’t want to be the test case.

You'reconvinced

Alright, let’s say I’ ve convinced you of the need to secure your computers. But, the Pentagon,
the White House and Microsoft, who have alot of time, money, and other resources to throw at
the problem, are still getting hacked. So what can you, the small business person do? Asit turns
out, quitealot! And, amost everything listed below is either free or pretty closeto it.

Backups

You've heard al of your friends and relatives who know anything about computers tell you to
back up your data. Y ou’ve heard the horror stories about people who' ve lost months of work
because their computer crashed and their thesis (annual report/great American novel/tax
return/whatever) can't be recovered. You've read or heard or seen the news about someone
picking up a computer virus and it wiped out all of their information.

All of these stories are inevitably followed by something like, “and they didn’t have a backup!”
What's a backup? A backup is copy of your data, usually stored somewhere other than on your
computer, that you can refer to if something ever happens to your computer and its original copy
of the data.

Because part of the ideain backing up is to physically take the backup copy somewhere else,
most devices for backing up data use some kind of removable device to hold your data. One
popular type of backup device is called atape backup unit, or tape drive. A tape drive puts your
data on atape that resembles a standard music cassette tape, which you can then take with you
and put in asafe place. Another popular backup deviceiscalled aZip drive. A Zip drive looks
like aregular floppy drive, except that its disks hold almost 175 times as much as a regular
floppy disk. ThismakesaZip driveideal for backing up your important project data, your
customer or accounting database or any other discrete set of data.

Y ou may not consider backups to be part of computer security, but they definitely are. There are
lots of ways to make hacking into your system more difficult, or to detect viruses before (and
after) they strike, and there are lots of ways to attempt to recover data that’s been lost through
malicious means. But, there is absolutely no better way to ensure the availability of your data
after an attack, and the integrity of your dataif you think it's been compromised, than a good
backup.

(Of course, there' s no better way to compromise the confidentiality of your data if you don’t
physically secure the backups, as well!)

* Effross, Section 1, Subsection C, “Malpractice/ Negligence” and Section |11, Subsection A, “Duty of Due Care”.
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Patching your systems

All of you hearing this speech have, I'm sure, extensively used some version of Microsoft
Windows. Therefore, you must all be aware of the dreaded “Blue Screen of Death” (BSOD),
when your screen turns entirely blue, and white printing on top of the blue screen announces (in
avery cryptic fashion) that you have just lost whatever you were working on. By far, most
BSODs are caused by errorsin the software, called bugs. Of course, not al bugs cause BSODs -
some bugs cause your computer to be vulnerable to people who would attack it.

Most software companies (including al of the big names in the industry) spend alot of time and
effort fixing these bugs when they find out about them. These fixes (called patches) are usually
available free on the company’s Web site. But, many people do not apply the patches — witness
the efforts by the Federal government over the last several weeks to get as many people as
possible to patch against the Code Red worm. An unpatched computer is then vulnerable to
attacks. What this means in a practical senseisthat an unpatched computer could be hacked
using a bug discovered two years ago — a bug that was fixed in a patch released 18 months ago!

At the very least, you should patch your operating system (which is probably some flavor of
Windows) and any software you use with the Internet, like your Web browser (probably Internet
Explorer or Netscape Navigator) and your email program (probably Outlook, Outlook Express,
Netscape Mail, or Eudora). Y ou should also check for new patches at least once per month.

Y ou can find those patches on the software manufacturers: Web sites, many of which are listed
in the Appendix.

Anti-Viruses

Every couple of months, it seems, the evening news is talking about the latest computer virus
that’s going to come along and put you out of business. There have been several in the recent
past — Mélissaand ILOVEY OU, and just recently, SirCam and Code Red. New viruses are
being released (some might say “inflicted upon us’) al the time — some estimates range as high
as 10 to 15 new viruses per day.”

A computer virus, in one sensg, is like any other computer program: someone has written it to
perform a specific task. The main difference between regular programs and viruses, though, is
that viruses often are intended to do things to your computer that you don’t want them to do —
like erasing your files, crashing your computer, making your computer run slower, or in some
way making your information and/or computer unavailable to you. Also, unlike regular
programs, virusesreplicate, or duplicate themselves and try to spread to other computers.

What can you, the average user, do to protect yourself against viruses? Why, practice safe
computing, of course! First, purchase and install an anti-virus program if you don’t already have
one. (For alist of popular anti-virus manufacturers and their Web sites, please see the
Appendix.) Since most viruses these days are spread by email®, be very careful about your
incoming email. Make a habit of deleting emails that come from sources you don’t know
(without opening them first). Be especialy careful of email attachments that do come from

> “|nternet Security for the Web” 9
® “Home Network Security” Section |11, Subsection B, Paragraph 9.
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people you know, even if you are expecting to recelve them. Save al incoming attachments to
your hard drive and scan them for viruses before opening them.

Many viruses still spread on floppy disks. Be sure to scan any floppy disk that you put in your
computer with an anti-virus program.

Anti-virus programs also do more than find just viruses. They aso find other kinds of malicious
software that are not technically viruses. “Trojan horses’ are programs that appear to do one
thing while actually doing another—think of a Solitaire game downloaded from the Internet that
does indeed play cards but also does something else, completely different, that you don’t know
about. “Worms® act like viruses, but they infect entire systems rather than individual files. The
recently famous Code Red was actually a worm.

Of courseg, if you bought an anti-virus program, or one came installed on your computer when
you bought it, the anti-virus program will be able to protect you against viruses, right? The
answer is: sort of. The program should protect you againg all of the viruses that were known
about when it shipped from the factory. Unfortunately, the program has no way of knowing
about viruses that came out after it was shipped.

The manufacturers of anti-virus software spend alot of resources keeping up with al of the new
viruses, and coming out with cures for them as fast as possible. They’re pretty good about it,
too; most of the viruses have cures before they can cause trouble. All of the manufacturers
release updates to their anti-virus programs on aregular basis, so that the anti-virus program on
your computer can know about the viruses that came out after you got your anti-virus program.
What you have to do is go the manufacturer’s Web site and get the latest update, and keep going
there at least one a month for new updates. (Anti-virus update Web sites are also listed in the
Appendix.)

Firewalls

Many of the hacks we discussed earlier are possible because the underlying structure of the
Internet is public knowledge’, and hackers use that public knowledge to figure out ways to slither
in between the cracksin that structure. One way to keep out al but the best hackersisto use
what's called afirewall. Firewalls help sead the cracks and keep out a lot of less knowledgeable
hackers.

A firewall is placed between the Internet and your computer or network. It examines al of the
data flowing in and out and decides whether or not to alow that datato flow past. It makes these
decisions based on a set of rules, or instructions, that tell it what is and what is not allowed to
flow past.. Most firewall manufacturersinstall a set of rules at the factory (called the default rule
set) that is good enough for most everyone. In other words, you probably won’t have to fool
with it to get it working right; it will probably work just fine right out of the box.

A firewadl not only keeps unauthorized people out, it also keeps your datain. Many Web sites
gather information about you and your computer when you visit the sites. Because of the high
degree of automation in today’ s Web sites and the integration of Internet functions in almost
every piece of software, you may be sending more information than you know (or want) to

T« Officia Internet Protocol Standards.”

© SANS Institute 2001, As part of the Information Security Reading Room. Author retains full rights.



different places on the Internet. Many firewalls have the capability to stop this information from
leaving your computer (or your network, depending on what type of firewall you have).

A firewall can be either a piece of hardware or a software program. Hardware based small
business firewalls are usually about the size and shape of acigar box. You plug one side into
your Internet connection, plug the other side into your computer or network, follow the setup
wizard’ s instructions, and you’ re ready to go.

Of course, purchasing a hardware firewall involves spending money, and none of the small
business people | know (myself included) like to do that. And, a hardware firewall requires
some setup and some knowledge of networks, which most small business people lack. So, for
those who are uncomfortable with a hardware firewall, you can use a software based firewall. A
software firewall is a program that you load on your computer like any other program. Several
decent firewalls are available free of charge for home use, like Zone Labs ZoneAlarm, Tiny
Software’ s Tiny Personal Firewall, and Sygate Technology’s Sygate Persona Firewall. (As
always, Web sites are in the Appendix)

M odems and modem-based software

Did you see the 1983 movie War Games with Matthew Broderick? The one where he hacked
into the Pentagon’s computers and almost started World War 111? Remember how he did that?
He used a modem—a device that hooks your computer up to a standard telephone line.

These days, modems are mainly used for connecting to the Internet. But, many small businesses
also use modems for communicating with their vendors and employees who work from home.
And, unless you are unusually security-conscious, chances are that there islittle or no security on
your modem software.

The problem hereis that hackers know this, too. They know that if they can find out what the
telephone number of your modem is, they may have an easy point of entry into your system. The
easiest solution to this security problemis also the most obvious—turn off the modem when
you're not using it. If the modem is inside the computer, you can unplug it from the wall when
you'renot using it. Problemsolved. If you'rein a Situation where turning off the modems is
inconvenient or just not possible, then you need areal computer security specialist to make sure
that your modems are used only by those who are authorized.

Passwor ds

How many of you reading this have your passwords written down on a dlip of paper? Isthat dip
of paper under your keyboard, in your wallet, in your desk drawer, or taped to your monitor? Is
the password derived from your name, your spouse’ s name, one of your kids', parents’, siblings
or pets’ names, your home or work address, or your telephone number? Isit, perhaps,
“password”? 123457 54321? Are you now wondering how | figured out your password?

Passwords are usually one of the weakest links in any security scheme because most people
choose passwords that can easily be figured out. They use the name of the month, or the make of
their car, or the name of the street where they live. These kinds of words are called dictionary
words, and when used as passwords, they can be cracked in minutes. Adding a nonsense
character or two to the beginning or end of aword is, unfortunately, not a solution, because the
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hackers are wise to tricks like this (I thought my own password was secure. A password
cracking program called LC3® cracked my password in less than 2 minutes. It didn’t take me
even that long to change my password to something more secure.)

S0, change those passwords regularly! Don’t use dictionary words as passwords. Instead, use a
whole phrase, or even better, just the first letter from every word in the phrase (or the last | etter,
or the first letter from the first word, second letter from the second word, etc). Mix capitals and
lower case letters, put some numbers and nonsense charactersinto it (like ! @#* &), and now
you'’ve got anice, strong password. Can it be cracked? Given enough time, any password can
be cracked. But, believe me, it won't take only 2 minutes.

Encryption

For the serioudly paranoid among us, or, more realistically, for those who place a high value on
their data, let’ slook at encryption. Encryption is the process of turning regular, ordinary,
everyday datainto ajumble that no one could possibly understand. Decryption is the process of
turning the jumble back into usable data. Encryption and decryption, therefore, are two different
sides of the same coin.

In its smplest form, encryption is Simply replacing letters of the alphabet with different lettersin
the same pattern. For instance, the word “telephone” would become * gbibmelkb” if encrypted

by just substituting each letter with the one that comes three positions before. That is, Q comes 3
letters before T, B comes three letters before E, and so on. Thisis the kind of encryption your
children find in breakfast cereals with “magic decoder rings’.

As you can imagine, encryption schemes used to protect sensitive data are considerably nore
complex and far more difficult to break. Some of the best encryption schemes available today
are asymmetric—they use one password to encrypt the data, but require a completely different
password to decrypt the data. Thisis called Public Key/Private Key. One of the passwords (the
“public key”) is not kept secret. You let the entire world know what your public key is; anyone
can then encrypt (but not decrypt) data that they want to send to you. Your “private key’ isthe
one kept secret; it is the password you use to decrypt the information and put it to use. Public
Key/Private Key is commonly used in email and other methods of transmitting data.

Y ou can also encrypt the information that is on your computer. Suppose, despite your best
efforts (and following al of my advice!), that a hacker does manage to break into your system.
If your datais encrypted, then you at |east know that any data they take is likely to be useless to
them. Even the FBI has difficulty breaking the encryption of one of the most popular programs,
PGP® (PGP stands for “Pretty Good Privacy”, which it probably is if the FBI can’t break it).

Testing

S0, you' ve changed your passwords, updated your anti-virus, backed up, and encrypted your
data. You've patched al of your software, turned off your modems, and installed afirewall.

8« About LC3"
° Hopper
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Have you missed anything? Is there a setting you meant to make but forgot? In other words,
how do you know if you're secure?

Y ou probably won't be surprised to learn that there are some basic security scanners available
free on the Internet. Two of the most popular free scanners are Gibson Research Corporation’s
ShieldsUP! and Symantec Corporation’s Symantec Security Check. Both toolswill give you a
good idea how vulnerable you are, both before and after you work on securing your systems.
And, these “hacking” tools are so easy, even an adult can use them!

For amore in-depth analysis, many computer security companies offer penetration testing, or
trying to hack into your system. For afee, and with your written permission, they will attempt to
break into your system (without defacing your Web page or compromising your data) and
recommend ways to close any openings they find.

Conclusion

Small businesses are connecting to the Internet like never before. Their computers, therefore, are
vulnerable to hacking like never before, too. There are many things that any small business can
do to help secure its own computers and prevent them from being used in attacks on others; and
these things cost little or no out-of-pocket money. Y ou, the small business person, should not
only take these steps to secure your own computers (and the future of your business), but a'so
urge al of the other business people you know to do the same.
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APPENDIX

Listed below, by section, are all of the Web sites discussed above. Also listed are some that are
not discussed above, but are relevant to the section they are listed under. For instance, there are
no Web sites discussed in the section of the paper on hardware firewalls, but there are severd
hardware firewalls listed in the relevant section below. For all sections of the paper, there are
many more Web sites that are relevant to the subjects being discussed than are possible to list
here.

How bad isthe problem?

SANS. www.sans.org

The White House: www.whitehouse.gov
Microsoft Corp.: www.microsoft.com

Backups
Zip drive: http://www.iomega.com/zip/index.html
Tape drive: http://www.seagate.com/product s/tapesal es/tapeselect/

Patching your systems

Microsoft Windows (including Internet Explorer and Outlook Express):
http://windowsupdate.microsoft.com

Microsoft Office (including Outlook): http://www.officeupdate.microsoft.com
Netscape: http://home.netscape.com/computing/download/index.html

Eudora: http://www.eudora.com/products/eudora/downl oad/

Corel WordPerfect Office: http://www.corel.com/support/downl oads/index.htm
L otus SmartSuite: http://www.support.lotus.com/ftp.nsf/maindir

Anti-Viruses
Symantec (Norton Antivirus): www.symarntec.com
New viruses update: http://www.sarc.com/avcenter/download.html
Product patches: http://www.symantec.com/nav/index_updates.html
Network Associates (McAfee Antivirus): www.mcafee.com
For updates: http://www.nai.com/naicommon/downl oad/dats/find.asp
For new viruses update, select “DAT Only”
For product patches AND new viruses update, select “DAT + engine’
Computer Associates (Inoculan): www.cai.com
Virus definition file: http://support.ca.com/Download/virussig.html
Product patches: http://support.cai.com/Download/patches/techptch.html
For other Anti-virus vendors, please see: http://www.cert.org/other_sources/viruses.html#V |

(Continued next page)
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Firewalls:

Selected Hardware Firewalls:

Linksys Cable/DSL router: http://www.linksys.com/products/product.asp?prid=20& grid=5
3COM OfficeConnect® Internet Firewall 25
http://www.3com.com/products’en_US/detail.jsp?tab=features& pathtype=purchase& ku=3C167
70-US

Sonicwall:  http://www.sonicwall.com/products/access.asp

Selected Software Firewalls

ZoneAlarm: http://www.zoneal arm.com/

Tiny Personal Firewall: http://www.tinysoftware.com/pwall.php

Sygate Personal Firewall 4.0: http://www.sygate.com/free/spf _download.htm

Passwords.

@stake s LC3: http://www.atstake.com/research/Ic3/
Windows Security Guide's Random Password Generator:
http: //www.winguides.com/security/password.php

Encryption:
PGP:  http://www.pgp.com/products/freeware/default.asp
International PGP Web page: www.pgpi.com

Testing:

Gibson Research Corporation’s ShieldsUP!  https.//grc.com/x/ne.dl?bhObkyd2
Symantec Security Check:

http: //security.norton.com/default.asp?productid=sarc& |angi d=us& venid=sym
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