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Keeping the Private Intranet Private

In today’ s interconnected world, a company’s private network, the intranet, often is not so
private asit once was. Inter-company relationships and employee connectivity needs often
require other computers to be able to connect to the intranet through an uncontrolled network.
(For the purposes of this discussion even a dedicated connection such asa T-1 lineis considered
uncontrolled.) How can an administrator of the intranet have a reasonable confidence that these
communications lines are not being used for unauthorized access to company data?

Between employees working from home or on the road, customers needing access to data, and
vendors who may be accessing data or updating systems, there can be marny points of accessto a
corporate intranet. Each one of these pointsisa potential security hole that unauthorized people
can use to access the private data of the corporation. The problem faced by network
administratorsis how to control those access points and minimize the risk involved.

International Data Corp. performed some market research that indicated that there will be more
than 20 million broadband usersin the United States by 2003. Of those users, sixty-four percent
plan to access their corporate network remotely over these high-speed connections'. Craig
LaHote, network administrator at SR Equipment, admitted that remote access is hard to control.
He stated that “we really have a hard time enforcing policies there. We have a policy but no real
way to audit [users] except basically asking them to comply.”?

One of the more popular methods of controlling access to the intranet is the Virtual Private
Network (VPN). A VPN encrypts data between two points so that anything passing between
those two points cannot be understood by somebody eavesdropping on the communication. In
thisway, it assures that the data is protected from unauthorized viewing or tampering asit
traverses the Internet.

A VPN can be configured between two networks, or between a single computer and a network.
A VPN between a single computer and a network works well for connecting employees who are
working from home or on the road. In this scenario datais encrypted at the employee’s
computer and unencrypted at the border of the corporate intranet. Asthe datatravels across the
Internet, it cannot be viewed by someone else.

VPNs also work well for connecting business partners across the Internet. A VPN can be set up
between the respective intranets so that all communication between the networks is encrypted.
An exampleis an individual in one company needing to send information via FTP to another
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company. FTPisan inherently insecure file transfer method since the user id and password are
sent across the network in plain text. However, if aVPN is established first, the user id and
password are encrypted by the VPN before being sent over the public network.

The VPN, however, is not amagic blanket solving al of the problems of connecting remote
usersto theintranet. There are severa issuesthat aVPN does not address. Basically, aVPN
extends the intranet beyond the firewall by allowing a computer or network outside of the
firewall direct access to the intranet. However, the VPN itself does nothing to protect the remote
computers and networks at the other end of the connection. If access to these remote systems is
not protected, then that severely degrades the effectiveness of any other protection measures that
arein place. AsMike Hager, vice president of security at Oppenheimer Funds, stated for
InternetWeek, a company’ s overall security “is only as good as the home PC security.”?

As an example, take the case of an employee connecting to the corporate network from home.
Thisindividual has a DSL connection to the Internet and uses a VPN to connect to the
company’sintranet. The VPN does nothing to protect the employee’ s computer at home or
prevent a hacker from gaining control of it. Once a hacker has this access, they can view any
data that is on the home computer, or can use the VPN to access the corporate intranet. The
VPN also provides a clear path into the intranet for any trojan horse program that may be on the
user’s computer, or for e-mail messages with dangerous attachments. This same scenario can
exist with a VPN between business partners if someone gains unauthorized access to a business
partner’s network or if their network is not secure against trojan horses or viruses.

A defense-in-depth procedure needs to be followed outside of the company’ s intranet as well as
insgde. A defense-in-depth approach to security creates multiple levels of protection. A firewall
alone is not enough to protect the intranet. Nor isa policy for strong passwords. Both of these
methods for protecting the intranet should be used in addition to others. Using a defense-in-
depth approach provides greater protection because if someone finds away to bypass one level
of security, there will still be other levels protecting the intranet. This method of securing the
network should be applied not only to the intranet and computers residing inside the corporate
network, but also to any computer connecting in from outside the intranet.

In the case of an employee connecting from home there are a couple of different approaches that
can be taken. First, acompany could require that current anti-virus software and a personal
firewall exist on an employee’s home computer before granting access to the intranet. However,
this solution has problems of its own. In the case of a hon-technical employee, who is going to
make sure that the software is configured properly? Also, how can the company be sure that the
software is not only configured properly, but is active? Findly, if the company is dictating what
software should be installed and configured, then they are opening themselves up to support calls
when those applications break other applications that are already on the user’ s home computer.
In that case, an already overworked IT department now has the additional job of supporting the
home computers of anyone who connects to the intranet.

The second approach is more expensive, but could be considered more secure. In this case, the
company provides a computer to an employee who requires remote access. This computer would
be given to the employee with the understanding that it is for business use only and no other

© SANS Institute 2001, As part of the Information Security Reading Room. Author retains full rights.

Page: 2



software should be installed on it. The computer would have to have appropriate security
installed on it so that, regardless of whether or not it was being connected to the intranet, the
computer would be relatively secure. The computer would need to be running Windows NT or
Windows 2000 so that the operating system could be configured to prevent the user from
installing other software. It would also have appropriate anti-virus software and persona
firewall softwareinstaled. In order to keep maintenance of these remote systems from
becoming too difficult, the anti-virus software and personal firewall would need to be
manageable from a central location.

While VPNs, anti-virus software, and desktop firewalls have been around for awhile, getting
them to work together as a cohesive system has been difficult at best. Recently Linksys, Zone
Labs, and Trend Micro took a step in this direction by forming a partnership to alow their
products to work together. The partnership uses Linksys NAT-based router, Zone Labs
ZoneAlarm Pro personal firewall, and Trend Micro’s PC-cillin anti-virus software. The key to
this configuration isthe LinkSys router. This router checks the client PC to be sure that it has the
proper policies and security measuresin place. If these policies are not in place, the user is
directed to aweb site where ZoneAlarm Pro and PC-cillin are available to be downloaded. Steve
Janss reviewed this setup for Network World and noticed only a small decrease in performance
when the system was under attack”. One drawback to this approach from a corporate point of
view isthat, since a Linksys router is required on the home network, the company is dictating the
configuration of the employee’ shome network. This could require the company’s IS staff to
support the employee’ s network.

Another comprehensive product is Sygate Secure Enterprise developed by Sygate Technologies
Inc. This product uses a Management Server, a Security Agent, and a VPN Enforcer. The
Security Agent resides on the end-users’' PC. It enforces rule-based security that combines
intrusion detection capabilities with an application-centric firewall. Additionally, the Security
Agent can be configured so that there is no icon in the system tray and no entry in the Programs
menu, which makes the Security Agent invisible to the user. This prevents them from making
changes to the rules and policies. The Management Server runs on a Microsoft |1S server and
provides administrators with a central point of control over the Security Agents. Using the
Management Server, administrators can define, deploy, monitor and enforce the security
policies. Rules can be created based upon user, computer, application, port, protocol, time, host,
location, or adapter. The final piece of this product, the VPN Enforcer, ensures that the user
connecting through the VPN is running the Sygate Security Agent and has the proper policies
installed before allowing access to the corporate intranet. The VPN Enforcer sits behind the
firewall and acts as an |P Forwarder between the VPN and the rest of the intranet. Thereisa
drawback to thisproduct though in that there is no anti-virus solution incorporated in this
package, although Sygate is looking to add this functionality in afuture release. While it would
be possible to use a separate anti-virus product, the VPN Enforcer would not check to be sure
that the anti-virus was active and up to date.

Employees are not the only people needing access to the corporate intranet. Business partners
often need access to view data or update systems. When working with an employee’'s connection
to theintranet, it is possible to dictate how the remote computer is configured, and what software
needs to be running on it in before allowing a connection to the intranet, especialy if that
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computer is company-owned. When working with a business partner, a company often does not
have thislevel of control. A company cannot require the business partner to run a particular anti-
virus package, or personal firewall on their desktops. There are, however, some steps that can be
taken to protect the intranet.

When connecting to a business partner viaa VPN configuration, determine where the end point
of the VPN is going to be inthe partner’ s network. Ensure that the VPN terminates in a secure
portion of the network where access to the network isrestricted. Doesthe VPN terminatein a
DMZ area of the network that is dedicated to your company, or does it terminate in area of the
network that is accessible to anyone in the partner’ s network? A point to keep in mind when
determining thisinformation is that not everybody in the partner’ s network may need access to
the intranet.

Whileit is not reasonable to demand that a business partner be using a particular application in
their systems, it is reasonable to require that they are using a particular type of application. For
example, whileit is not reasonable to require a company to be using McAffee anti-virus
software, it is reasonable to require that they be using some form of anti-virus software and that
it is kept up-to-date.

One of the ways to determine the security level of abusiness partner’s network isto find out
what security policies they have in place. How do they control accessto their network? Do they
have firewalls in place that are properly configured? Are they keeping their anti-virus software
up-to-date? Arethey scanning e-mails? Are they doing content filtering on the web pages that
their employees are viewing? How are they controlling remote access to their network? The
problemin this sttuation is that the business partner may not be willing to provide that
information. Their argument may be that if they give out detailed information about their
network security, it could be used by someone to access their intranet without authorization.
However, the information does not have to go into detail about which products they use. General
information on the fact that access is controlled, and whether or not it is audited and monitored
may be all that isneeded. The level of detail that is required depends upon the level of accessto
the intranet that is going to be required by the business partner. If apartner is sending you afile
on adaily basisviaFTP, it may not be necessary to know some of the above information.
However, if they are being granted telnet access to a unix host, you want to be confident that
there are not any unauthorized users roaming through their network looking for away into yours.

This information needs to be determined before the partnership isformed. After the partnership
isin place and work has begun, it isoften too late to find out that your partner does not have any
anti-virus protection. Finding out that your partner does not have any anti-virus software by
tracing a virus infection back to their network can institute alevel of distrust between the
companies which can hamper the accomplishment of the business goals which the partnership
was set up to achieve. In order to prevent this situation from occurring, upper management
needs to be aware of the security issues involved so that they may deal with them while the
partnership isbeing developed. Also, there may be instances where the business partner’s
network does not have the level of security that you normally require, but it is necessary to link
the networks anyway because of business requirements. Management needs to make the security
administrators aware of this so that a higher level of auditing can be done to attempt to
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compensate for that weakness. In an idea stuation, business partners would have periodic
security audits performed and would be willing to provide a summary of the information gained
in these audits.

Once physical accessisunder control, another issue that needs to be considered is what happens
to information after it leaves your intranet. 1f an employee is traveling and accessing the
corporate intranet, what are they doing with the information they are retrieving? If they are
printing to a printer in a hotel business center, how long do they leave the papers sitting on the
printer before they retrieve them? If they are working in a public area, who is able to ook over
their shoulder to see that information? For instance, an airport waiting area may not be an
appropriate place to be working on a highly confidential document. These are issues that cannot
be controlled directly by the administrator. They can only be dealt with by educating the user
and helping them to realize the importance of what they are working on in relation to their
surroundings. Also, if the user feels some ownership responsbility for the data, then they are
more likely to safeguard that data. Fred Rica, a partner in the technology risk services practice at
PriceWaterhouseCoopers, was speaking to this topic when he stated that “technology will solve
less than half this problem. The other portion is working with people’s behaviors.”®

Similar confidentiality issues exist in working with business partners. Since information is being
shared between companies, it islogical to assume that the employees in the partner company will
have information displayed on their computer screens or on print-outs laying on their desks that
your company considers to be of a confidential nature. Since the two companies are working in
partnership together, there should be a reasonable level of trust in the partner’ s employees.
However, what other partners does that company have? If they are partnered with a competitor
of your company, will the competitors employees gain access to the confidential data through
the mutual partner? Once information leaves your company’s control, it cannot be retrieved and
it becomes almost impossible to regain that control.

As an example, consider the following scenario. Y our company partners with an application
development company, X pert Developers, to create a custom information retrieval application so
that your customers may retrieve information from databases residing in your intranet. 1n order
to maintain the application once it isin production, Xpert Developersis granted access to the
application servers on the intranet so that they can update the software. Y ou aso have access
into Xpert Developers negwork in order to test updates to the application. Unknown to you,
Xpert Developersis also doing some development work for one of your major competitors and
has a similar relationship with them. In meetings between Xpert Developers and your
competitor, employees of your competitor see a name and password for access to your intranet.
Once back in their own offices, your competitor links into the Xpert Developers network and
then, using the name and password they discovered, connect to your intranet. A major
competitor now has the same access to your network as someone you consider to be a trusted
partner.

There are anumber of other issues involved in maintaining security on computers and networks
that are connecting from outside of the intranet. Unfortunately many of those issues do not have
solutions intoday’ s environment. How do you enforce strong passwords on an automated
process that transfersfiles into your network? How do you allow an ftp user to change their
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password securely? Network and security administrators continue to deal with these and other
issues.

The more dynamic your business is, and the more connections that are allowed from external
computers and networks, the more difficult it becomes to secure the perimeter of the intranet. In
today’ sinter-connected world, that perimeter is now flexible and always in a state of change.
Many organizations take a defense-in-depth approach to securing their intranets. They have
firewalsin place. They use two-factor authentication. They have anti-virus software running on
their desktops, and they do content filtering when browsing the Internet. However, it can be easy
to overlook the connections that extend your intranet into unsecured locations. Security
professionals must aways be alert to the avenues of access into the intranet and be sure that
defense-in-depth is extended to wherever your intranet is extended. A VPN does not
automatically ensure that your network is protected. Systems and policies must be in place to
protect the computers and networks at the far end of the VPN as well.
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