—

- - Interested in learning

Reqdfng Room more about security?

MANS

SANS Institute
InfoSec Reading Room

This paper is from the SANS Institute Reading Room site. Reposting is not permited without express written permission.

Facilitating the Qualitative Security Assessment:
Overview of the Process of Defining and Delivering

The Security Assessment represents a process that is used to help ensure that the appropriate security
measures are identified and applied to meet management's expectations for a secure and trusted computing
environment. There are two aspects of this process that contribute to its success. The first is the need to
provide management with a clear understanding of the security issues and the related threats that impact the
processes they are responsible for. The second aspect involves the identification and delivery of s...

Copyright SANS Institute
Author Retains Full Rights

P, ) from the ® oo l
0 Firekye cyber theft pandemic. & %.TH.I'

Learn how in this FireEye white paper.

AD



http://www.sans.org/info/36923
http://www.sans.org/info/36909
http://www.sans.org/info/36914
http://www.sans.org/reading_room/images/click.php?id=494

Facilitating the Qualitative Security Assessment:

Overview of the Process of Defining and Delivering
Security Requirements for Application Systems

Mike Kleckner (assignment version 1.2e)
July 24, 2001

The Security Assesamnent represents a process that is used to help ensure that the
appropriate security measures are identified and applied to meet management’s
expectations for a secure and trusted computing environment. There are two aspects of
this process that contribute to its success. Thefirst is the need to provide management
with a clear understanding of the security issues and the related threats that impact the
processes they are responsible for. The second aspect involves the identification and
delivery of solution options and their associated costs, offered by appropriate, qualified
solution providers.

The result of an effective security assessment is that management isin a better position to
make informed decisions concerning the delivery of appropriate security controls for
their business processes. It is the intent of this paper to provide an overview of how to
involve the appropriate decision makers and the solution providers in the delivery of cost-
effective security controls for application systems. The primary beneficiary of this
overview istheindividua who is charged with facilitating the security assessment
process.

Overview of the Process

Performing a security assessment involves three types of individuals. It relies upon
» afacilitator who is familiar with information security concepts,
» amanager, (from the business side), who is responsible for the data and the
associated business processes, (the data/process owner), and
» solution providers who are experts familiar with delivering and supporting
solutions that protect and support business processes.

The security assessment starts with the data/process owner establishing the need for an
evaluation of the vulnerabilities’ that threaten a business process that they are responsible
for. The data/process owner will enlist the services of a security advisor to facilitate the
security assessment process. The result will be to identify the security threats and
document the business requirements that define acceptable levels of risk.

Once the security requirements have been defined by the data/process owners, experts
familiar with improving the business process(es), the solution providers, are familiarized
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with the security requirements. Solution providers tend to include, but are not limited to,
internal and external technica experts, professiona trainers and legal specidists. The
facilitator will ensure that the solution providers have a clear understanding of the
data/process owner’ s expectations by conducting a meeting to review the documented
requirements. Thiswill place the solution providers ina better position to investigate the
various options that can be used to deliver solutions that provide the level of security
expected by the data/process owner.

The data/process owner then reviews the options and costs that have been offered by the
solution providers to determine the balance between controls the business can afford to
implement and the amount of risk that is acceptable.

Critical to the success of the security assessment is a general understanding of security
concepts and the timing of when the security assessment is performed. Security
assessments should be encouraged™:

» when the security of an existing system needsto be evaluated,

» when it is necessary to determine the impact of changes to a system, or

» when anew system is being developed.

Greater success will be achieved when the assessment is performed while system

functional requirements are being defined. Retrofitting security into the later stages of
system development is likely to delay projects and drive up project costs.

Facilitating the Assessment Process

In preparation for a security assessment, the facilitator needs to be familiar with security
concepts and have a general understanding of the business process that is being
evauated. Thiswill allow the facilitator to more clearly articulate the value of the
security elements and how they support the business requirements. At a minimum, the
security elements that should be considered consist of:

Authentication

Authorization

Confidentiality and Reliability

Monitoring

Backup and Recovery

Physical Security

Change Management

Lega Requirements

Training and Awareness

Contingency Planning

VVVVVVVYVYYVYY

When a security assessment is requested, the facilitator should first schedule a meeting
with the data/process owner to introduce the overall security assessment process. The
facilitator will then describe each security element to the business owner. Thisleadsinto
adiscussion concerning whether the element poses arisk to the business process. The
facilitator is responsible for helping the data/process owner to:
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» understand pertinent risks and vulnerabilities

» select security elements and safeguards that protect the resource consistent with
management expectations and their level of risk tolerance

» befamiliar with security best practices.

Every element should be considered, but some elements may not apply or may be already
provided by the current infrastructure. As each element is reviewed, the data/process
owner is positioned to make informed decisions about system components they need to
protect and the amount of risk they are willing to assume.

When the security requirements have been defined by the data/process owner, the
facilitator needs to identify the experts who are in a position to provide remedies that can
address the identified risks. These experts will then be assembled to review the business
requirements, ask questions and discuss any concerns that they may have. Discussion at
this point is valuable since the solution providers will need to work together to ensure
that the ultimate solutions integrate and deliver on the requirements defined by the
data/process owner.

After the solution providers offer their solution options, the facilitator will help the
data/process owner to understand how the various options contribute to create the level of
trust that is expected. Contracts can then be drawn up with the solution providers once
the desired solutions are selected.

Establishing Owner ship and Owner Responsibilities

The key to the success of a security assessment is an individual, the data/process owner,
who accepts ownership responsibilities for a business and its processes. This person must
be willing to drive the security assessment and take ownership of the action plan. The
data/process owner has a veded interest in protecting their data and the related process
and cannot assume that anyone else, including information systems staff, will make the
‘best’ decisions on their behalf. The data/process owner needs to become comfortable
with afew basic security concepts and must be willing to determine the value of their
data and the systems that make their data useful. With this foundation, they will bein a
good position to ask questions, scrutinize solution options and determine the appropriate
investments in controls to mitigate the risks that threaten their data and process(es)?. The
actionzplan for the implementation of the controls needs to be chosen by the data/process
owner-.

The primary objectives of the data/process owner are to*:
> identify the value of the assets involved, including hardware, software,
information, people and procedures
» classfy the data used by the process and identify the highest level of sengitivity
and criticality involved
> identify the threats to the data and associated processes and consider the
likelihood of their occurrence
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» select the security elements that will protect the information resources in a manner
consistent with managemernt expectations, and
» document the business requirements as they relate to the security elements.

The data/process owner is responsible for selecting security that protects the information
resources that they are responsible for, consistent with their level of risk tolerance. The
data/process owner should establish this tolerance level by considering:
> the pertinent threats, (human, machine or nature), that can affect the value of an
asset
> the vulnerabilities, or the means by which athreat can be realized®
» theresulting damage, including the loss of access, unauthorized access,
modification, disclosure or destruction of data
» what executive management’ s expectations are, (as stated in corporate
information security policies)?
» thelegal requirements that govern the handling of certain types of data, and
> the costs that can be justified in light of the value and sensitivity of the data’.

After the solution providers have responded with their documented solution options,
the data/process owner is placed in a position of performing risk management* by
identifying what should be done to reduce identified threats to an acceptable level.
The data/process owner should recognize how the security solutions are intended to:

» reduce the likelihood of athreat from occurring

» reduce the impact of athreat if it occurs

» detect the threat when it occurs and

» recover from the threat when it occurs.

A meeting facilitated by the security advisor should help data/process ownersto
understand and select the security options within each of the security elements that best
suit their tolerance for risk and cost. It isthe owner who has the vested interest in
protecting the data and its processes, and should therefore be making informed decisions
on the costs? that should be expended to provide an affordable level of protection.

Educating the Data/Pr ocess Owner

Information protection objectives are to ensure that the information is protected from
unauthorized or undesirable modification or corruption, (integrity), that it has not
undergone unauthorized or undesirable disclosure, (confidentiality), and that it available
to those who are properly authorized to useiit, (availability)®. It is necessary to identify
the risks that that would have a negative impact on these objectives and the controls or
measures that should be taken to prevent, detect, reduce or eliminate risk*.

Providing the data/process owner with a general understanding of security conceptsis
essential to the success of the assessment. The ten security elements described below
need to be considered in the assessment discussions.
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Evaluating each of these elements will shed light on how security concepts can be
utilized by the business processes to provide the opportunities that can be achieved when
atrusted environment is created. Information on each element should be provided by the
facilitator to help understand the various elements of information security, appreciate the
risks mitigated by the security element and select a combination of security elements that:

» protect the information resource,

> mitigate related risks, and

> meet management’s objectives for creating a cost-justified trusted environment?.

Authentication is the security element which establishes the level of confidence that
individuals accessing the information are who they claim to be®. If users are not truly
known to the system, it is not possible to accurately identify the source of the problems or
malicious activities.

Lack of accountability, or not knowing who accessed or changed your information, is the
major risk of poor authentication practices. Asaresult, if thereisan incident of fraud or
abreach of confidentidity, it is unlikely that the responsible party can be identified or
pursued through legal channels.

Security policies should establish baseline authentication requirements, but additiona
requirements may be identified to strengthen the use of passwords or identify where other
authentication options may be desired, using tokens, smart cards and biometrics.

The data/process owner should be aware of additional risks that are introduced when their
data passes through several computers, applications and networks. This may require
authentication at multiple locations and restrictions on the use of generic, guest and
process userid’s.

Authorization describes the process by which persons or processes are allowed to access
information. This should limit individuals to access data or perform only those actions
that the data/process owner has approved for then. Thisis enabled through the use of
operating or application system controls.

Improper authorization leaves the data vulnerable to intentional or unintentional
tampering or viewing. If users are permitted to perform more actions on the data than
thelr job requires, it is possible they may inadvertently change or delete information.

They may see information that is restricted or that they have no business need to see. Itis
possible they may fall under suspicion for activity not related to their immediate job
responsi bilities because their authorization istoo generous. The principle of least
privilege needs to be appreciated so that only the data and processes required to perform
one' sjob dutiesis alowed.

Confidentiality is the security element which establishes the level of privacy that is
utilized so that datais restricted to authorized individuals. Reliability ensures that
information is received exactly asit was sent (data integrity) and that the transaction
cannot be denied (nonrepudiation.).
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Corporate policy? should prohibit the inappropriate disclosure of information classified as
Confidentia or Internal Use Only. Disclosure of sensitive information to unauthorized
persons can result in financial loss, gains to competitors, significant embarrassment to
your company, sizable loss of customer confidence, lost opportunity and notable
reduction of corporate standing in the community. Unreliable data provides misleading
information to decision making processes (computerized or human).

Technologies including encryption and digital signatures should be considered for
mitigating risks introduced by this security element. The business owner needs to
consider that it may be necessary to encrypt sensitive information while stored on a
computer (server or local PC hard drive) as well asin transit over a network.
Unprotected information traversing public lines can be seen by an unpredictable number
of computers managed by a variety of individuals and businesses, all who can read
information as it passes through their computer systems.

Monitoring the activities of people and programs accessing data and processes is
generally accomplished by evaluating activity that has been written to log files. These
logs can be useful for:

» determining who has access to the data or what activities were carried out
regarding the data
establishing a record which can provide proof of unauthorized activity
establishing a baseline of ‘normal and usua’ activity
identifying where new policies or procedures may need to be established
ensuring that the system is secured in accordance with management expectations’
providing forensic evidence in a case of fraud, abreach in security, or other abuse
or crimina activity.

VVVVYY

Certain levels of security allow an individual to give access to other persons or processes.
Periodic checking for entities having access can reveal:
» additional persons or processes other than those originally authorized by the
data/process owner who may have been given access
» persons having access that is no longer needed because they have left the
Company or have changed responsibilities
» processes having access that are no longer needed because they have become
obsolete.

It is also important to secure the log files themselves to preserve their integrity.
Unauthorized persons may tamper with unsecured logs to cover their tracks.

Backup and recovery procedures are required to recover and resume operations in the
event of intentional or unintentional data loss due to virus attack, fraud incidents, data
tampering, or accidental activity. It may be impossible to recover the system inatimely
and cost effective manner if data and software used in the business process are not
available. There may be lega risksto consider if archived information cannot be made
available or if business operations cannot be resumed in a certain period of time (e.g.,
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timing requirements for claims processing). Often overlooked is the fact that backed up
data should be protected to the same degree as information on the production system.

Physical security considers how easy or difficult it is to access the computer hardware
containing electronic data, as well as non-electronic information that reside on media
such as paper and microfiche. It isimportant to ensure that confidential information is
properly stored, retained and disposed of. Under consideration should be processes for
removing sensitive information from disks, tapes and obsolete servers and personal
computers. It isaso valuableto keep track of individuals who are allowed to use
corporate computer hardware, especially portable devices such as laptops and personal
digital assistants.

Physical accessto computer hardware presents the risk of:

Unauthorized removal of equipment, hardware and information

L oss of sensitive information stored on local PC hard drives

Disclosure of sensitive information

Tampering with servers, routers and other computer hardware to read information,
change configurations, corrupt data, install ‘sniffer’ equipment or malicious
software, etc.

VVVY

Access to data centers, communication centers and tape/disk libraries should be denied to
personnel other than those who have a business need to enter those areas. Any
exceptions need to be logged and investigated.

A change management process, with its related procedures, (such as version control),
assists with life cycle management by controlling changes to code running inthe
production environment. Thisis critical to protecting the production processes.

A controlled change management process can:
> prevent malicious or faulty code from being introduced into the production
environment
prevent accidental changes to the production code
determine who made changes to production code
make it easier to back out code changes to prior working versions
coordinate multiple changes to a system
identify when changes took place to the production process
ensure that testing and user acceptance has been completed.

VVVVVYVYY

Formal test plans and scripts should be created at the start of the project to minimize the
risk of compromised data integrity and system failure. Modifications to software may
dictate changes to interfaces, procedures and access control definitions.

Lega requirements (state or federal) may impose restrictions on business processes. For
example, federal HIPAA regulations require that medical data be encrypted whenever it
istransmitted or stored. It isin this area where the assistance of legal expertsis critical.
The ddlivery of non-technical solutions, such as confidentiality agreements and contracts
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become very critical to protecting a businessand its partner relationships. There may be
certain steps required when transacting business in an electronic environment to ensure
that alegally binding transaction took place resulting inavalid contract. Date and time
stamping of an electronic transaction may be necessary to establish the timing of
contractual agreements. Litigation issues, fines, and incarceration concerns need to be
revealed if governmental regulations are violated. 1f nothing else, the Federal Sentencing
Guidelines as they relate to information security should catch the attention of any
responsible manager. These guidelines provide a summary of actions that can be taken
against companies, (and their management), that violate federal regulations regarding
privacy and due diligence.

A partial list of legal requirements and governmental regulations which may need to be
considered consist of:

data privacy laws

release or reporting to a governmental agency

information that may be released due to “public right to know” laws

contract law in cyberspace issues

lega or governmental jurisdiction and sovereignty

security monitoring issues

systems or data affected by “threat to national security” rules

retention practices to conform to legal requirements.

VVVVVYVYYY

Training and awareness® can establishalevel of understanding necessary for usersto
appreciate the sengitivity, integrity, and accessibility issues that apply to an application
process. Current practices may be sufficient, however, new behaviors may need to be
encouraged or new skills may need to be devel oped.

Threats that compromise the owner-defined security objectives include accidental or
intentional mishandling or disclosure of proprietary information. As technologists, we
tend to believe that security relies upon technical solutions. In redity, a significant
amount of security depends upon the employee attitudes and ethics that contribute to the
corporate culture. A motivated individual can subvert even the best technical controls.

A Contingency Plan, also called a Business Continuity plan, is necessary for managing

the risks related to a sudden and unplanned interruption of the business process. The plan
establishes a Recovery Time Objective that defines a maximum acceptable time that the
business unit cannot function without serious impact to customers and determines
strategies to restore functions within that projected time. In addition to rebuilding
computer systems, this plan will consider requirements for moving a business operation

to new facilities, enlisting additional human support and providing supplies necessary to
resume business processes.

Solution Providers

Solution providers can include internal and external technicians, vendors, contractors,
application service providers and legal specidists. Providing reasonable and valuable
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solution options requires that the solution provider have a clear understanding of the
business objectives that need to be met. Some of the responsibilities of the solution
provider include:
» offering options, including the associated cost estimates, for meeting the
data/process owner’ s security expectations
» adhering to information security policies and standards and
» testing and implementing the security components requested by the data/process
owner.

Solution providers may also be responsible for the ongoing maintenance of controls that
secure the computing environment. Solution Providers test, implement and maintain the
security required by the data/process owner. It isvauable to involve the data/process
owners in the monitoring of important security elements to ensure the security is working
or isapplied asrequired. The solution provider must ensure that the technical
implementation coincides with the business requirements defined by the data/process
owner.

An additional consideration involves the use of external service providers. Management
needs to appreciate the fact that they will assume the vulnerabilities that exist in the
external providers environment’. It should be expected that external providers meet or
exceed the policies, standards and functiona requirements defined by their corporate
executives. Legal expertise becomes very important in establishing reliable expectations
for these arrangements’.

Conclusion

The assessment process is most effective when the data/process owners take ownership of
the security assessment and identify it as a necessary function, similar to any other
process that establishes business requirements. The facilitator, who is often a security
specialist or advisor, should be perceived as the one who is working for the data/process
owner to offer insight and experience in bridging the gap between those who define the
security requirements and those who provide the solutions. The facilitator will need to
understand the business objectives and must be able to convey the value of the security
elements in the context of the business requirements. Once the data/process owner
justifies the security assessment, the business case is made. |t then becomes the
responsibility of the solution providersto offer their services and the associated costs. In
the more traditional model, where a security department is charged with determining
what appropriate security controls should be, there tends to be resistance from those who
perceive security to be authoritarian, intrusive and optional.

It must be understood that the assessment is intended to support the business needs and
that the business side of the equation is charged with making the decisions concerning the
security of their data and processes. No security control can be expected to be one
hundred percent effective, so trade-offs must be made to achieve business objectives by
balancing acceptable levels of risk and cost. In the words of Bruce Schneier,
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Some risk needs to be accepted as a cost of doing business, some risk is reduced
through technical and/or procedural means, and some risk is transferred, through
contracts or insurance.
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