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Awareness, A Never Ending Struggle

This paper provides some examples of how computer security awareness training paid off and incidents were
avoided. In the other cases more awareness or awareness presented in a different form may have prevented
problems. The successful presentation of computer security awareness is a constant struggle. It has to be
presented in many different ways to reach and influence everyone that is necessary to ensure the best security
possible. A computer security department has to be flexible in how the a...
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Awareness, A Never Ending Struggle

The setting is alarge federal government owned facility operated by a major contractor
with quite a number of sub contractor personnel also on site. All contractors and sub
contractors are required to attend computer security awareness training by their federal
customer. Training rosters are signed and entered into tracking to document that yes, all
personnel have received the required training. This may satisfy any government and
company requirements but the real test occurs every day. Will employees follow the
guidance they have been given in awareness training? Below are some example
scenarios that could take place.

1 Does the desktop user open a suspicious e-mail attachment?

2. Does the network administrator conduct intrusion checks?

3 Does the janitor ensure no one tailgates into the building before the door shuts
when entering or exiging the computer center?

4, Does the Finance Department share passwords for database access?
5. Does the high level manager think it’s necessary for annual awareness
training?

The number of things that can result in a computer security incident can go on
indefinitely. So how do we has computer security professionals assure ourselves that we
are secure. No matter how many technically advanced products we use or how large our
security budget isit all comes down to the fact that security depends on people and their
awareness.

According to Webster’s Collegiate Dictionary Awar eness is the act of having acute
sensitivity or knowledge of something which one would exhibit vigilance, observance
and/or alertness.

Ok, so what are we to be aware of? There could be many answers to this question but |
would answer that we should be aware of what we are protecting and wha are the risks,
threats, and vulnerabilities associated with it.

Information
No wonder that “Computer Security” is sometimes referred to as “Information Security”.
After dl it isthe information that we are striving to protect. We wouldn’t be very happy

if we had a computer to be lost or damaged but for 99% of us the loss of the computer
would be nothing to the loss of the information it contained.
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Awareness is necessary in providing information protection. It's necessary to protect the
Confidentiality, Integrity and Availability (CIA) of information. CIA isthe foundation
that an information security program should be built on. The information owner needs to
make a decision of how much security emphasis should be placed in these areas. How
much privacy or secrecy is necessary? Isit necessary for the information to always be
accurate? Isit necessary for the information to always be availade immediately at all
times or are delays acceptable? To answer these questions the information owner needs
to be aware of how important the information and access to the information is. Once
that’ s determined then the awareness of threats, risks, or vulnerabilities need to be
considered. Awareness again is the most important tool in recognizing what these
threats, risks or vulnerabilities are.

Scenario One — Does the desktop user open a suspicious e-mail attachment?

This user has been through the facilities computer security awareness training and
remembers that due to the possibility of e-mail attachments containing viruses she should
not open any attachments from unknown or unsolicited sources. She also has anti-virus
software, which she can use to scan the attachment. If avirusis detected she can delete it
and save herself some frustration and keep her information secure. If not for
participating in her facilities awareness program she probably would not have recognized
the possible threat that viruses via e-mail attachments present. She would not have been
able to analyze the risk to her information of opening this attachment. Also, she would
not have been able to eliminate the vulnerability to her system. In this case the objective
has been met. The awareness information that was presented helped prevent a possible
problem. The awareness program has passed the test.

According to the 4™ Edition of the Computer Security Handbook:

An organization’s staff is the most cost-effective countermeasure. They are
generdly thefirst to be impacted by potentia security incidents and their
compliance with security policy can make or break a security program. A staff
that is aware of security concerns can prevent incidents and mitigate damage
when incidents do occur. Given the importance of the staff as a security control,
awareness is therefore the most important part of an organizations security
program. Experts recommend that 40 percent of an organization’s security budget
be spent on awareness measures. (Rudolph, Numkin, Warshawsky, 29.1)

Some organizations may tend to focus more on other ways of protecting their
information. They may tend to spend funds on items such as firewalls and network
scanning tools, leaving very little funding for other things such as awareness training or
education.
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Scenario Two - Does the networ k administrator conduct intrusion checks?

The administrator has the tools that should enable hmto conduct network scanning. He
can scan for vulnerabilities within the network and threats from outside. These internal
vulnerabilities could include workstations and servers not properly configured which
could be easy targets for the outside threat of denial of service attacks or hackers
attempting to gain access to information. The administrator has taken the facility’s
required computer security awareness training but it is a basic generic presentation that
does not go into advanced technical concepts that would help him. While the site has
spent quite a bit of funding on getting the proper tools for protection and isin compliance
with its customers awareness requirements there still exists a vulnerability. There have
been several patches and updates to the administrator’ s tools that he is unaware of. The
facility’ s awareness program has not worked well with keeping up with technical
changes. There are things happening on the network that the administrator doesn’t know
to look for or recognize. The network isvulnerable. To stay on top of the game people
in technical areas such as system or network administrators must constantly stay aware of
the latest threats, risks and vulnerabilities. Technology and the software (good and bad)
that goes with it changes daily. Thisis one reason a good awareness program would
include constant updates on the latest topics. In this case the awareness program has
failed.

There are some very good awareness sources that are a must. They include but are not
limted to:

Computer Incident Advisory Center (CIAC)
http://www.ciac.org/ciac

National Infrastructure Protection Center (NIPC)
http://www.nipc.gov/

National Security Institute’ s — Security Resource Net
http://nsi.org/compsec.html

Carnegie Mélon Software Engineering Institute (CERT)
http://www.cert.org/

SANS Institute
http://www.sans.org/newl ook/home.htm

Scenario Three - Does the janitor ensure no onetailgatesinto the building beforethe
door shutswhen entering or existing the computer center?

The janitor has been allowing people to enter by not ensuring the door is closed after he

enters or exits. No one has entered that was not authorized but it could happen. This
may happen due to the janitor not paying attention or thinking anyone walking in behind
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himisno big deal. With the proper awareness training the Janitor might pay more
attention and be concerned if anyone attempted to enter without proper approval. Even
though the janitor received the facilities annual computer security awareness training the
act of physically protecting the facility may not have sunk in. In this case the awareness
program has failed.

Perhaps in addition to the required training there should have been other awareness tools
used presenting information in different ways or perhaps stressing different things. The
janitor would not necessarily need to know or even be interested in some of the
awareness information that a desktop user or a system administrator would need to know.
Below are some examples of mediums that can be used to present awareness information.

Web Based Training (with or without quizzes)

E-mail bulletins (such as CIAC Vulnerability Notices)

Handouts (e.g. company computer policies, tips on identifying incidents, etc.)
Videos

Awareness Meetings

Short Awareness Presentations (Piggy backing at the end of a Safety Meeting,
etc.)

Billboards, Posters, Fliers, Magnets

Public Address Announcements

Newdletters

Warning Banners

Scenario Four - Does the Finance Department share passwor ds for database access?

The Finance employees al have the same need-to-know for their database so their
manager has allowed them to use acommon password to access their server. Thisis
against facility policy and is aso covered in the awareness training. The awareness has
failed in this case. Even though the users have a common need-to-know there now exists
no audit trails and if someone from the outside were to obtain the common password they
could get to all information on the server. Why did this happen? Perhaps the awareness
training did not stress why passwords should not be shared and the possible resulting
damage. Although the outsider threat has grown tremendously over the past few years the
insider threat is still very real. A careless or disgruntled employee could wreak havoc on
aserver. If passwords are shared not only could the person access their own data but
everyone else'salso. Another possihility isthat the policy and the awareness training
were ignored for the sake of convenience. With the matter of convenience perhaps the
training should have covered consequences for employees that ignore policy. This next
scenario aso touches on convenience.

Scenario Five — Does the high level manager think it’s necessary to take annual
awar enesstraining?

One of the managers at the facility thinks it should not be necessary for everyone to take
the required training. The only time he uses a computer iswhileon travel he usesa
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laptop for e-mail communication with his secretary and he really doesn’t have time for
awareness training. When at work his secretary does all the computer work for him,
including his e-mail. The computer security department in this case has to sell the product
(computer security awareness) and show the manager how the awareness training will
benefit him. Since he uses a laptop for e-mail when traveling information on the
vulnerabilities of portable computers and viruses are presented to himin away that
makes sense to him at not only a management level but now as a responsible computer
user. It may have taken some extra work on the part of computer security personnel but
the awareness training will pay off in this case.

Conclusion

I’ve given five examples of everyday events. These events and many, many others do
happen every day. In some of the examples the awareness training paid off and incidents
were avoided. In the other cases more awareness or awareness presented in a different
form may have prevented problems. The successful presentation of computer security
awareness is a constant struggle. It has to be presented in many different ways to reach
and influence everyone that is necessary to ensure the best security possible. A computer
security department has to be flexible in how the awareness is presented and constantly
be ready to add or change this awareness information as the needs arise. | hope that by
using the five examples I’ve been able to emphasis some key points to any successful
awareness program.

1 Sell the need for awareness to management! Not only for the company or

facility as a whole but for the different levels of employees, management,

technical, and non-technical.

Obtain sufficient funding for the awareness program!

Present the awareness to the different level or types of employees in ways that

will have meaning for their specific job duties!

4, Cover dl the different security aspects (administrative, technical, information,
personnel, physical, etc.)!

5. Have severd different types of medium to use for communication of the
message!

6. Update the message(s) to stay current with technology and events!

7 Analyze the program and the results, make changes if necessary!!!

wn

There will aways be room for improvement. The challenge and struggle to have a
successful program will always be there. There will always be threats, risks, and
vulnerabilities. But the Strong will survive and a solid awareness program is the key
to that survival.

© SANS Institute 2001, As part of the Information Security Reading Room. Author retains full rights.



Citations

Rudolph, K, CISSP, Numkin, Louis, and Warshawsky, Gale,Computer Security
Handbook, 4™ Edition, Chapter 29 (Draft). July 11, 2001
URL.: http://nativeintelligence.com/awareness/chap29-1.asp

Pethia, Richard D., Testimony before the Senate Judiciary Subcommittee on
Technology, Terrorism, and Government Information, “Removing Roadblocks to
Cyber Defense”. July 11, 2001
http://www.cert.org/congressional_testimony/Pethia_testimony Mar28-2000.html

Computer Associates Virus Information Center Guidelines for Users Who Find a
Virus http://www.ca.com/virus nfo/managing.htm#sec36

Santana, Arthur, The Washington Post, T hieves take more than |aptops. November 5,
2000. http://www.washingtonpost.com/wp-dyn/articles/A9633-2000Nov3.html

National Center for Education Statistics, Safeguarding Y our Technology, Chapter 10,
Training: A Necessary Investment in Staff.
http://nces.ed.gov/pubs98/saf etech/chapter10. html

© SANS Institute 2001, As part of the Information Security Reading Room. Author retains full rights.



Last Updated: July 6th, 2009

- Upcoming SANS Training

SANS SOS London 2009 London, United Jul 13, 2009 - Jul 18, 2009 Live Event
Kingdom

SANS Future Visions 2009 Tokyo Tokyo, Japan Jul 15, 2009 - Jul 17, 2009 Live Event
SANS IMPACT 2009 Kuala Lumpur, Malaysia] Jul 27, 2009 - Aug 01, 2009 Live Event
SANS SEC563: Mobile Device Forensics Debut Baltimore, MD Jul 27, 2009 - Jul 31, 2009 Live Event
SANS Boston 2009 Boston, MA Aug 02, 2009 - Aug 09, 2009 Live Event
SANS WhatWorks in Virtualization and Cloud Computing Washington, DC Aug 17, 2009 - Aug 21, 2009 Live Event
Security Summit 2009

SANS Atlanta 2009 Atlanta, GA Aug 17, 2009 - Aug 28, 2009 Live Event
SANS Virginia Beach 2009 Virginia Beach, VA Aug 28, 2009 - Sep 04, 2009 Live Event
SANS SCDP SEC556: Comprehensive Packet Analysis - Sept. Ottawa, ON Sep 09, 2009 - Sep 10, 2009 Live Event
2009

SANS Critical Infrastructure Protection at Oceania CACS2009 |Canberra, Australia Sep 10, 2009 - Sep 11, 2009 Live Event
SANS Network Security 2009 San Diego, CA Sep 14, 2009 - Sep 22, 2009 Live Event
SANS SCDP Cutting Edge Hacking Techniques - June 2009 Ottawa, ON Sep 15, 2009 - Sep 15, 2009 Live Event
SANS Rocky Mountain 2009 OnlineCO Jul 07, 2009 - Jul 13, 2009 Live Event
SANS OnDemand Books & MP3s Only Anytime Self Paced



http://www.sans.org/info/36919
http://www.sans.org/link.php?id=17864
http://www.sans.org/securelondon09
http://www.sans.org/link.php?id=19453
http://www.sans.org/sanstokyo2009_summer
http://www.sans.org/link.php?id=18244
http://www.sans.org/malaysia09_os
http://www.sans.org/link.php?id=19473
http://www.sans.org/sec563_dryrun09
http://www.sans.org/link.php?id=14868
http://www.sans.org/boston09
http://www.sans.org/link.php?id=16873
http://www.sans.org/virtualization09_summit
http://www.sans.org/link.php?id=18758
http://www.sans.org/atlanta09
http://www.sans.org/link.php?id=14873
http://www.sans.org/vabeach09
http://www.sans.org/link.php?id=19249
http://www.sans.org/scdp-ottawa0909
http://www.sans.org/link.php?id=19508
http://www.sans.org/canberra09_2
http://www.sans.org/link.php?id=1600
http://www.sans.org/ns2009
http://www.sans.org/link.php?id=19244
http://www.sans.org/scdp-ottawa0909-2
http://www.sans.org/link.php?id=14498
http://www.sans.org/rockymnt2009
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

