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Executive Summary

How can an organization balance its encryption needs against the cost and complexity of an
enterprise solution? The complexity, stemming from an expanded mobile workforce, greater
exposure of essential systems to adverse and catastrophic events, and increasing regulatory
compliance, demands an approach to information security that protects the con dentiality, in-
tegrity, and availability of data both in motion and at rest. Data encryption is a key element in
modern enterprise security strategies to protect data. Large, complex organizations need an
effective and exible solution that supports enterprise privacy and security policies, provides
strong encryption at the user and device level, allows centralized management and recovery,
and takes into consideration the uncompromising forces of lower budget/costs, demands to
achieve ROI, and increasing security risks.

One approach is a competitive bid process designed to select the best solution for the organi-
zation. Key to this process is a well-constructed request for proposal (RFP) that requires ven-
dors to match their solutions, products, and services against well-de ned enterprise goals, ob-
jectives, requirements, and best practices.

To help the security community transition from a piecemeal approach to encryption, SANS has
provided this whitepaper and RFP checklist to help you and your organization develop an RFP
for enterprise encryption. This paper addresses two main topics:

* Best practices for encryption procurement What needs to be considered to reach
an enterprise encryption solution? Which best practices should be addressed? This sec-
tion summarizes the checklist, which provides speci ¢ requirements that a vendor must
meet with their solution, product, and services.

* Enterprise Encryption RFP Step-by-Step What needs to be considered in the com-
petitive bid process in order to select a vendor that will deliver the best solution? This
section summarizes how to use the RFP checklist as part of a competitive bid. Keep in
mind that this is only a summary. The actual process can be more involved depending
on the size and complexity of your organization.

Enterprise solutions for encryption must meet overall objectives of seamless integration, ease
of use, adequate performance, effective cost, and manageability as well as the functional and
technical requirements. Your winning vendor should provide a realistic project plan, sched-
ule, and budget that you can use as the basis for including data encryption into the security
architecture of your enterprise. Ideally, your RFP process will result in a successful, long-term
relationship between the winning vendor and your organization.
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First and foremost, establish the requirements. Decide on what is required (i.e., mandatory)
versus desired (nice to have but not essential). If a key length of 256 bits is mandatory, a
product limited to 128 obviously does not meet the requirement and should not be consid-
ered, even if all desired requirements for the administrative interface are met.This is a timely
and costly process, and should be reserved for when you re ready to make your nal choice.

Due Diligence

As you assess each vendor s response to your requirements, you must validate that a product really
works, integrates, scales and protects as stated, and that maintenance and support services perform as
advertised. This means contacting customer references, whose installations should be of similar size,
scope,and complexity as those of your organization. Let a vendor know that, if you are familiar with an-
other company using its product, your organization reserves the right to contact that company directly
without the vendors permission. Validate a vendors products and claims through independent re-
search. Google the vendor and its products. Peruse the literature of product support groups. Request
reports from Gartner or Forrester best to get these from the vendor who should have copies. Consult
Dun and Bradstreet, Hoovers, or Edgar for information regarding a vendor s business and overall sta-
bility. Asa nal step, consider asking your top vendors for a eld trial of their product, which includes
testing in your environment.

Requirements

Make sure your requirements completely address the functionality and features your organization
needs. (The SANS RFP checklist can help here!) Require encryption algorithms that are robust, meet
applicable standards, and have been tested. Ensure that the product can be used to enforce encryp-
tion-dependent policies that apply to your employees, business associates, and customers.

The solution must be able to provide strong encryption support to your users without hindering their
productivity or use of essential applications. Inevitably, a user will either bypass a security control or

nd a less secure workaround if the security control imposes a burden, is cumbersome to use, or slows
down the performance of user s workstation or other device.
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Compatibility

The solution should integrate well with your current infrastructure and be compatible with any
constraints imposed by your environment. What systems does it support? A product that only
supports Linux clients clearly does not meet the needs of an enterprise that has both Linux-
and Windows-based clients. Ask for examples of how a product behaves under circumstances
similar to your critical scenarios. Ask a vendor reference for a description of what a user will
encounter when his laptop, con gured with the product, wakes up from hibernation. Do you
require that the encryption product integrate with your enterprise Microsoft Active Directory
(AD)? Ask the vendor how the product will integrate with AD to allow your business units to di-
rectly manage their keys and devices without imposing on your overworked IT staff. (And con-
sider having the vendor demonstrate this integration during the eld trial of their product )

Clearly specify all versions of software, including operating systems, applications, and utilities,
with which the product must be both forward and backward compatible. You do not want
to be unpleasantly surprised if the vendor s production release for Windows Vista comes six
months after your planned internal deployment of Vista.

Provide a complete description of all software products and hardware platforms, including any
integrated devices, so that the vendor can identify any known con icts. The vendor should de-
scribe how the implementation will meet all your performance requirements for redundancy,
reliability, response, and usability.

Stability, Scalability and Evolution

Unless you re prepared to accept the risk of alpha-testing what should be the vendor s produc-
tion version, you need a stable platform. A stable product will apply encryption transparently
to the user, not affect performance of the device, and provide graceful termination and/recov-
ery (along with understandable error messages) if a problem does occur. An unstable product
will exponentially increase the calls to your helpdesk as users encounter poor device perfor-
mance, frequent crashes, and possible loss of data (to name a few symptoms).

Ask for proof that the product scales -- customer references and case studies should include
installations of similar size, scope, and complexity to those of your organization.

Do not rely on a vendors future plans to meet your current requirements. Remember you
are looking for an enterprise solution that can evolve with your needs. Your initial deployment
may be for workstation and laptop encryption but you may plan on expanding to

smart phones or removable media over the next year. You do not want to pay

for that option in the rst 12 months if you dont use it, but you do want

the functionality when you need it.
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Manageability

You need a product that can provide exible solutions at the user and device level but be man-
aged centrally. The vendor should fully describe the standard management processes for an
environment that has a varying number of users and a variety of operating systems, applica-
tions, and end-user devices. If your enterprise has a systems or network management frame-
work, you may want to require the selected product to integrate with that framework. Have the
vendor describe how the product integrates with your enterprise backup and recovery tools,
both for user devices and for administrative servers.

Good key management is at the heart of an enterprise security solution.The key management
has to be compatible with existing IT infrastructures and must work with a wide range of de-
ployment scenarios.

The capability to determine organizational compliance with regulatory or corporate standards
is essential. Ask the vendor to describe how their audit / reporting functionality meets regula-
tions or policies with which your organization must comply, the data collected (and the ability
to customize that collection),and how the audit data itself is securely managed, controlled,and
archived. You need to know how the information is reported so that management can easily
review and act on critical events.

Maintainability

Understand how the software will be deployed and maintained. Does the process for installing
and updating a large number of clients (say 10,000 plus) require extensive administrative ef-
fort? Is changing the client con guration disruptive to the end user? What degree of con gu-
ration changes to your infrastructure (e.g., rewall and server settings) are required to manage
(e.g.,install, update, receive log les) client devices on the network?

Viability

Your organization will be making a substantial investment in the vendor and their encryption
product, so its important to understand their business and have a feeling for their background
and track record. Will the vendor remain viable? Ask for their size, customer base, nancial
standing and any relevant industry ratings. Run a Dun and Bradstreet report or check Edgar

on-line if the company is publicly held. Ask for their annual report. Request that they provide
an audited nancial statement for at least the past three years.

Is their product mature? Request the number and frequency of major re-
leases and size of the customer base. Are they active in the industry? Ask
who their solution partners are, their perception of market direction,

and how both affect their technology roadmap.
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Service and Support

Evaluate which services you need from the vendor. Training for end-users and system admin-
istrations is an obvious requirement, but how and where the training is conducted may re-
quire special services to be procured. Understand the maintenance terms of the maintenance
agreement, how product releases are distributed, and what the noti cation/alert process is
if a vulnerability associated with the product is uncovered. At some point, you may need to
acquire non-standard professional services from the vendor. Ask about customization ser-
vices, to ensure that their customization of the product does not invalidate your maintenance
agreement.

Pricing

Product pricing, representative of the solution detail, is one of the most critical pieces of the
vendor s response to your RFP: The vendor must provide a price for the total proposed solution
based on the information you provide in the RFP. Price is not only a factor in vendor selection;
it will also be used to accurately determine the actual budget for your planned deployment.
Ensure that the vendor identi es its pricing/licensing model for enterprise solutions, includ-
ing any discounting tiers and limitations. Make sure that the vendor provides the detailed bill
of materials proposed for your enterprise and corresponding prices, indicating which items
are a one-time charge (initial software and hardware purchase), which are recurring (annual
maintenance and support), and which are special services (on-site support, end-user training,
customization).
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The SANS checklist has been developed to re ect best practice considerations. Its successful use de-
pends on several steps described below.

1. Plan your project. A well-run competitive bid is like any other project. It requires a budget,
a project plan, and a schedule. In requesting resources, make sure you support your business
case to management by showing that their investment of limited funds for vendor diligence will
signi cantly reduce the risk of selecting the wrong vendor, that a eld trial of the product cost-
ing a few thousand dollars in employee labor will far outweigh the prospect of discovering the
product does not work as expected after award.

2. Focus your RFP. SANS has provided a generic statement that seeks to convey the essence of the
procurement. You and your management need to review this statement and revise it as needed.
It should clearly state your goals and objectives for this procurement and could be considered a
basis against which all responses will be evaluated. It could also be used to prove to regulators
your due diligence in meeting requirements, and push liability to vendors who don t meet their
own claims.

3. Describe your organization. Characterize your environment as accurately as possible, includ-
ing the level of detail needed to allow a bidder to provide a realistic solution and price quote. A
simple description of the number of servers and number of workstations may suf ce. Conversely,
if you require the vendor to seamlessly integrate with your enterprise environment, a more de-
tailed description of your physical and logical network is probably in order. Details can include
type of business, of ce location(s), number of users,and your network topology, including:

a. Administration concept (central vs. decentralized)

b. Deployment mechanism

c. Maintenance/upgrade procedures

d. Number and types of workstations, servers,and mobile devices
e. Applications

f. Adescription of the data you need to protect. (Consult with executive management and/or
your legal counsel if you need to provide organization -sensitive information, such as IP ad-
dress and access point information, to a bidder.)
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4. State your requirements. Document the detailed requirements an enterprise encryp-
tion solution must meet features and functionality, integration requirements, manage-
ment and administration needs, reporting and audit needs, and (perhaps most critical)
how the solution will impact your business processes and users. Use the SANS RFP check-
list as a basis for your requirements, but dont limit yourself to using it exactly. You may
want to expand on some of these items. Conversely, you may want to restate or even
remove items so as not to limit vendors that might reply. Review each requirement to
determine whether itis required (i.e., mandatory) or desired. Note: In this RFP checklist,
desired DOES NOT mean the same as optional since a con guration option can be a
mandatory requirement.)

5. Decide on an organizational point of contact. This is the person who is responsible
for interfacing with all the bidders. Depending on the nature of your enterprise, you may
need to restrict access by the vendor during the competitive process to a single person,
not necessarily someone directly involved in IT.

6. Prepare RFP package and instructions for the vendor response. Ensure that instruc-
tions to bidders are clear. The SANS checklist has areas highlighted in GOLD where you
plug in your own information, and update as needed. Make sure that the format for the
vendor proposal ensures consistency across all bidder responses and allows for fair eval-
uation of each proposal against a consistent set of criteria. Evaluation criteria may in-
clude how well the solution meets enterprise goals, objectives, and requirements, what
the overall and detailed prices are, and an assessment of vendor stability.

7. Conduct a competitive bid process. Publish an RFP that allows each bidder to present
his recommended solution. The goal is to select the best-priced and best-featured solu-
tion under highly competitive conditions.

8. Award. Use the winners response to develop your overall budget and timeline to in-
crease the resilience of the enterprise security architecture.
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Request for Proposal (RFP) / Request for Information
(RFI) Checklist for Vendor Overview / Selection

Version 5.0 « May 15,2007

General information

Our organization,

insert name of organization seeking the encryption solution (or Organization )

seeks an encryption solution that can provide uniform standards for the entire enterprise. We seek a
security solution that combines the advantages of best-of-breed technology with the bene ts of an
integrated, scalable, and manageable solution. We wish to avoid the dif cultly faced by many enter-
prises that must manage multiple point-security type products and the resulting drain on manage-
ment resources. Our goal is to acquire and implement a robust enterprise solution, exible enough to
support individual user and device needs yet allow effective and ef cient centralized administration,
management, and recovery.

Organization Description

The following section describes our organization so you, the vendor, can get a feel for our deployment
scenario and use this information to establish as basis for your response to Section 5.0, Pricing and
Components.

Insert brief description of Organization,including type of business, geographic placement of of ces,
high-level network topology, number and type of workstations, number and types of servers, number of users,
and any other information that may be relevant to the vendor.]

Contact information

Provide contract information for the RFP.

Vendor Response

Please complete the following sections according to the instructions in each section. Review require-
ments, tailor or update areas indicated in GOLD, and determine whether requirementis required
(i.e., mandatory) or desired. Note: Inthis RFP checklist, desired DOES NOT mean the same as op-
tional since acon guration option can be a mandatory requirement.)
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1.0 BUSINESS / BACKGROUND REQUIREMENTS

1.1 Describe your customer base. Provide a list of customers including company name, industry, and number of licenses. Note: If you cant list
the company name, just list the industry.

1.2 Enterprise security solutions cannot work in isolation. They have to be compatible with a broad range of industry leading solutions as
demonstrated by technology partnerships. Provide a list of your solution partners.

1.3 How many full-time employees do you employ? Describe.

1.4 How many of those full-time employees are dedicated to desktop encryption? Describe.
1.5 How many major releases have there been of your product (maturity)? Describe.

1.6 What s your company s Gartner Rating? Describe.

1.7 What is your companys nancial standing? Explain / provide information.

1.8 What s your perception of market direction and how does thisa ect your technology roadmap? Describe your anticipation of industry /
customer trends, how your product plans will meet these trends, and your approach to ensure that your solution can adapt and improve
while continuing to provide value to an existing customer base.

2.0 PROFESSIONAL SERVICES

In order to meet implementation objectives, our organization may require speci ¢ services from you for the services listed below. In developing
your costs in Section 4.0, please consider the following information: Tailor this list to meet the needs of “Organization” seeking the
encryption solution, including number of users in each category and training delivery method (e.g., on-ling, instructor-led)

Training for end-users
insert number of

Training for system administrators
insert number of

Certi cation program for designated sta
insert number of

Implementation services
Update services
Specify level needed for support services

Customization
Specify details if known

2.1 Training: Describe end-user / administrator training courses / options you o er.

2.2 Security certi cations: Provide a list of any security certi cationsyou o er or support that are related to your product. List third parties,
if any, that are authorized to administer the certi cation.

2.3 Implementation: Describe your o erings for supporting the initial con guration and installation of your product including:

2.3.1 Ifapplicable, provide a list of third parties (e.g., consultants, service providers) that you have certi ed to provide implementation
services on your behalf,

2.4 Maintenance/update services: Describe your o erings including:
2.4.1 What services are included in your software maintenance/update program?
2.4.2 What is your normal revision cycle for standard releases?
2.4.3 What is the normal distribution path for standard releases? Is it the same path for emergency releases/hot  xes?
2.4.4 What is the normal documentation provided with your standard releases? (Provide example(s).)
2.4.5 Whatisyour noti cation process to clientsin the case of hot  xes or emergency releases?
2.4.6 How quickly are bug xes generated or released from the time that the problem or issue is initially reported or discovered?
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