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|CMP Attacks I llustr ated

The simplicity of the ICMP protocol and the lack of awareness of security issues related
to protocol has led me to put in place this paper to attempt to illustrate some of the
possible attacks using ICMP as atool.

Also included in this paper are references to some of the tools that are available for use
and in some instances, these have been used for some real world attacks.

ICMP Basics

ICMP, the Internet Control Message Protocol is an integral part of any I[P
implementation.

Although ICMP messages are sent in IP packets and it uses IP as if it were a higher-level
protocol, ICMP is in fact an internal part of 1P, and must be implemented in every IP
module. ICMP messages are classified into 2 main categories:

ICMP Error Messages
ICMP Query Messages

Its goals and features as outlined in RFC 792 is to provide a means to send error
messages for non-transient error conditions, and to provide a way to probe the network in
order to determine general characteristics about the network.

A number code, a'so known as the “message type’, is assigned to each ICMP message; it
specifies the type of the message. Another number code represents a “code” for the
specified ICMP type; it acts as a sub-type, and its interpretation is dependent upon the
message type.

The diagram below shows the general ICMP packet format.
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Header & b4 bits from aniginal datagram
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AttacksIllustrated
Phase | — Reconnaissance & Scanning
ICMP Sweep

In any typical attack scenario, the attacker will first engage in some reconnaissance and
scanning activitiesin order to

1. Better understand the environment of the target
2. Gather information about the target so as to plan the atack approach
3. Employ the right techniques & tools for the subsequent attack phases

One of the most common (albeit noisy) and most well understood technique for
discovering the range of hosts which are aive in the target’s environment is to perform a
|CM P sweep of the entire target’ s network range.

An ICMP sweep involves essentially sending a series of ICMP request packets to the
target network range and from the list of ICMP replies infer whether certain hosts are
alive and connected to the target’ s network for further probing.

Although the above attack can be done manually via a very simple command ping, many
automated scanning tools (E.g. nmap (http://www.insecure.org/nmap) and Superscan
(http://www.foundstone.com/rdlabs/proddesc/superscan.html)) will speed up the entire
scanning process by performing such a scan on al possible IP address range given a
target network.

Traceroute

Another very useful tool for mapping out the target’s network configuration is the use of
a very smple command call traceroute. What this command essentially does is, it will
send out progressively a series of packets with an increasing TTL (Time to Live) vaue
set. When an intermediate router receives a forwarding packet, it'll decrement the TTL
value of the packet before forwarding it to the next router. At thistime if the TTL value
of the packet reaches zero, an ICMP “time exceeded” message will be send back to the
originating host. By sending the packet with initial TTL value of 1 will alow the first
router in the path of the packet to now send back an ICMP “time exceeded” message
which will then alow the attacker to know the IP address of the first router. Subsequent
packets are send by increasing the TTL value in the packet by 1 each time, thus the
attacker will be able to know every hop between him and the target.

Using this technique, the attacker could not only trace the path taken by a packet as it
travels to the target but also gives him information on the topology of the target network.
This information is crucial in alowing the attacker plan his approach when attacking the
network.
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A network-mapping tool like Cheops (http://www.marko.net/cheops) would allow the

attacker to quickly map out the entire target network using ping and traceroute. This tool
is a very noisy tool from a traffic perspective and can be easily picked up by any

intrusion detection system as well as firewall logs.
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Firewak

Developing further from the traceroute idea, this next technique (Firewalk) can be used to
identify ports that are open on a packet filtering firewall. The purpose of doing so is
really to map out the filtering rules that are being set up in a packet filtering firewall.

Firewalking is typically done in 2 phases, phase 1 involves doing a traceroute from the
attacker to the target firewall to ascertain the number of hops it will take for a packet to
reach the firewall. During the scanning phase, TTL value of packets will be set to one
greater than the firewall and send to a known host behind the firewall. If an ICMP “time
exceeded” message is received, that would mean that the packet has managed to get past
the firewall and thus causing an ICMP packet to be returned by the known host because
TTL value has now reached zero, otherwise it can be deduced that there is afiltering rule

on the firewall which stops the traffic.

Firewalk can be found at (http://www.packetstormsecurity.com/UNIX/audit/firewalk/).
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Inverse Mapping

Inverse Mapping is a technique used to map internal networks or hosts that are protected
by afiltering device. Usually some of those systems are not reachable from the Internet.
We use routers, which will give away internal architecture information of a network,
even if the question they were asked does not make any sense, for this scanning type. We
compile a list of IP's that list what is not there, and use it to conclude where things
probably are.

An Inverse Mapping attack isillustrated below:

Step 1. Attacker sends an ICMP reply message to a range of |P addresses presumably
behind afiltering device.

Step 2. Upon receiving the series of ICMP reply messages, since the filtering device does
not keep state of the list of ICMP requests, it will allow these packets to their destination.

Step 3. If there is an internal router, the router will respond with a ICMP “Host
Unreachable” for every host that it cannot reach, thus giving the attacker knowledge of
all hosts which are present behind the filtering device.

OS Fingerprinting

Before any attack can be launched, other than knowing the existence of the target host, it
would be extremely beneficial to know the underlying operating system as well as the list
of services that it runs. While port scanners can determine the types of services that are
being offered on the system, ICMP could again be engaged in helping the attacker
determine the underlying operating system.

The advantage of using ICMP protocol in a remote OS fingerprinting exercise offers the
attacker a more stealthy way in OS identification process. In some instances only a single
packet is sent to determine the operating system used by the target system.

Remote OS Fingerprinting is a technique that exploits the fact that different operating
system vendors have built a dightly different way of handling network traffic. A detailed
study of both active and passive remote OS fingerprinting was done and a detailed report
can befound at (http://www.syssecurity.com/html/projects/X.html).

A remote OS Fingerprinting attack isillustrated below:

Step 1. Attacker sends an UDP packet with DF hit set to a target host whose UDP port is
closed.

Step 2. An ICMP “Destination unreachable port” message will be returned to the
attacker.
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Step 3. Due to the fact that different hosts will send a dlightly different ICMP packet
back, operating systems can be determined by examining several hits in the return packet.

E.g. If we look at the precedence bits field of the packet and the value is 0xcO, the
underlying operating system can most likely be deduced to be a Linux kernel 2.0.x / 2.2.x
12.4.x based machine or a Cisco based router or a Extreme Networks switch.

In this indance, to differentiate between the Linux kernel and that of the networking
device, ICMP Error Quoting size fingerprinting method can be employed. In this method,
the returned ICMP packet is inspected for the number of bytes that are being returned.
Linux kernel will return a different number of bytes as compared to networking device,
thus we are able to differentiate them.

One step further is to be able to differentiate between the various versions of the Linux
kernel. In this case we will be looking at the IP TTL value set in the packet, Linux kernel
2.0.x has got an initia value of 64 whereas 2.2.x and 2.4.x will use an initia value of
255. Now to differentiate between the 2.2.x and 2.4.x isto look at the IP ID value of the
packet, 2.4.1 — 2.4.4 has got a value equals to zero unlike 2.2.x. Thus just by looking at 1
return packet from the target, the attacker is able to drill down to the type and version of
the underlying operating system.

Other techniques like checking how a host responds to a crafted ICMP timestamp request
are also employed to differentiate between operating systems.

X Probe available at (http://xprobe.sourceforge.net/) is a tool build to allow you do the
above in an automated manner.

Phase 2 — Exploiting Systems

ICMP Route Redirect

An ICMP Route Redirect message is sent when a gateway receives an IP traffic from a
host and finds in its routing table that its next gateway to be routed to for this traffic is on
the same network as the host.

A first look at this does not really reveal any problems with this, but let’s go through a

scenario to see how this could be exploited to alow a Man-In-The-Middle attack to be
launched.
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Step 1.  Attacker manages to take over a secondary gateway G1 of the source host.
Step 2. Attacker sends a TCP open packet to source host acting as destination host.

Step 3. While areply is in transit from the source host to the destination host through
gateway G2, the attacker sends an ICMP route redirect message to source host
spoofing as G2.

Step 4. Source host will accept the route change control message as valid and thus
changes its routing table to now route al traffic bound for destination host
through Gateway G1.

Step 5. Now attacker will quietly read/modify and forward al traffic bound for
destination host to Gateway G2 acting as a Man-In-The-Middle host.

|CMP informational messages

By sending “oversized” ICMP messages to a target host could potentially crash / reboot
the target host. Thisis due to the fact that some OS does not know how to handle packets
that are larger than the maximum size as stipulated in RFC.

The TCP/IP specification alows for a maximum of 65536 octets in a single packet of
information. This exploit can easily be exploited through the use of the ping command
(with a flag to indicate the size of the packet to be send) by using a packet size greater
than 65536 octets. Some OS will perform checks on the size of the outgoing ping packets
and will not allow packets greater than 65536 octets. There are many tools that are
available for download that will allow the attacker to create customized ping packets.
One such exampleis hping2 (http://www.securityfocus.com/tools/641).
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If the target host is not properly patched, the OS will freeze or reboot after receiving just
1 oversized packet.

By exploiting the nature of fragmentation as well as oversized ICMP packets, another
exploit is possible that will cause some OS to stop responding and have to resort to a
reboot to recover from these attacks.

SSPing (http://packetstormsecurity.org/Exploit_Code Archive/ssping.zip) is a tool that
doesjust that.

Developing further from this idea IS another tool Jolt2
(http://razor .bindview.com/publish/advisories/adv _Jolt2.html)

In this attack, sending large numbers of identical fragmented |P packets to the target host
will cause the host to stop responding for the period of time when the attack is in
progress.

Another tool teardrop (http://packetstormsecurity.org/Exploit_Code Archive/teardrop.c)
sends a stream of fragmented packets to the target host and asks it to put them back
together. When the host tries to do so, it discovers that the packets are not the size they
say they are. This causes the target host to hang and require a re-boot before it will
function again.

ICMP Router Discovery Messages

Before ahost is able to send a message to a host outside its own subnet, it must be able to
identify the address of the immediate router. This is typically done through reading a
configuration file upon startup and on some multicast network by listening to routing
protocol traffic.

An extension to the ICMP protocol caled “ICMP Router Discovery Protocol” (defined in
RFC 1256 - http://www.fags.org/rfcs/rfc1256.html) is able to use “router advertisement”
aswell as “router solicitation” messages to allow hosts to find out the IP addresses of the
router that is attached to their immediate network.

When a host is being started up, it will make use of the “router solicitation” messages to
check for the address of the immediate router. Since these messages are not
authenticated, attackers on the same subnet as the host can spoof these messages.

A possible attack scenario isillustrated below:

Step 1. Host boots up and issues a “router solicitation” message to find out the default
router on the network.

Step 2. Attacker listens in to the message and spoofs a reply to that host.
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Step 3. The default route of the host is now set to the attacker’s IP address that the
attacker hasincluded in hisreply.

Step 4. Now the attacker could employ either sniffing, man-in-the-middle attack for al
traffic outbound through the attacker’ s machine.

Step 5. Denid of service attack is also possible by not forwarding any packets onto the
correct subnet.

ICMP Floods

By flooding the target host with great amounts of ICMP messages will leave the attacked
host and its associated network with degraded performance or even total denial of service
in some instance.

Smurf (http://cs.baylor.edu/~donahoo/NIUNet/hacking/smurf/smurf.c) attacks are clever:
They use whole networks of computers to direct an overwhelming amount of traffic to a
victim's machine and its network.

A smurf attack isillustrated below:
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Step 1. Attacker finds some intermediary network that will respond to the network’s
broadcast address.

Step 2. Attacker spoofs the IP address of the victim host and sends a great number of
|CMP echo request packets to the broadcast address of the above intermediary networks.

Step 3. Now all the hosts on that network will respond to that ICMP echo request with a
corresponding ICMP reply request back to the spoofed IP address (the victim).
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Step 4. This will send a whole bunch of ICMP echo replies to the victim and its network
thus causing network degradation or atotal denial of service.

Phase 3 - Keeping Access & Covering The Tracks

After an attacker has successfully compromised a system, one of the ways to hide
information as it is being transmitted across a network is to use a technique called
tunneling. Tunneling involves hiding one protocol inside another protocol. Loki2 is one
such implementation discussed in (http://www.phrack.org/show.php?p=51) which uses
ICMP and UDP protocol tunneling to obtain a reverse shell from an attacked system.

The steps to using Loki2 isillustrated below:
Step 1. Attacker gets root on a victim system.
Step 2. Attacker gets Loki2 and compiles it on the machine.

Step 3. Attacker now launches Loki2 client on the attacking machine and gets a reverse
shell on the victim host.

Step 4. Now attacker has shell access to victim’'s machine while tunneling traffic through
normal ICMP data packets.

In such an attack, the traffic that is being exchanged between the Loki client & Loki
server is aimost covert as there are no listening ports opened on the victim machine and
even the traffic could be encrypted with an encryption algorithm like Blowfish or DH for
additional covertness.

Loki2 when implemented as a kernel module would be even stealthier as it would not
even have a process that will sit and wait for the ICMP traffic that can potentially be
detected by an alert adminidrator.

Taking stock of the recent Distributed Denia Of Service (DDOS) attacks, we have seen
that ICMP have been used in amost all of those tools for covert communications between
the DDOS client and the attacker’s handler program. Few examples are TFN2K and
Stacheldraht.

Conclusion

We have seen throughout this paper that ICMP can and has been used in many phases of
an attacker's advance in a system compromise. In many instances, tools are easily
available on the Internet for download.

WEe've aso seen that ICMP is not just being used in the reconnaissance & scanning phase

which is most understood but it has also been used for exploiting systems as well as in
certain instances as a covert channel for attacker’s communication.
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