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Securing PDAs in the Health Care Environment

Ultimately, the privacy and security of patient medical information is in the hands of each person who touches
it. Every staff member should understand the importance of patients' privacy and take ownership of maintaining
that privacy. Every person who works in the medical field, whether they be physicians, nurses, technicians, or
IT support staff, must understand the HIPAA regulations and the significance of complying with them. For users
of handheld computers storing patient data, it's imperative that they have an un...
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The “Information Age” is upon us, and technology is the two-edged sword that both
provides us access to a world full of data and bombards us with too much information.
The medical field is no exception; information drives the practice of medicine (Tonks
and Smith).t Doctors and nurses spend a quarter of their time searching for, sorting,
and using information. Hospitals spend 15% of their budgets on information
management. Health care professionals need information every time they encounter a
patient, and that information must be accurate, up-to-date, and easily obtained.
Fortunately, the development of technology in the last few decades has provided
powerful tools to store and sort the plethora of medical data that is available. With the
introduction of handheld computers, health care professionals now have a tool that they
can carry with them to the bedside, the surgery, and the classroom. The portability of
Personal Digital Assistants (PDAs) makes them ideal for this task, and with the ability to
download data from servers, either via a wireless network or physical synchronization,
handheld computers can provide instant access to accurate data about patients, drugs,
and diagnostic or treatment information. They can even be used to upload patient
information to the servers to be stored in the patient’s electronic medical record. If
managed correctly, they can become an indispensable tool for the medical professional.

There are already a number of extremely useful applications created for PDAs.
Increasing numbers of health care providers are using applications such as ePocrates?,
a database of drug information including indications, dosage, administration, adverse
reactions, and drug interactions. PatientKeeper? is an electronic medical record
application used in direct patient care settings. The ePhysician Practice Suite* includes
patient charge capturing, electronic prescriptions (they claim to have surpassed 1
million electronic prescriptions), drug reference, and patient management software.
Tools such as these can allow the physician to have the patient’s complete medical
record as well as drug reference information in a searchable, sortable format. Ideally
the physician would be able to update the patient’s record, prescribe medications
electronically while crosschecking for drug interactions or new physician alerts and
transmit all the data electronically to a central database or transmit appropriate data to
another physician, eliminating problems such as illegible handwriting and the cost of
medical transcriptions.

Several leading medical institutions have endorsed the use of PDAs. Wake Forest
Medical School issues Palm Pilots to its second-, third-, and fourth-year medical
students.> "The Palm Computing® platform has the potential to revolutionize the way
our medical center departments run and communicate," said Dr. Johannes Boehme II,
associate dean for academic computing. "We see an unlimited potential with this
platform that could lead to the development of customized departmental applications
and the eventual deployment of several thousand WorkPads."® Wake Forest is using the
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IBM Thinkpads linked to a central synchronization server to deliver medical and
reference information to the students. The students can download additional medical
reference information on demand as they proceed in their studies.

Another institution supporting PDA use in medicine is Cedars-Sinai Medical Center”.
They are using the wireless network-enabled Palm VII in the clinical setting to deliver
patient data and lab reports instantaneously. They’ve designed, in-house, an Intranet
and Oracle database that delivers physician look-up, paging, email, and wireless order
processing for books and articles from the medical library 2.

The web site www.pdaMD.com is a very useful site in that is contains software review
as well as case study articles about handheld computer use in the clinical setting. In
particular, the article “A Day in the Life of an FP’s PDA™ is a fun read and describes
several scenarios in which a PDA can facilitate the physician’s handling of information,
leaving more time for direct patient care. Handheldmed.com is also a valuable reference
site for users of PDAs in the medical field. They offer articles and reviews as well as
purchase of handheld products and software for the physician.

Doctors are not the only medical professionals who can benefit from the use of the
handheld computer. Karen Lusky, MSN, RN, in her article entitled “Is a Personal Digital
Assistant in your Future?” 1 says, “This future is already in the hands, literally, of
nurses who are beginning to use handheld computers called personal digital assistants
(PDAs) in a way that may revolutionize healthcare delivery.” The journal of mobile
nursing informatics (www.rnpalm.com) provides articles, reviews, software, discussion
lists, and an electronic newsletter geared toward the nursing field. Clearly the
convenience of using a PDA to have instant access to medical references and patient
information has the potential to impact all aspects of health care.

Many institutions allow the use of handheld computers but are not prepared to manage
the security risks inherent in their use. While the PDA can be a valuable tool for the
medical professional, it introduces risks as well. Being a physically mobile device, it can
be lost, stolen, or damaged relatively easily. And while to date there are have not been
many viruses or other hacks created that affect PDAs, security experts warn of an
increase in hacking against handheld computers as PDAs make their way out of the
home and into the workplace.

In the medical field, the security and privacy of electronic patient data are not only
important, they are federally mandated by the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) that sets federal standards for privacy and security
of patient-identifiable information. The privacy standards were finalized in December
2000 and are intended to give patients greater access to their own medical records and
more control over how their medical information is used2. The security standards are
still being debated, but when finalized, will set standards for security of patient medical
information. The security standards will include requirements for encryption, audit trails,
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and disaster recovery of any patient-identifiable data in any format that has ever been
stored or transmitted electronically. This includes electronic medical records, fax
transmissions, and email whether stored in a data warehouse or on a handheld
computer. The American Academy of Family Physicians published an article in March
2001 entitled “What You Need to Know About HIPAA Now":2 by David C. Kibbe, MD,
MBA that extols physicians to begin learning all they can about HIPAA now, because
every practice in the United States will have to comply with the privacy regulations by
February 2003 and will face severe civil and criminal penalties for non-compliance. After
the security regulations are published, medical institutions and practices will have about
26 months to comply with them. This may sound like a lot of time, but the HIPAA
regulations are going to require huge changes in how medical information is handled,
and will ultimately encourage the computerization of all personal health information.

PDAs introduce some interesting vulnerabilities to the threats against the confidentiality,
integrity, and availability of patient medical information. Lost or stolen handhelds put
the confidentiality and availability of patient data at risk; damaged PDAs make the
information unavailable at the least, and unrecoverable at the worst. In addition, many
PDAs have the capability to use infrared to beam information to another handheld
device or desktop computer. This opens up the possibility of accidentally beaming
information to the wrong user, again threatening the confidentiality of the data. The
infrared beaming could also become a conduit for the spread of viruses or other
malicious code.

To comply with HIPAA regulations, the data stored on PDAs will have to be protected.
The transmission of the data must be protected as well, whether it's sent via a physical
connection or a wireless network. If the PDA syncs with a desktop computer or server,
the data must be safeguarded there as well. And there must be some assurance that
the data will not be put at risk if the PDA is taken out of the clinic or hospital. By the
same token, to be useful, the PDA should be able to accompany the physician into
other settings outside the institution so that valuable reference information can be
accessed from home or other locations, particularly for the physician on call. In general,
physicians who are called off-hours for patient consults don't have the patient’s medical
information at hand, as it is impractical as well as inadvisable to take traditional paper
records out of the institution. A physician who is able to access a patient’s medical
history and drug information at any moment would be in a better position to address
issues that arise when the doctor is on call. It is critical that the PDA have security
measures in place such as password protection and encryption of critical databases.

Fortunately, sophisticated authentication and encryption programs are beginning to
appear for handhelds, and there are already many third-party programs available for
protecting the PDA by requiring authentication. For example, TealLock* for the PalmOS
allows the user to lock the PDA and encrypt selected databases. PDA Defense
Professional®® is a multi-layered security application for the PalmOS. It provides 128-bit
Blowfish encryption, limited number of login attempts after which it deletes all data
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from the PDA, and other customizable options. At this time there are no encryption
standards in place for PDAs. This needs to be addressed by the appropriate standards
authorities, but in the meantime it is advisable to use at least 128-bit encryption.

Few users realize that there are several “back doors” to accessing handheld data. On
the PalmOS, it is possible to put the PDA into a debug or console mode!® making it
possible to retrieve and modify any installed database, delete applications, and even
retrieve the system password in an encrypted form. In a Wired News article!?, Chris
Wysopal, director of research and development for @Stake says “that an attacker would
be able to copy the contents of the average Palm ‘in about five minutes,” and a
password could be decrypted in a few seconds.” Palm Computing claims that PalmOS
version 4.0, which ships with the m500 series PDAs, has fixed this problem. However,
many users have an older version of the operating system that does not include fixes.
In these cases, there are at least two fixes available. One is called Shortfix, created by
Daniel Seifert!?, that removes the shortcuts that put the unit into these debug modes.
There is another free application called “Nodebug™? by Alejandro David Weil that
removes at least one of the shortcuts into the debug state.

While handheld computer malware has so far been scarce, there has been at least one
instance of a Trojan designed to target the PalmOS. Palm_Liberty.A% appeared in
August 2000 and masquerades as a file that can convert a shareware game program
called Liberty into a registered copy, but instead it deletes all executable applications on
the handheld. It was considered proof of concept code and its spread was limited, but
it's likely we'll see more malicious software aimed at handhelds in the future.

There are quite a number of companies nhow marketing antivirus software for
handhelds. Trend Micro has a product called “PC-Cillin for Wireless”2 that provides real-
time scanning to prevent viruses from propagating by beaming, syncing, email, or
internet downloads. The software runs resident on the device and is supported on
PalmOS, WInCE, and Psion devices. They provide a free download of their software.
Symantec also has a PDA antivirus product called “Symantec Antivirus 2001 for Palm
0S"Z, It runs on the Palm and automatically updates its virus definition files upon
hotsyncs. One year of application and virus definition updates is included with the initial
$39.95 purchase price. An Internet search should turn up numerous options for the
various handheld models.

Clearly, tools are becoming available to make handheld data less vulnerable to loss or
unauthorized exposure or modification. The security tools will mature with time, but the
need is there to have better security measures in place now. Users must be made
aware of the risks as well as the benefits of using handheld computers. Policies must be
implemented that require adequate security measures be put in place for PDAs, and
appropriate procedures must be created and followed. Suggestions for PDA Policies
include:

© SANS Institute 2001, As part of the Information Security Reading Room. Author retains full rights.



Require a password protection program, preferably one that allows only a
limited number of login attempts

Require that patient data be encrypted while on the handheld, on the
network, or in a central database.

Require that the encryption be at least 128-bit.

Install the applications that remove the shortcuts into the debug modes of
the PDA

Require antivirus software to be in place

As in many other settings, the biggest hurdle to achieving “secure” data is user
education. Making PDA education a part of new employee orientation (for positions that
will involve use of a PDA) is a good start, but wise PDA use must become a part of the
culture of the organization if it is to be successful. Users should be educated about the
risks of carrying a PDA that contains sensitive data. They should be advised that:

The loss or corruption of data could impact their patients and exposure of the
data to inappropriate entities could carry civil and criminal penalties under the
HIPAA guidelines

The PDA should not be shared with others.

They should use care with regard to the infrared beaming. It would be
advisable to turn off the beam-receive option and enable it only when one is
intentionally receiving data from another user. Even then, they should be
wary of what data is being sent to them and guard against the possibility of
receiving malicious code.

Users should safeguard the PDA against theft or loss as they would their own
credit cards or car keys.

They should use care in downloading and installing non-approved applications
from the web to avoid the possibility of accidentally installing malicious
software

Ultimately, the privacy and security of patient medical information is in the hands
of each person who touches it. Every staff member should understand the importance
of patients’ privacy and take ownership of maintaining that privacy. Every person who
works in the medical field, whether they be physicians, nurses, technicians, or IT
support staff, must understand the HIPAA regulations and the significance of complying
with them. For users of handheld computers storing patient data, it's imperative that
they have an understanding of the risks involved and the steps they can take to protect
the sensitive data they carry in the palms of their hands.
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