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Abstract
IT Security agents are often distributed geographically. Many team building techniques focus on
groups who can gather physically and can do offsite activities together. IT Security collectives can
improve their ability to work together if they engage in team building activities which can be done
virtually. This paper describes the change in leader opinions as a result of team building activities
conducted in working groups that were geographically disbursed. It also documents some objective
measures of security which were positively impacted by focusing on team interaction.
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1. Introduction
In recent years there has been afocus on work being done in teams rather than

individually. This may be because multiple minds can generate better ideas, but it may also be

due to the complex nature of work or the quantity of work which must be performed (Bossche

Gijselaers, Segers, Waltjer, & Kirschner, 2010). Securing information technology (IT) for large

networked organizations is a complex task which takes place in multiple locations. Thetask is
complex because practitioners must understand the goals of the organization, how the
organization plansto use IT to further those goals, the threats to the organization, the threats to
the IT systems, the vulnerabilities of the IT systems, and how to reinforce the vulnerabilitiesin
order to mitigate the threats. Since technology changes rapidly, IT security practitioners must
spend significant time and energy keeping knowledge and skills up to date with changing

technology.
1.1. Using Teams to Secure Information Systems

With the advent of networked organizations the vulnerabilitiesin IT security increased

exponentially over the vulnerahilities of standalone systems (Gupta, Banerjee, Agrawal. & Rao,

2008). Thismade it sensibleto start employing IT security professionals in teams each
concentrating on vulnerabilitiesin specific parts of the IT system. As networks expanded from
local area networks to campus wide systems and then to the internet, many organizations
discovered they had I T security issues that were physically separated from the teams with the

knowledge to address those issues (Assel, Wesner, & Kipp, 2009). In some cases organizations

decided to break up the team and have different members located near specific locations. In
other cases, organizations co-opted IT staff who were supporting new locations from a

technology view to include security aspects (Assel et al., 2009). In either case, the result was a

group of people looking at security issues who were not able to regularly meet face to face.

1.2. Challenges of Distributed Teams
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Teams which are collocated may use all types of communication including face to face,
shared physical diagrams and pictures, telephone, email, and instant messaging. Teams which

are geographically dispersed have a higher cost to communication and the mechanisms available

are more limited (Espinosa, Slaughter, Kraut, & Herbsleb, 2007). Geographically distributed
teams must pay attention to more factorsin order to interact successfully. Thisincludes
scheduling teleconferences when parties across multiple time zones are available, working
through different holiday schedules and work customs and perhaps even addressing different
primary languages. Table 1 summarizes some of the challenges faced by these teams.

Table 1 - Challenges Facing Geographically Dispersed Network Security Teams

Challenge Possible Causes
Remote team mates slower to respond to Delay In notification
network security alerts Challenges knowing or accessing the appropriate

response
Time zone differences resulting in different
working hours

Individuals may be unaware of business Insufficient attention to business activity as
activity in other areas that affect network opposed to technology

activity patterns Lack of effective communication

Network equipment at some sitesmay have | Different refresh rates

less capability than at other sites Different needs based on site size and activity

International customs and sales restrictions

Users at remote locations may not understand | Lack of effective communication
security policy Different language and culture resulting in
different interpretations of policy

One specific security related question is how to verify identity and coordinate activity for
teams that are geographically separate. Physically collocated teams generally use verbal
observation to verify identity. At initial introduction this may mean comparing afaceto an
employment badge, but it may also be verified through introduction by a trusted third party such
as a human resources representative or amanager. Geographically dispersed teams have more of

achalengein verifying identity(Aubert & Kelsey, 2003). Depending on the sensitivity of the

information being discussed, teams may settle for knowledge of the conference call number and
individual verbal introduction as sufficient. In other circumstances, teams may go through the

effort of setting up ateleconference in order to have visual verification of identity. They may put
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apass code on avoiceonly call. They may create a chat room which is only open to invited
members and then distribute information for averbal call in the chat room. Teams may set up
multi-factor authentication for their online meetings. All of these mechanisms take more time
and are more cumbersome than gathering in a meeting room. Thus, more overhead is required
for geographically dispersed teams to carry on team activity.

The overhead burden is even more challenging when it relates to security issues. Often
ideas concerning security need to be shared with team mates rapidly either due to an emerging
vulnerability or an immediate threat. The delay required to set up avirtual meeting versus
setting up aphysical meeting can make it more difficult for the virtual team to complete their job.
However, since the security situation may change at any time, specifically it may change when a
collocated team is not in their normal working environment; the geographically dispersed team
may at times have an advantage. Since they are used to working in a dispersed mode, they do

not have to gather at a particular location to begin responding to acrisis.
1.3. Improving Team Abilities

Team building, consciously looking at ways to work better together, can improve team

communication and coordination. The resulting team can work together more effectively thereby

overcoming the difficulties of geographic dispersion (Fiore, Salas, Cuevas, & Bowers, 2003) and
can improve network security and data security. Team building can also foster trust between
members; trust in each other’s skills and in the ability of the team to work toward mission goals.
Trust is essential to building an effective team in a distributed networked environment(Mezgar,
2003).

Network security requires the ability to work together to implement security controls. It
also requires the ability to coordinate activity in response to security breaches and in response to
the discovery of new vulnerabilities. Teams may have explicit or implicit ways of coordinating

their activities (Espinosa, Lerch, & Kraut, 2009).

Team building activities have been shown to improve the effectiveness of teams(Bossche

et al., 2010). Different activities are useful depending on the length of time the team has been
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working together. Teams generally go through the stages of forming, storming, norming,

performing, and perhaps mourning(Staggers, Garcia, & Nagelhout, 2008). Activities are

designed to support the team in each of these stages. However, investigation of these activities
shows that most of them were designed for teams that have the ability to meet in aface to face

setting(Staggers et a., 2008). While these can be very effective in improving the effectiveness of

teams who have the advantage of meeting face to face, there is significant cost involved in
bringing together geographically dispersed IT security teams. In addition, due to the rapid
response required for many IT security tasks, teams may be formed on the fly without any

opportunity to meet face to face before commencing work.

2. Case Study of Small Work Teams in Information Techno-
logy

In this case study an Information Technology unit was divided into three teams each
responsible for different aspects of system operations including information security. Each team
was responsible for working with appropriate counterparts in alarge corporation who were not
co-located. In oneteam al members of the local group worked primarily in the same physical
location. The second group included several remote individuals while the third group consisted
entirely of individuals who worked at |ocations remote from the team lead and each other. At the
beginning of the case study a survey of the team leads was taken to indicate the cohesiveness of
their teams. The team leads used an “Assessment of Virtual Teams’ to evaluate the effectiveness

of their teams (Guillot, 2002).

The team |leaders were then given training in specific team building exercises to consider
conducting with their teams. To encourage the formation of team identity, teams were expected
to review progress toward annual goals. The goalsincluded taking objective measures of team
performance. Teams were expected to set up regular meetings to discuss progress towards these
goals. Team leaders were expected to actively engage in team building for their teams. After

two months, the team leaders were then reassessed using the same survey.
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2.1. Team Building Activities

The teams were challenged at finding team building activities that could be done without
being collocated. There are many useful sources of team building activities such as (Sugar &
Takacs, 2000) or (Thiagarajan & Parker, 1999), but most of them expect the team to be gathered

in the same location. Existing activities that could be modified to produce an online activity were
discussed. The team leaders then participated in ateam building exercise themselves to improve
their ability to work as a cohesive unit. Thisinvolved working an online scavenger hunt on the
corporate Intranet without using verbal communication. Limiting communication in this manner
helped the team leads to practice operating asif they were not collocated. It also gave them an
exercise which they could use with their respective teams.

Each team lead succeeded in finding at least one specific team building activity which
could be done with their unique group. In general, thisinvolved modifying an activity by

customizing it for their unique situation(Staggers et al., 2008). Since these activities were not

directly related to the work performed they may not have assisted the teams in building a shared
mental model of their situations(Resick, Dickson, Mitchelson, Allison, & Clark, 2010).

However, they did allow the teams to come to know one another better and to learn what to

expect from one another(Espevik, Johnsen, & Eid, 2011). Thismay have contributed to the

overal increase in effectiveness of the teams.

3. Results

Results include both the responses to the assessments and real world performance
indicators. The actual survey results are given in the appendix. A chart showing the differences
between the beginning and the end of the period is shown below in Figure 1.

Figure - Changein Team Cohesion Over Two Months

It was interesting to note that there are severa places where the assessment results went

down. This may be the result of personal sentiment at the moment the assessment was

performed. However, it may indicate team leads who have |learned more about particular
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behaviors have higher expectations and therefore judge their own team more critically. It should
be noted that all of the teams experienced a change in personnel during the relatively short time
of the study. In addition, since this occurred in areal work environment, there were vacations,
personal leave, bereavement leave, and other events which gave individuals reasons to put their
personal situations ahead of the needs of the team.

Not surprisingly the team which was able to meet for aface to face collaboration session
showed the most improvement in their virtual team assessment. This indicates that even groups
who are skilled in working without the bendit of face to face contact can gain improvements

from meeting as a group.
3.1. Real world performance indicators

Theteamsin this case study are engaged in supporting a variety of computer
systems performing asset management, contract support, and financial tracking for alarge
defense contractor. As such, the teams were interested in measurable improvements that could
be reported to company management. Results are tracked from the point of view of application
security, individual host security, and incident reporting.

The most notable improvement came in the area of application security. Application
vulnerability scans are conducted annually and after major application upgrades. The scans
performed prior to training took weeks to resolve with corporate IA. There were prolonged
email threads concerning how to mitigate certain results along with numerous tel econferences
and individual phone calls. Similar scans, conducted after training, were resolved in one 30
minute meeting. The work the team did to increase their ability to work together appearsto have
improved their ability to communicate with other organizations outside the team.

Host based vulnerability scans are run by another corporate organization and
reported weekly. On these scans 0 is a perfect score indicating no known vulnerabilities, but
many systems run with consistent known low vulnerabilities because the vulnerabilities are
inherent in the system function. The team involved in this study was working to reduce their high

scores on these scans. They successfully reduced the high score by 30%. They were not



Teambuilding for Information Security Professionals

8

tracking their average score. Examining the data after the fact it was determined that the average
scores actually increased by almost 25%. However, both the high scores and the average scores
for the team engaged in teambuilding were an order of magnitude lower than for asimilar team
which was not engaged in teambuilding.

Security incidents were generally infractions of policy and reported from
automated tools that monitored user activity. The number of security incidents reported went
from 4 per week at the beginning of the period to 3 per week at the end of the period. The
decrease in incidents may be the result of improved communication from thisteam. Length of
time to respond and resolve a security incident remained the same at approximately 3 days from
the time the incident was detected until it was resolved.

The teams were not initially comfortable with the idea of finding objective measures of
team performance. The team leads were used to having objective measures which focused on
individual performance. Through discussion, the team goals were turned into project plans
which were tracked during the period of the case study. The project plans and current project
status served as another objective measure of team performance. Turning goals into projects
improved the reliability of status reports on goal achievement, but did not necessarily improve

the speed with which the goals were reached.

4. Conclusions
There needs to be more research done on the best ways for geographically dispersed

teams to operate over time. Thereisatendency in industry to assume teams need to be
collocated in order to gain the synergies that come from working together. This has resulted in
increased expense for travel and for relocation. Improving our ability to work across distance
may save time and money. Due to the distributed nature of security work, improving the ability

of security teams to work across distance will result in a more secure enterprise.
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6. Appendices

Team 1
July September Difference

Schedule
stay on task
Networking
Plan/participate meetings
Recognizing feedback
Interaction
Relationship to team
Collaborate
Individual behaviors
Results
Storage
Technology
Productivity
Performance measurement
Communicates clearly
Keeps commitments
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July September Difference
Schedule 2 2 0
stay on task 1 1 0
Networking 2 2 0
Plan/participate meetings 1 2 1
Recognizing feedback 1 2 1
Interaction 3 1 -2
Relationship to team 2 1 -1
Collaborate 2 2 0
Individual behaviors 1 1 0
Results 2 1 -1
Storage 1 1 0
Technology 2 2 0
Productivity 2 2 0
Performance measurement 2 1 -1
Communicates clearly 1 1 0
Keeps commitments 2 1 -1
Team 4
July September Difference

Schedule 2 2 0
stay on task 2 3 1
Networking 1 2 1
Plan/participate meetings 3 3 0
Recognizing feedback 2 2 0
Interaction 1 2 1
Relationship to team 2 2 0
Collaborate 1 2 1
Individual behaviors 2 3 1
Results 1 3 2
Storage 1 3 2
Technology 3 3 0
Productivity 2 2 0
Performance measurement 1 2 1
Communicates clearly 3 2 -1
Keeps commitments 3 3 0
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