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Quantifying Business Value of Information Security
been difficult to measure.  For this reason some organizations forgo implementing security controls that could
bring a positive return on investment to their organization.  The goal of this paper is to familiarize the
reader with risk management terminology, discuss how it can be applied to risk management and budgeting
situations and present a quantitative risk management valuation process to show the benefit of a security
control to the business.  Using the methodology outlined in this paper the reader will be able t...

Copyright SANS Institute
Author Retains Full Rights

AD

http://www.sans.org/info/36923
http://www.sans.org/info/36909
http://www.sans.org/info/36914
http://www.sans.org/reading-room/click/657


© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /!

Quantifying Business Value of Information Security Projects 

GSEC Gold Certification 

Author: Eric Poole, epoole@sonnenschein.com 

Adviser: Jim Purcell 

 

 

Accepted: July 20, 2009 



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! 0!

123(+4.!

+5 #673*8,3!

++5 "43*')2,3+'4!

+++5 19.*9+.:!';!3<.!=2843+383+9.!*+7>!?848@.?.43!A*',.77!

+95 B.3.*?+4+4@!#77.3!C8(2.!

95 DEA.7!';!('77!

F85 G27+4.77!('77!)2.!3'!

*.A2383+'4!+?A8,3!

F65 -*')2,3+9+3E!

F,5 H.:'*>!

F)5 I.@8(!

9+5 J2843+;E+4@!3<.!98(2.!';!8!A*'K.,3!

9++5 $'4,(27+'4!!

9+++5 H+7>!L848@.?.43!D.*?+4'('@E!

F/5 %+4@(.!I'77!&MA.,384,E!

F05 #4428(!I'77!&MA.,384,E!

FN5 #4428(!H83.!';!1,,2**.4,.!

FO5 L')+;+.)!#4428(!I'77!&MA.,384,E!

FP5 H.32*4!'4!%.,2*+3E!"49.73?.43!

+M5 #AA.4)+M!"!Q!H+7>!L848@.?.43!D.*?+4'('@E!

M5 H.;.*.4,.7!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! N!

!

/R!#673*8,3 !

! D<.!98(2.!3<83!"4;'*?83+'4!%.,2*+3E!6*+4@7!3'!84!'*@84+S83+'4!<87!

3*8)+3+'48((E!6..4!)+;;+,2(3!3'!?.872*.R!!T'*!3<+7!*.87'4!7'?.!'*@84+S83+'47!;'*@'!

+?A(.?.43+4@!7.,2*+3E!,'43*'(7!3<83!,'2()!6*+4@!8!A'7+3+9.!*.32*4!'4!+49.73?.43!3'!

3<.+*!'*@84+S83+'4R!!D<.!@'8(!';!3<+7!A8A.*!+7!3'!;8?+(+8*+S.!3<.!*.8).*!:+3<!*+7>!

?848@.?.43!3.*?+4'('@EU!)+7,277!<':!+3!,84!6.!8AA(+.)!3'!*+7>!?848@.?.43!84)!

62)@.3+4@!7+3283+'47!84)!A*.7.43!8!=2843+383+9.!*+7>!?848@.?.43!98(283+'4!A*',.77!

3'!7<':!3<.!6.4.;+3!';!8!7.,2*+3E!,'43*'(!3'!3<.!627+4.77R!!V7+4@!3<.!?.3<')'('@E!

'23(+4.)!+4!3<+7!A8A.*!3<.!*.8).*!:+((!6.!86(.!3'!6.33.*!).7,*+6.!3'!8!627+4.77!

:<83!3<.!+?A8,3!';!7.,2*+3E!,'43*'(7!8*.!'4!3<.!6'33'?!(+4.!';!3<.!'*@84+S83+'4R!!!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! O!

0R!"43*')2,3+'4 !

B'.7!8!,'?A84EW7!+49.73?.43!+4!+4;'*?83+'4!7.,2*+3E!+4,*.87.!3<.!98(2.!';!8!

,'?A84EX!!";!7'U!<':!)'!E'2!?.872*.!84)!8*3+,2(83.!3<+7!98(2.X!!"7!8!,'?A84E!6.33.*!

';;!+49.73+4@!+4!+4)273*E!7384)8*)!+4;'*?83+'4!7.,2*+3E!A*8,3+,.7!'*!73*+>+4@!'23!

'4!+37!':4!84)!+49.73+4@!687.)!'4!+43.*48((E!).9.('A.)!A*+4,+A(.7X!!Y':!)'.7!3<+7!

+49.73?.43!A*+4,+A(.!,<84@.!+;!3<.!,'?A84E!+7!24*.@2(83.)!'*!(+@<3(E!*.@2(83.)X!!D'!

847:.*!3<.7.!=2.73+'47!3<+7!A8A.*!:+((!)+7,277!3'A+,7!72,<!87!877.3!98(283+'4U!

3EA.7!';!('77.7!84)!*+7>!?848@.?.43!3.*?+4'('@ER!!D<.!*.8).*!:+((!6.!A*.7.43.)!:+3<!

8!=2843+383+9.!A*'K.,3!877.77?.43!?').(!3<83!8AA(+.7!3<.!3'A+,7!)+7,277.)!+4!3<+7!

A8A.*!3'!).?'473*83.!<':!+4;'*?83+'4!7.,2*+3E!,84!6.!27.)!3'!).,*.87.!3<.!*+7>!84)!

,'73!';!627+4.77!'A.*83+'47R!!#!G*2,.!%,<4.+.*!=2'3.!3<83!.('=2.43(E!7383.7!7.9.*8(!

';!3<.!6.4.;+37!';!8!=2843+383+9.U!;'*?8(+S.)!A*'K.,3!98(283+'4!A*',.77!+7!87!

;'((':7Z![\'2!,84]3!,'?A(.3.(E!*.?'9.!.?'3+'4!;*'?!*+7>!?848@.?.43!).,+7+'47U!623!

3<.!6.73!:8E!3'!>..A!*+7>!?848@.?.43!;',27.)!'4!3<.!)838!+7!3'!;'*?8(+S.!3<.!

?.3<')'('@ER!D<83]7!:<83!,'?A84+.7!3<83!?848@.!*+7>!;'*!8!(+9+4@!^^!+472*84,.!

,'?A84+.7U!;+484,+8(!3*8)+4@!;+*?7!84)!8*6+3*8@.2*7!^^!3*E!3'!)'R!D<.E!3*E!3'!

*.A(8,.!+432+3+'4!:+3<!?').(7U!84)!<24,<.7!:+3<!?83<.?83+,7R_F%,<4.+.*U!0``a5 !D<.!

=2843+383+9.!A*'K.,3!877.77?.43!A*',.77!A*.7.43.)!+4!3<+7!A8A.*!+7!).7+@4.)!3'!)'!

K273!3<83!Q!;'*?8(+S.!3<.!?.3<')'('@E!84)!;',27!'4!3<.!)838R!!!

 !



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! P!

NR!19.*9+.:!';!3<.!=2843+383+9.!*+7>!?848@.?.43!A*',.77 !

D<.!A2*A'7.!';!8!=2843+383+9.!*+7>!848(E7+7!+7!3'!7<':!+4!8!7384)8*)+S.)U!

*.A.8386(.!84)!,'?A8*86(.!:8E!<':!8!7.,2*+3E!,'43*'(!8))7!98(2.!3'!8!627+4.77R!!D<.!

A*',.77!6.@+47!:+3<!3<.!7.(.,3+'4!';!8!*+7>!3'!6.!?+3+@83.)!84)!8!?+3+@83+4@!

7.,2*+3E!,'43*'(R!!D<.!7.,2*+3E!,'43*'(!,84!6.!8!A*',.77!'*!8!3.,<4'('@ER!!D<.!

+?A(.?.4383+'4!84)!'4@'+4@!'A.*83+4@!,'737!8*.!(+73.)R!!D<.!3EA.7!';!('77.7!3<83!

,'2()!',,2*!87!8!*.72(3!';!3<.!627+4.77!'A.*83+'4!8*.!(+73.)!84)!3<.!.73+?83.)!('77!

3'!3<.!627+4.77!6.;'*.!84)!8;3.*!8!?+3+@83+4@!7.,2*+3E!,'43*'(!<87!6..4!+43*')2,.)!

8*.!,8(,2(83.)R!!GE!).3.*?+4+4@!3<.!.73+?83.)!*+7>!';!('77!6.;'*.!84)!8;3.*!3<.!

7.,2*+3E!,'43*'(!<87!6..4!+?A(.?.43.)U!3<.!98(2.!8)).)!3'!3<.!627+4.77!F?+427!

+?A(.?.4383+'4!84)!'4@'+4@!,'7375!+7!*.9.8(.)R!!G87.)!'4!3<+7!+4;'*?83+'4!3<.!

"4;'*?83+'4!%.,2*+3E!).A8*3?.43!+7!6.33.*!86(.!3'!=2843+;E!3<.!627+4.77!98(2.!';!

3<.!:'*>!3<.E!)'U!,'?A8*.!3<.!98(2.!';!A*'7A.,3+9.!A*'K.,37!84)!).3.*?+4.!:<83!:'*>!

7<'2()!6.!;',27.)!'4!3'!).(+9.*!?8M+?2?!98(2.!3'!3<.!627+4.77R!!!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! b!

OR!B.3.*?+4+4@!#77.3!C8(2. !

D<.!98(2.!';!?84E!7E73.?7!+7!4'3!;2((E!*.8(+S.)!243+(!8!;8+(2*.!',,2*7R!!D8>.!

.?8+(!;'*!+47384,.U!?'73!';!27!38>.!;'*!@*843.)!3<.!86+(+3E!3'!.?8+(!,'((.8@2.7!

:<.4!,'((86'*83+4@!'4!A*'K.,37U!7,<.)2(+4@!?..3+4@7U!.3,R!!14(E!:<.4!.?8+(!+7!4'3!

898+(86(.!)'!:.!*.8(+S.!3<.!+?A8,3!+3!<87!'4!3<.!:8E!:.!:'*>R!!D<+7!(.8)7!27!3'!'4.!

?.3<')!';!).3.*?+4+4@!3<.!98(2.!';!84!877.3!Q!6E!38>+4@!+3!8:8E!84)!.73+?83+4@!3<.!

+?A8,3!3'!3<.!627+4.77!+;!3<.!877.3!:.*.!3'!)+78AA.8*U!@'!';;(+4.!'*!73'A!

;24,3+'4+4@!:+3<'23!4'3+,.R!!"4!7'?.!,87.7!8!(.77!,'73!.;;.,3+9.!:'*>8*'24)!,'2()!

6.!27.)!+4!A(8,.!';!3<.!2728(!7E73.?R!!13<.*!3+?.7U!84!8))+3+'48(!627+4.77!,'73!'*!

('77!',,2*7!243+(!3<.!;24,3+'48(+3E!';!3<.!;8+(.)!7E73.?!'*!877.3!+7!*.73'*.)R!

"4!3<+7!.M8?A(.!:.!:+((!.73+?83.!3<.!<'2*(E!98(2.!3'!3<.!627+4.77!';!84!

.$'??.*,.!7E73.?!;'*!84!'4(+4.!7A'*3+4@!@'')7!73'*.R!!D<.!.$'??.*,.!7+3.!;'*!3<+7!

627+4.77!+7!3<.!A*+?8*E!+43.*;8,.!3<*'2@<!:<+,<!,273'?.*7!,84!'*).*!A*')2,37!;*'?!

3<.!,'?A84ER!!D<.*.!+7!84!c``!42?6.*!3<83!,273'?.*7!,84!,8((!3'!A(8,.!'*).*7U!

*.=2.73!877+7384,.!:+3<!3<.!7+3.U!.3,!623!3<.!.$'??.*,.!7+3.!+7!3<.!'4(E!:8E!3<.E!

,84!9+.:!A*')2,37!F3<.*.!+7!4'!,838('@5R!!d+4.3E^4+4.!A.*,.43!';!3<.!,'?A84EW7!

78(.7!8*.!)'4.!3<*'2@<!3<.!7+3.R!!"4!3<.!@*+)!6.(':!8*.!3<.!,'?A84EW7!*.9.42.!

7383+73+,7!;'*!3<.!A*.9+'27!E.8*U!8('4@!:+3<!3<.!A.*,.438@.!';!78(.7!3<83!:.*.!)'4.!

3<*'2@<!3<.+*!.$'??.*,.!7+3.R!

!

%'?.!7+?A(.!,8(,2(83+'47!687.)!'4!3<.!#4428(!H.9.42.!84)!-.*,.438@.!';!78(.7!

3<*'2@<!.$'??.*,.!3.((7!27!3<83!3<.!<'2*(E!98(2.!';!3<.!.$'??.*,.!7+3.!3'!3<.!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! e!

627+4.77!+7!fbecR`cR!!D<+7!:87!;'24)!6E!?2(3+A(E+4@!3<.!A.*,.438@.!';!78(.7!3<*'2@<!

.$'??.*,.!6E!3<.!84428(!*.9.42.!FRaa!g!fbU```U```R``5U!:<+,<!*.72(37!+4!3<.!

hH.9.42.!@.4.*83.)!3<*'2@<!.$'??.*,.!7+3.W!;+@2*.!';!fPUaO`U```R``R!!D<.!*.9.42.!

@.4.*83.)!3<*'2@<!.$'??.*,.!+7!3<.4!)+9+).)!6E!3<.!42?6.*!';!<'2*7!+4!8!E.8*!Fceb`5!

3'!8**+9.!83!3<.!<'2*(E!*.9.42.!';!3<.!7+3.R!!D<.!*.72(3+4@!42?6.*!F<'2*(E!*.9.42.!

^!fbecR`c5!,84!6.!27.)!87!8!%I&!;'*!84!<'2*!';!7E73.?!)':43+?.R!!!

i+3<!3<.!%I&!).3.*?+4.)!+4!3<+7!.M.*,+7.U!3<.!98(2.!';!8!<+@<!898+(86+(+3E!

7'(23+'4!;'*!3<.!.$'??.*,.!7E73.?!6.,'?.7!,(.8*.*R!!G87.)!'4!3<+7!+4;'*?83+'4!

F8('4@!:+3<!#H15!8!627+4.77!+7!86(.!3'!).3.*?+4.!:<+,<!7.,2*+3E!,'43*'(!+7!*+@<3!

;'*!3<.+*!4..)7R!

!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! c!

!

PRDEA.7!';!('77R !

D<.*.!8*.!7.9.*8(!3EA.7!';!('77!3<83!,'?A84+.7!,84!.MA.*+.4,.!87!8!*.72(3!';!

8!7.,2*+3E!+4,+).43R!!!T'2*!';!3<.7.!('77!3EA.7!:+((!6.!).;+4.)!6.(':!84)!8AA(+.)!

(83.*!+4!3<+7!A8A.*!:<.4!3<.!3.?A(83.!;'*!=2843+;E+4@!627+4.77!98(2.!';!8!A*'K.,3!

+7!)+7,277.)R!!!

• -*')2,3+9+3E!Q!A*')2,3+9+3E!('73!)2.!3'!8!7.,2*+3E!+4,+).43!,84!6.!7..4!+4!

7.9.*8(!:8E7Z!)':43+?.!;'*!84!.4)!27.*!:<+(.!3<.!8AA(+,83+'4!3<.E!4..)!3'!

:'*>!+4!+7!)':4!'*!3+?.!7A.43!6E!84!.?A('E..!72*;+4@!3<.!+43.*4.3!+473.8)!';!

:'*>+4@R!!D<+7!3EA.!';!('77!+7!.87E!3'!=2843+;ER!!-*')2,3+9+3E!('73!)2.!3'!84!

<'2*!';!7E73.?!)':43+?.!,84!6.!,8(,2(83.)!6E!38>+4@!3<.!89.*8@.!78(8*E!';!8!

27.*!';!3<83!8AA(+,83+'4!84)!?2(3+A(E+4@!+3!6E!3<.!42?6.*!';!<'2*7!3<.!7E73.?!

:87!)':4!?2(3+A(+.)!6E!3<.!42?6.*!';!27.*7!8;;.,3.)R!!#4428(!H83.!';!

1,,2**.4,.!F#H15!;'*!3<+7!3EA.!';!.9.43!,'2()!6.!,8(,2(83.)!6E!*.9+.:+4@!A873!

<.(A!).7>!3+,>.37R!

• H.:'*>!Q!7.,2*+3E!.9.437!,84!,827.!)838!,'**2A3+'4!'*!)838!('77R!!T'*!

+47384,.U!+4!3<.!.9.43!';!8!9+*27!+4;.,3+4@!8!;+(.!7.*9.*!<'27+4@!+?A'*3843!

,'?A84E!+4;'*?83+'4R!!"49.73+4@!+4!8!<+@<!898+(86+(+3E!'*!68,>2A!7'(23+'4!;'*!

3<.!)838!73'*.)!'4!3<.7.!7.*9.*7!,'2()!?+3+@83.!3<.!*.:'*>!,'737!';!

*.,'9.*+4@!;*'?!8!9+*27R!!D<+7!('77!:'2()!*.=2+*.!:'*>!3'!=2843+;E!623!:'2()!

4'3!6.!)+;;+,2(3R!!!i<+(.!3<.!*.:'*>!,'737!3'!A*')2,.!7A.,+;+,!)838!7<'2()!6.!

.87+(E!=2843+;+.)U!3<.!8?'243!';!)838!3<83!,'2()!6.!)8?8@.)!6E!?8(+,+'27!,').!

,'2()!*84@.!;*'?!'4.!;+(.!3'!7.9.*8(!7.*9.*7R!

• I.@8(!Q!I.@8(!;..7!84)!A'3.43+8(!8))+3+'48(!(+86+(+3E!,'737!;*'?!(8:72+37R!!



© SANS Institute 2009,                               As part of the Information Security Reading Room                    Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 

   
   

   
   

   
   

   
   

   
   

   
 9

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! a!

#4!.M8?A(.!';!3<+7!3EA.!';!('77!,84!6.!7..4!+4!3<.!*.,.43!)838!6*.8,<!83!Dj!

L8MMR!!"4!3<+7!,87.!3<.!,'?A84E!+7!;8,+4@!8!(8:72+3!;*'?!7.9.*8(!684>+4@!

@*'2A7Z["4!8!(8:72+3!A.4)+4@!+4!V%!B+73*+,3!$'2*3!+4!G'73'4U!3<.!

L8778,<27.337!G84>.*7!#77',+83+'4!84)!3*8).!@*'2A7!;*'?!'3<.*!7383.7!7..>!

247A.,+;+.)!*.,'9.*E!;'*!)8?8@.7!3<.E!).7,*+6.!87!6.+4@![+4!3<.!3.47!';!

?+((+'47k!';!)'((8*7!;'*!3<.!,'737!*.(83.)!3'!*.A(8,+4@!,'?A*'?+7.)!

,8*)7R_Fl.*6.*U!0``e5!&9.4!+;!Dj!L8MM!:+47!3<.!,'2*3!,87.U!3<.E!:+((!<89.!

<8)!3'!+49.73!7+@4+;+,843!;24)7!+4!3<.+*!(.@8(!).;.47.!3.8?!87!:.((!87!

72;;.*+4@!8))+3+'48(!*.A2383+'48(!+?A8,3!;*'?!3<.!)838!6*.8,<!73'*E!<89+4@!

7A.43!8))+3+'48(!3+?.!+4!3<.!4.:7A8A.*!<.8)(+4.7R!!D<+7!3EA.!';!('77!+7!

)+;;+,2(3!3'!=2843+;ER!!D<.!42?6.*!';!(8:72+37U!<'2*7!+49.73.)!+4!.8,<!84)!

A'3.43+8(!K2)@?.437!8@8+473!3<.!627+4.77!8*.!8((!<+@<(E!98*+86(.!).A.4)+4@!'4!

3<.!7A.,+;+,7!';!3<.!.9.43R!!&9.4!7'2*,.7!72,<!87!3<.!B838!D<.;3!I'77!

,8(,2(83'*!FB8*:+4!-*';.77+'48(!V4).*:*+3.*7U!0``e5!).,(+4.!3'!.73+?83.!3<.!

,'73!';!,+9+(!)8?8@.7!*.72(3+4@!;*'?!8!)838!6*.8,<U!)2.!3'!(+?+3.)!)838R!!

$(.8*(E!(.@8(!,'737!';!8!)838!6*.8,<!8*.!)+;;+,2(3!3'!A*.)+,3!84)!8*.!726K.,3!

3'!<+@<!98*+86+(+3ER!

• G27+4.77!('77!)2.!3'!*.A2383+'48(!+?A8,3!Q#4!.M8?A(.!';!3<+7!3EA.!';!('77!

:'2()!6.!8!,273'?.*!:<'!4'!('4@.*!7<'A7!83!Dj!L8MM!)2.!3'!3<.+*!<+@<(E!

A26(+,+S.)!)838!6*.8,<R!!D<+7!('77!+7!)+;;+,2(3!3'!=2843+;ER!!G27+4.77!+?A8,3!

';!,273'?.*7!*.8,3+4@!3'!8!7.,2*+3E!.9.43!F)838!6*.8,<!+4!3<+7!,87.5!+7!

)+;;+,2(3!3'!A*.)+,3R!!%.9.*8(!;8,3'*7!72,<!87!A26(+,+3EU!7.9.*+3E!';!3<.!

.9.43!84)!*.72(3+4@!).3*+?.438(!+?A8,3!3'!,273'?.*7!8*.!8((!<+@<(E!98*+86(.!

84)!)+;;+,2(3!3'!A*.)+,3R!!B2.!3'!3<.!(8,>!';!+4;'*?83+'4!84)!98*+86+(+3E!';!

+?A8,3!3<+7!3EA.!';!('77!,'2()!6.!,'47+).*.)!?'*.!=28(+383+9.!3<84!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! //!

 bRJ2843+;E+4@!3<.!98(2.!';!8!A*'K.,3 !

 "4!3<+7!7.,3+'4!8!7A*.8)7<..3!8AA(E+4@!3<.!*+7>!?848@.?.43!;'*?2(87!

)+7,277.)!3<*'2@<'23!3<+7!A8A.*!:+((!6.!A*.7.43.)!3'!<.(A!=2843+;E!3<.!98(2.!';!8!

7.,2*+3E!,'43*'(R!!GE!27+4@!8!7384)8*)+S.)U!*.A.8386(.!A*',.77!3'!K2)@.!A*'K.,3!

A*'A'78(7!687.)!'4!3<.!78?.!,*+3.*+8U!+3!+7!A'77+6(.!3'!.(+?+483.!.?'3+'4!84)!

?+7,'4,.A3+'47!;*'?!3<.!A*'K.,3!98(283+'4!84)!7.(.,3+'4!A<87.R!!"3!+7!+?A'*3843!3'!

>..A!+4!?+4)!3<*'2@<'23!3<+7!A*',.77!3<83!k3<.!A'+43!+7!3'!A*'9+).!8!7.3!';!@2+)+4@!

A*+4,+A(.7!;*'?!:<+,<!F3<.!627+4.775!,84!?8>.!@'')!).,+7+'47!86'23!:<83]7!

8,,.A386(.R!"4!'3<.*!:'*)7U!3<.!$&1!)'.74]3!F'*!7<'2()4]35!,8*.!+;!8!*.32*4!+7!

A*.,+7.(E!fNR/N!;'*!.9.*E!f/!7A.43!'*!f0RaeR!Y.!,8*.7!3<83!+3]7!8,,2*83.!3'!72@@.73!

86'23!8!N^3'^/!*.32*4U!84)!4'3!8!/^3'^/!*.32*4!'*U!:'*7.U!8!/^3'^N!*.32*4Rk!

FG.*+483'U!0``05!!%I&!84)!#H1!.73+?83.7!8*.!';3.4!3+?.7!'9.*848(ES.)!:<.4!3<.*.!+7!

4'!A.*;.,3!847:.*R!!D<.!@'8(!<.*.!+7!3'!?8>.!8!*.87'486(.!.73+?83.!687.)!'4!3<.!

)838!898+(86(.R!!&9.4!+;!3<.!.73+?83.7!';!%I&!'*!#H1!8*.!+?A.*;.,3U!8((!A*'A'7.)!

A*'K.,37!8*.!73+((!K2)@.)!6E!3<.!78?.!7384)8*)!:<+,<!7<'2()!A*')2,.!84!8,,2*83.!

,'?A8*+7'4!';!*.(83+9.!98(2.!6.3:..4!3<.!A*'K.,37R!!!

! D<+7!A*'K.,3!98(283+'4!7A*.8)7<..3!:+((!27.!3<.!.M8?A(.!';!84!843+^9+*27!

A*'K.,3!;'*!:'*>7383+'47!84)!7.*9.*7!+4!84!.43.*A*+7.R!!D<.!,'73!84)!6.4.;+3!

7.,3+'47!';!3<.!7A*.8)7<..3!8*.!7<':4!83!3<.!.4)!';!3<+7!7.,3+'4U!8('4@!:+3<!8!

6*+.;!)+7,277+'4!';!<':!3<.!*+7>!877.77?.43!;'*?2(87!)+7,277.)!+4!3<+7!A8A.*!8*.!

8AA(+.)R!!!

D<.!,'73!7.,3+'4!';!8!A*'K.,3!98(283+'4!7A*.8)7<..3!(+737!+?A(.?.4383+'4!84)!

'4@'+4@!,'737!';!3<.!A*'K.,3!+4,(2)+4@m!

• %.*9.*!<8*):8*.!84)!7';3:8*.!,'737!Q!3<.7.!7A.,+;+,83+'47!,84!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /0!

2728((E!6.!'638+4.)!;*'?!9.4)'*!)',2?.4383+'4R!

• !"?A(.?.4383+'4!(86'*!Q!3<.!<'2*7!';!.?A('E..!(86'*!4..).)!3'!

,'?A(.3.!8!,'?A84E^:+).!+?A(.?.4383+'4!';!3<.!843+^9+*27!

7'(23+'4R!!$'472(3+4@!<'2*7!+;!4..).)!,84!6.!+4,(2).)!+4!3<+7!

7.,3+'4!87!:.((R!!D<.!<'2*7!';!(86'*!4..).)!+7!3<.4!?2(3+A(+.)!6E!

3<.!89.*8@.!<'2*(E!*83.!';!.?A('E..7!'4!3<.!A*'K.,3!3'!).3.*?+4.!

3<.!(86'*!,'73!';!+?A(.?.4383+'4R!!"4!3<+7!.M8?A(.!fP`!A.*!<'2*!

<87!6..4!27.)!87!3<.!<'2*(E!*83.!;'*!.?A('E..!(86'*R!!

• !14@'+4@!(86'*!Q!3<.!<'2*7!';!(86'*!';!.?A('E..7!4..).)!3'!

?8+438+4!3<.!;24,3+'48(+3E!';!3<.!843+^9+*27!7'(23+'4!'4!84!

84428(!687+7R!!D<.!<'2*7!';!(86'*!4..).)!+7!3<.4!?2(3+A(+.)!6E!

3<.!89.*8@.!<'2*(E!*83.!';!8!7E73.?7!8)?+4+73*83'*!3<83!:'2()!6.!

?8+438+4+4@!3<.!7E73.?R!

D<.!6.4.;+3!7.,3+'4!';!3<.!7A*.8)7<..3!,8(,2(83.7!3<.!,'73!789+4@7!;*'?!3<.!

).,*.87.!+4!98*+'27!627+4.77!('77.7!87!8!*.72(3!';!3<.!A*'K.,3R!!T'*!.M8?A(.U!3<.!

B.,*.87.)!&?A('E..!-*')2,3+9+3E!I'77!7.,3+'4!7<':7!,8(,2(83+'47!3<83!).?'473*83.!

<':!3<.!#H1!';!843+^9+*27!+4,+).437!).,*.87.7!87!8!*.72(3!';!3<.!843+^9+*27!7E73.?U!

*.72(3+4@!+4!8!A*')2,3+9+3E!+4,*.87.!;'*!3<.!627+4.77R!!D<.!8,*'4E?7!27.)!+4!3<+7!

7.,3+'4!8*.!).;+4.)!+4!#AA.4)+M!"R!

• #H1!^!3<.!42?6.*!';!9+*27!+4;.,3+'47!*.72(3+4@!+4!27.*!)':43+?.!.8,<!

E.8*R!!D<+7!42?6.*!,'2()!6.!.73+?83.)!687.)!'4!<+73'*+,8(!)838!;'24)!+4!

<.(A!).7>!3+,>.37!;*'?!A*.9+'27!E.8*7R!!!

• %I&!^!3<.!%I&!+7!3<.!.73+?83.)!,'73!3'!3<.!,'?A84E!;'*!.8,<!+47384,.!';!

3<+7!+4,+).43R!!Y.*.!:.!8*.!.73+?83+4@!3<83!3<.!.4)!27.*!:+((!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /N!

.MA.*+.4,.!N`!?+423.7!';!)':43+?.!'4!89.*8@.!84)!3<83!3<.!<.(A!).7>!

:+((!8(7'!7A.4)!N`!?+423.7!6.3:..4!3*'26(.7<''3+4@!'*!*.+?8@+4@!3<.!

:'*>7383+'4R!

• #I&!Q!3<.!#I&!+7!,8(,2(83.)!6E!?2(3+A(E+4@!#H1!84)!%I&R!!D<+7!

).3.*?+4.7!3<.!84428(!('77!)2.!3'!3<+7!3EA.!';!.9.43R!

• ?#H1!Q!3<+7!+7!84!.73+?83+'4!';!#H1!'4,.!3<.!7.,2*+3E!,'43*'(!<87!6..4!

+?A(.?.43.)R!!!!

• ?#I&!Q!3<+7!+7!84!.73+?83+'4!';!#I&!8;3.*!3<.!7.,2*+3E!,'43*'(!<87!6..4!

+?A(.?.43.)R!!!

• -*')2,3+9+3E!,'73!789+4@7!A.*!E.8*!Q!?#I&!?+427!3<.!#I&R!!D<+7!+7!3<.!

98(2.!';!3<.!7.,2*+3E!,'43*'(!+4!).,*.87+4@!A*')2,3+9+3E!('77R!

D<.!,'73!789+4@7!,8(,2(83+'4!+7!*.A.83.)!;'*!.8,<!3EA.!';!627+4.77!('77!3<.!

A*'K.,3!+7!.MA.,3.)!3'!8))*.77R!!D<.!?#I&!.73+?83.7!8*.!3<.4!8)).)!3'@.3<.*!3'!

).3.*?+4.!3<.!3'38(!,'73!789+4@7!87!8!*.72(3!';!3<.!7.,2*+3E!,'43*'(U!3<+7!*.72(3!

+7!7<':4!+4!3<.!hD'38(!$'73!%89+4@7W!;+.()!';!3<.!7A*.8)7<..3R!!!

14,.!3<.!,'737!84)!6.4.;+37!';!3<.!A*'K.,3!<89.!6..4!,8(,2(83.)U!H'%"!,84!6.!

).3.*?+4.)!6E!7263*8,3+4@!3<.!,'737!';!3<.!A*'K.,3!Ff00UP``!;'*!3<.!;+*73!E.8*U!

+4,(2)+4@!+?A(.?.4383+'4!,'7375!;*'?!3<.!?#I&!FD'38(!$'73!%89+4@7!';!fO/`U```5!

:<+,<!*.72(37!+4!fNceUP``R``R!!"3!+7!?2,<!.87+.*!3'!A*.7.43!8!A*'K.,3!A*'A'78(!3'!

3<.!627+4.77!:<.4!E'2!,84!7<':!3<83!3<.!A*'K.,3!<87!7+@4+;+,843!H'%"!;'*!3<.!

627+4.77R!!#))+3+'48((EU!A*.7.43+4@!3<+7!+4!7A*.8)7<..3!;'*?!8((':7!,<84@.7!3'!6.!

?8).!'4!3<.!;(E!84)!3<.!+?A8,3!';!3<.7.!,<84@.7!3'!6.!7..4!=2+,>(ER!!T'*!+47384,.!

3<.*.!?8E!6.!'3<.*!A*'K.,37!'*!'237+).!;8,3'*7!6*'2@<3!2A!6E!?848@.?.43!3<83!:'2()!

+?A8,3!3<.!#H1!'*!%I&!';!3<.!*+7>!8))*.77.)!6E!3<.!A*'K.,3R!!$<84@.7!?8).!3'!3<.7.!
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!"#$!!%&$!!'()!

&*+,!-''(.! ! /O!

.73+?83.7!,84!6.!?8).!.87+(E!84)!3<.+*!.;;.,3!'4!3<.!98(2.!';!3<.!A*'K.,3!+7!

+??.)+83.(E!7..4R!

!
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

!"#$!!%&$!!'()!

&*+,!-''(.! ! /0!

 12$'3,(45+'3!

6.7'358*98+3:!8;.!<9(4.!8;98!"3='*798+'3!%.,4*+8>!?*+3:5!8'!9!?45+3.55!+5!3'8!

9(@9>5!9!5+7A(.!895B2!!"3!8;+5!A9A.*!5.<.*9(!*+5B!7939:.7.38!='*74(95!;9<.!?..3!

)+5,455.)!8;98!,93!?.!;.(A=4(!+3!.58+798+3:!8;.!*+5B!.CA'54*.!'=!?45+3.55!

'A.*98+'35!93)!8;.!7+8+:98+3:!<9(4.!'=!5.,4*+8>!,'38*'(52!!#!A*',.55!@95!)+5,455.)!

='*!A*.5.38+3:!*+5B!7939:.7.38!.58+798.5!+3!8;.!='*7!'=!9!5A*.9)5;..8!@;+,;!;.(A5!

A*.5.38!8;.!+3='*798+'3!+3!9!,(.9*D!43+='*7!='*798!93)!9(('@5!='*!,;93:.5!8'!?.!

79).!'3!8;.!=(>!8'!#EFD!%G&!'*!'8;.*!<9*+9?(.5!@+8;!8;.!+7A9,8!'=!8;.5.!,;93:.5!'3!

*+5B!.CA'54*.!8'!?.!5..3!+77.)+98.(>2!!!

"8!+5!'=8.3!45.=4(!8'!:'!8;*'4:;!8;.!.C.*,+5.!'=!).8.*7+3+3:!8;.!?45+3.55!

<9(4.!'=!+3='*798+'3!5.,4*+8>!3'8!'3(>!@;.3!A*'A'5+3:!9!3.@!A*'H.,8!8'!8;.!?45+3.55!

?48!9(5'!95!9!*.<+.@!'=!@;98!<9(4.!.C+58+3:!"3='*798+'3!%.,4*+8>!895B5D!5>58.75D!

5.*<+,.5D!93)!'8;.*!).(+<.*9?(.5!A*'<+).!8'!8;.!?45+3.552!!I>!798,;+3:!4A!

+3='*798+'3!5.,4*+8>!@'*B!8;98!A*')4,.5!8;.!;+:;.58!A'5+8+<.!E'%"!93)!;.(A+3:!8;.!
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Upcoming SANS Training
Click Here for a full list of all Upcoming SANS Events by Location

SANS London July 2017 London, GB Jul 03, 2017 - Jul 08, 2017 Live Event

Cyber Defence Japan 2017 Tokyo, JP Jul 05, 2017 - Jul 15, 2017 Live Event

SANS Los Angeles - Long Beach 2017 Long Beach, CAUS Jul 10, 2017 - Jul 15, 2017 Live Event

SANS ICS & Energy-Houston 2017 Houston, TXUS Jul 10, 2017 - Jul 15, 2017 Live Event

SANS Cyber Defence Singapore 2017 Singapore, SG Jul 10, 2017 - Jul 15, 2017 Live Event

SANS Munich Summer 2017 Munich, DE Jul 10, 2017 - Jul 15, 2017 Live Event

SANSFIRE 2017 Washington, DCUS Jul 22, 2017 - Jul 29, 2017 Live Event

Security Awareness Summit  & Training 2017 Nashville, TNUS Jul 31, 2017 - Aug 09, 2017 Live Event

SANS San Antonio 2017 San Antonio, TXUS Aug 06, 2017 - Aug 11, 2017 Live Event

SANS Hyderabad 2017 Hyderabad, IN Aug 07, 2017 - Aug 12, 2017 Live Event

SANS Prague 2017 Prague, CZ Aug 07, 2017 - Aug 12, 2017 Live Event

SANS Boston 2017 Boston, MAUS Aug 07, 2017 - Aug 12, 2017 Live Event

SANS New York City 2017 New York City, NYUS Aug 14, 2017 - Aug 19, 2017 Live Event

SANS Salt Lake City 2017 Salt Lake City, UTUS Aug 14, 2017 - Aug 19, 2017 Live Event

SANS Virginia Beach 2017 Virginia Beach, VAUS Aug 21, 2017 - Sep 01, 2017 Live Event

SANS Chicago 2017 Chicago, ILUS Aug 21, 2017 - Aug 26, 2017 Live Event

SANS Adelaide 2017 Adelaide, AU Aug 21, 2017 - Aug 26, 2017 Live Event

SANS San Francisco Fall 2017 San Francisco, CAUS Sep 05, 2017 - Sep 10, 2017 Live Event

SANS Tampa - Clearwater 2017 Clearwater, FLUS Sep 05, 2017 - Sep 10, 2017 Live Event

SANS Network Security 2017 Las Vegas, NVUS Sep 10, 2017 - Sep 17, 2017 Live Event

SANS Dublin 2017 Dublin, IE Sep 11, 2017 - Sep 16, 2017 Live Event

SANS Copenhagen 2017 Copenhagen, DK Sep 25, 2017 - Sep 30, 2017 Live Event

SANS London September 2017 London, GB Sep 25, 2017 - Sep 30, 2017 Live Event

Rocky Mountain Fall 2017 Denver, COUS Sep 25, 2017 - Sep 30, 2017 Live Event

Data Breach Summit & Training Chicago, ILUS Sep 25, 2017 - Oct 02, 2017 Live Event

SANS SEC504 at Cyber Security Week 2017 The Hague, NL Sep 25, 2017 - Sep 30, 2017 Live Event

SANS Baltimore Fall 2017 Baltimore, MDUS Sep 25, 2017 - Sep 30, 2017 Live Event

SEC564:Red Team Ops OnlineCAUS Jun 29, 2017 - Jun 30, 2017 Live Event

SANS OnDemand Books & MP3s OnlyUS Anytime Self Paced

http://www.sans.org/info/36919
http://www.sans.org/link.php?id=46300
http://www.sans.org/london-july-2017
http://www.sans.org/link.php?id=47237
http://www.sans.org/cyber-defence-japan-2017
http://www.sans.org/link.php?id=47672
http://www.sans.org/long-beach-2017
http://www.sans.org/link.php?id=47112
http://www.sans.org/ics-houston-summit-training-2017
http://www.sans.org/link.php?id=47177
http://www.sans.org/cyber-defence-singapore-2017
http://www.sans.org/link.php?id=46490
http://www.sans.org/munich-summer-2017
http://www.sans.org/link.php?id=46305
http://www.sans.org/sansfire-2017
http://www.sans.org/link.php?id=47107
http://www.sans.org/security-awareness-summit-2017
http://www.sans.org/link.php?id=46355
http://www.sans.org/san-antonio-2017
http://www.sans.org/link.php?id=49062
http://www.sans.org/hyderabad-2017
http://www.sans.org/link.php?id=46495
http://www.sans.org/prague-2017
http://www.sans.org/link.php?id=46360
http://www.sans.org/boston-2017
http://www.sans.org/link.php?id=46260
http://www.sans.org/new-york-city-2017
http://www.sans.org/link.php?id=47042
http://www.sans.org/Salt-Lake-City-2017
http://www.sans.org/link.php?id=46385
http://www.sans.org/virginia-beach-2017
http://www.sans.org/link.php?id=46245
http://www.sans.org/chicago-2017
http://www.sans.org/link.php?id=46160
http://www.sans.org/adelaide-2017
http://www.sans.org/link.php?id=47047
http://www.sans.org/san-francisco-fall-2017
http://www.sans.org/link.php?id=46465
http://www.sans.org/tampa-clearwater-2017
http://www.sans.org/link.php?id=47052
http://www.sans.org/network-security-2017
http://www.sans.org/link.php?id=49177
http://www.sans.org/sans-dublin-2017
http://www.sans.org/link.php?id=46500
http://www.sans.org/copenhagen-2017
http://www.sans.org/link.php?id=46530
http://www.sans.org/london-september-2017
http://www.sans.org/link.php?id=48217
http://www.sans.org/rocky-mountain-fall-2017
http://www.sans.org/link.php?id=48222
http://www.sans.org/data-breach-summit-2017
http://www.sans.org/link.php?id=49677
http://www.sans.org/sec504-cyber-security-week-2017
http://www.sans.org/link.php?id=46887
http://www.sans.org/baltimore-fall-2017
http://www.sans.org/link.php?id=49790
http://www.sans.org/sec564-red-team-ops
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

