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Abstract

Gathering and reviewing information from multiple systems in a timely manner is a
critical function for Windows administrators. This information allows administrators to
respond to threats in order to minimize risks to their environments. Winquisitor is a tool
that facilitates the timely retrieval of information from multiple Windows systems
enabling the administrator to respond in an appropriate amount of time. Unlike other
command line tools, Winquisitor allows multiple types of queries in a single command
with several output formats. This saves the administrator the time it would take to
combine the results from multiple command line tools into a usable and actionable

format.
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1. Introduction

Administrators who manage Microsoft Windows computers on their networks need to
gather information from these systems in order to ensure that they are operating smoothly
and securely. Some of the required information includes:

* Patch levels

* Possible virus infections

* Registry settings and values

* Local users and groups

* The state of processes and services

While most administrators are capable of querying this information using Windows GUI
tools, it is an approach that does not scale easily to more than a few individual systems.
Administrators can leverage command-line tools to extract the information, but in many
instances, these tools are not well known or documented. Furthermore, it is often
difficult to combine the output from multiple tools or queries without manually editing
files or scripting an entire solution. As a result, IT organizations often maintain a

collection of disparate scripts and Excel files that must be manually updated.

Many IT organizations do not have the necessary time or resources to develop a custom
scripting solution. They are therefore required to buy a commercial tool or collect data
on a less timely basis, which increases risk. Winquisitor is an attempt to streamline the
data collection process so that administrators can react and deal with potential issues in a

more appropriate timeframe.

2. Existing Tools

Microsoft provides a number of tools that enable administrators to query information
from both the local and remote Windows computers. These include WMI, sc, the net

commands, and the reg commands. While these tools are extremely useful, there are
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many for an administrator to be aware of and it is not easy to combine the output from
multiple tools. It is also not easy to construct a single command that will execute
multiple types of tests against multiple target systems. Winquisitor is an attempt to solve

this problem.

3. Design Considerations

The solution was designed to meet the following requirements:
* Compatible with the majority of current and planned Windows operating system
versions including:
o Windows 2000
o Windows XP
o Windows 2003
o Windows Vista
o Windows 7
o Windows 2008
* No additional software to install other than the tool itself
* No need to compile source code
* Able to run queries against one or more Windows computers
* Able to simultaneously run multiple types of queries
¢ Support multiple output formats (CSV and XML)

* Allow the user to run a custom query that the tool’s author had not considered

Given the above requirements, a script written using VBScript seemed to be the most
appropriate format for the solution. Although Microsoft is currently encouraging the
adoption of PowerShell, only recent versions of Windows have PowerShell installed by
default. VBScript, on the other hand, is compatible with the widest range of Windows
versions and Microsoft is not planning to discontinue support for it anytime soon. (Ed

Wilson and Craig Liebendorfer, 2009)

Mike Cardosa
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4. Functionality Overview

Winquisitor consists of a single VBScript file, winquisitor.vbs. Additionally, there is an
optional XSL file, winquisitor.xsl, which can be used to view an XML-formatted output
file in a web browser. Winquisitor can be run on any modern Windows system using

cscript.exe as the script host.

et C:\WINDOWS\system32\cmd.exe HEH

C:\winguisitor>cscript.exe //nologo winguisitor.vhs -h

winguisitor.vhs vB.1.4 ( http://winquisitor.org )

cscript [ //nologo 1 winguisitor.vbhs [ —hi—help 1

cscript [ //nologo 1 wingquisitor.ubhs { testd(s> > [ output 1 { target specificati
on >

The following sections will highlight Winquisitor’s functions and primary arguments.
All of Winquisitor’s options and arguments can be found in the README.txt file

included in the Appendix or downloaded from http://www.winquisitor.org.

4.1. Specifying Target Machines

Winquisitor’s strength lies in its ability to run multiple tests against multiple target
systems. There are several command line arguments that are used to specify target

systems.

Target (-t, --target)
Specifies an individual target. This could be in the form of a hostname or an IP

address. A user can supply multiple target specifications to the script.

Target file (-T, --target-file)
Rather than specify target hosts individually on the command line, the user can
instead supply a text file that contains the names of all the target hosts. The file

should contain one host per line.

Mike Cardosa
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Username (-u, --username)

By default, Winquisitor runs with the credentials of the user running the script. The
user can provide an alternate username to Winquisitor that will be used to
authenticate to each of the target systems. This can be either a local or a domain

account.

Password (-p, --password)
If the user specifies an alternate username, a password must also be supplied to the
script. There are two methods for providing the password. If the user wishes, the

password can be given on the command line in the format: -p:”password123”.

If the user prefers not to specify the password on the command line as an argument,
Winquisitor will prompt for the password interactively at runtime. Winquisitor uses
the ScriptPW.Password object (Microsoft Corporation, 2004) to mask the password
as it is typed. However, ScriptPW.Password is only available on Windows 2003 and
Windows XP systems. (Microsoft Corporation, 2008) On non-XP/2003 systems,
there is no way to mask the password. A warning message is presented to the user if

the password cannot be masked.

cv C:\WINDOWS\system32\cmd.exe - cscript //nologo winquisitor.vbs -t:localhost -t:192.168.... !HE

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost -t:192.168.1.187 -smm
:Alerter —u:administrator —-p

WJARNING: scriptpw.dll does not appear to be registered.
Your password will not be masked?

Enter password for administrator or press CTRL+C to exit:

Warning message alerting the user that there is no way to mask their password

Mike Cardosa
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4.2. Specifying Tests and Queries

Winquisitor provides an easy way to run multiple types of tests against target systems. A
user can run any number or combination of the following tests against an arbitrary

number of target systems.

File test (-f, --file)
Test for the existence of a file on a target system. If the file is found, the file version
information is also retrieved. Winquisitor queries the CIM_Datafile class (Microsoft

Corporation) for this information.

cv C:\WINDOWS\system32\cmd.exe !EE

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost —f:"C:\Windows\systmm
em32\notepad.exe" —f:"C:\fakefile.txt"
Processing: localhost
Ping succeeded
Exists — Uersion: 5.1.2600.21808 {(xpsp_sp

Not found

C:\wingquisitor>

Example of file tests

Service test (-s, --service)
Test for the state of a given service on a target system. Winquisitor queries the

Win32 Service class (Microsoft Corporation) for this information.

cv C:\WINDOWS\system32\cmd.exe

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost —-s:Alerter —s:FakeSmm
ervice
Processing: localhost

Ping succeeded

Installed/Stopped
Service Not Installed

C:\wingquisitor>

Example of service tests

Patch/Update test (-pa, --patch)

Mike Cardosa
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Test whether or not a given patch/update has been installed on a target system.
Winquisitor queries the Win32 QuickFixEngineering class (Microsoft Corporation)

for this information.!

et C:\WINDOWS\system32\cmd.exe !HE

C:\wingquisitor>cscript //nologo winquisitor.vhs —t:localhost —pa:KB975467 —pa:KBmm
slal51a15]5]
Processing: localhost

Ping succeeded
Installed
Not Found

C:\winguisitor>

Example of patch tests

Process test (-pr, --process)
Test whether or not a given process is currently running on a target system.
Winquisitor queries the Win32 Process class (Microsoft Corporation) for this

information.

cv C:\WINDOWS\system32\cmd.exe

C:\wingquisitor>cscript //nologo winquisitor.vhs —t:localhost —pr:notepad.exe —pr
:suchost.exe —pr:fakeprocess.exe
Processing: localhost

Ping succeeded

notepad.exe: ..1 Instance Running
svuchost.exe:. ..7 Instances Running
fakeprocess.e Not found

C:\winguisitor>

Example of process tests

Registry key test (-rk, --registry-key)
Test whether or not a given registry key exists on a target system. Winquisitor

queries the StdRegProv class (Microsoft Corporation) for this information.

! Starting with Windows Vista, the Win32_QuickFixEngineering Class “returns only the updates supplied
by Component Based Servicing (CBS).” (Microsoft Corporation) The next version of Winquisitor will
supplement the information with that retrieved from the Windows Update Agent API (Microsoft
Corporation, 2009) to return accurate results.

Mike Cardosa

© 2010 The SANS Institute As part of the Information Security Reading Room Author retains full rights.



Winquisitor | 8

cv C:\WINDOWS\system32\cmd.exe !Eﬂ

C:\wingquisitor>cscript //nologo winquisitor.vhs —t:localhost —Pk:"HKEY_LOCHL_HRCI’
HINENSOFTWARE\Microsoft\Windows\CurrentUersion" —rk:"HKLM\SOFTWARE\Microsof t\Win s
dows\CurrentUersion\Run" —rk:HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\Windows\Prevl

Processing: localhost
Ping succeeded

ede
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentUersion:
Exists
s\CurrentUersion\Run:
Exists
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\PrevlUersion:
Not found

Example of registry key tests

Registry value test (-rv, --registry-value)
Retrieve the value of a given registry key if it exists on a target system. Winquisitor

queries the StdRegProv class (Microsoft Corporation) for this information.

et C:\WINDOWS\system32\cmd.exe !EE

C:\winguisitor>cscript //nologo winquisitor.vhs —t:localhost —rv:"HKEY_LOCAL_MAC
HINE\SOFTWARE\Microsoft\Windows\CurrentUersion\DateTime\Servers\1" —rv:"HKLM\SOF
TWARE\Microsoft\Windows\CurrentUersion\DateTime\Servers\2" —prv:"HKEY_LOCAL_MACHI
NE\SOFTWARE\Microsof t\Windows\CurrentUersion\DateTime\Servers\3"
Processing: localhost

Ping succeeded

HKEY_LOCAL_MACHINENSOFTUARE\Microsof t\Windows\CurrentUersion\DateTime\Servers

(REG_SZ> = time.windows.com
CurrentUersion\DateTime\Servers\2:

(REG_SZ)> = time.nist.gov
rosoft\Windows\CurrentUersion\DateTime\Servers

Registry Key Not found

Example of registry value tests

Local user test (-lu, --local-user)
Test for the existence of a local user on a target system. Winquisitor queries the

Win32 UserAccount class (Microsoft Corporation) for this information.

cv C:\WINDOWS\system32\cmd.exe
C:\wingquisitor>cscript //nologo winquisitor.vhs —t:localhost —lu:administrator —!!
lu:johnny
Processing: localhost
Ping succeeded

Not Found

C:\wingquisitor>

Example of local user tests

Mike Cardosa
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Local group test (-1g, --local-group)
Test for the existence of a local group. If the local group exists, enumerate all
members. Winquisitor uses the Group object of the WinNT provider (Microsoft

Corporation, 2009) to retrieve this information.

cv C:\WINDOWS\system32\cmd.exe

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost —-lg:guests —-lg:"Evigm
1 Users"
Processing: localhost

Ping succeeded

guests:

Evil Use s:.....-.-.-.............:..Group not found

C:\winquisitor>

Example of local group tests

Custom query (-cq, --custom-query)

One of the most powerful features of Winquisitor is the ability to specify one or
more custom queries to retrieve information from the root\cimv2 namespace. This
allows the user to gather information that might not already be included in
Winquisitor’s functionality. For example, this could be used to retrieve hardware or

custom settings information.

By default, Winquisitor will provide the number of records that the custom query

returned.

et C:\WINDOWS\system32\cmd.exe !EB

C:\wingquisitor>cscript //nologo winguisitor.vhs —t:localhost —cqg:"select name frgm
om win32_logicaldisk"
Processing: localhost

Ping succeeded

select name from win32_logicaldisk:..3 Records

C:\wingquisitor>

Example of a custom query with summarized results

If the user would like to receive detailed query results, he/she may provide the

--result-detail argument to Winquisitor.

Mike Cardosa
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cv C:\WINDOWS\system32\cmd.exe !Eﬂ

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost —cqg:"select name frmm
om win32_logicaldisk" ——result—-detail
Processing: localhost
Ping succeeded
select name from win32_logicaldisk:
DevicelD: C:
DevicelD: D:
DevicelD: M:

C:\winguisitor>

Example of a custom query with detailed results

4.3. Output Formats

In addition to the default output on standard out, Winquisitor provides two other output
formats: CSV and XML. These formats not only supply an easy way for a user to
visualize the results in a spreadsheet or browser but also give the user the option of

parsing the results programmatically if needed.

For example, the user can have the below Winquisitor command result in any of the

following formats.

Winquisitor command

cv C:\WINDOWS\system32\cmd.exe

C:\winguisitor>cscript //nologo winguisitor.vhs —t:localhost —-t:192.168.1.187 -smm
:Alerter

Default output

cv C:\WINDOWS\system32\cmd.exe

C:\winguisitor>cscript //nologo winquisitor.vhs —t:localhost —t:192.168.1.187 -
Alerter
Processing: localhost
Ping succeeded
Installed/Stopped
Processing: 192.168.1.1687
Ping succeeded

Installed/Stopped

C:\wingquisitor>

CSV output (viewed as a spreadsheet)

Mike Cardosa
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Computer Connection | TestType | Parameter | Result
localhost Success Service Alerter Installed/Stopped
192.168.1.107 | Success Service Alerter Installed/Stopped

XML output (unformatted)

— <winquisitor_audit>
— <scan>
— <scan_info>
winguisitor. vbs -tlocalhost -t:192.168.1.107 -s:Alerter -0 results xml
<fscan_info>
<start_date>1/9/2010</start_date>
<start_time>2:11:40 PM</start_tune>
— <target>
<computer>localhost</computer=
<connection>3uccess</connection>
— <test>
<type>Service</type>
<value>Alerter</value>
<result=Installed/Stopped=<fresult>
<ftest>
<ftarget>
- <target>
<computer>192.168.1.107</computer>
<connection>Success</connection>
— <test>
<type>Service</type>
<value>Alerter<fvalue>
<result=Installed/Stopped=<fresult>
<ftest>
<ftarget>
<end_date>1/9/2010</end_date>
<end_time=>2:11:41 PM</end_tume>
<fscan>
<fwinquisitor_audit>

XML output (formatted with the default winquisitor.xsl file)’

* The user may specify an alternate XSL file in order to customize the display format.

Mike Cardosa
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Winquisitor Results

Scan winguisitor.vbs -t:localhost £:192.168.1.107 -s:alerter -oX:results.xml
Started| 2:15:22 PM on 1/9/2010
Ended |2:15:22 PM on 1/9/2010

Computer Test type | Parameter | Result
192.168.1.107

Service |Aler'ter | Installed/Stopped
localhost

Service |Alerter | Installed/Stopped

5. Putting It All Together: Trojan.Bredolab Example

Testing for the existence of a virus or trojan on a target system is a common Winquisitor
use case. For example, an IDS might generate an alert that a certain system is exhibiting
symptoms of the Bredolab Trojan. Symantec’s description of this malware includes
specific technical details of an infection. (Symantec Corporation, 2009) An administrator
can leverage this information to confirm the existence of the Trojan on the identified
system as well as proactively scan the other systems that he/she manages for signs of

infection.

The following command would accomplish this task and present the results in an XML

format suitable for printing.

cv C:\WINDOWS\system32\cmd.exe

ows\system32\grpconv.exe' —f:"C:\windows\system32\dllcache\grpconv.exe"
1ts.xml

6. Future Enhancements

There are several planned updates to Winquisitor:

Mike Cardosa
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1. Configuration file — Command line arguments are extremely useful for scripts,
but they can become tedious when the script must be run multiple times with
similar arguments. The option to create a configuration file containing all of the
arguments to the script would be more convenient in these situations.

2. Searching with regular expressions — There are some instances where the file
name might not be known. For example, a virus or worm might create the file
“C:\Windows\system32\[7 random numbers].exe”. The ability to search for the
file using a regular expression would locate this file if it existed, while the current
iteration of Winquisitor could not.

3. Support for multiple threads — Although Winquisitor can save administrators a
large amount of time over gathering information manually, the script does take
several seconds to scan a single computer. Since it will only scan one system at a
time, those seconds can add up when scanning an entire network. While it is
possible for an administrator to manually start Winquisitor multiple times with
different targets, the capability to scan multiple systems in parallel would simplify

this process.

7. Conclusion

Although Winquisitor originated as a GCIH Gold Certification Project, it will continue as
a supported tool for Windows administrators. The hope is that these administrators can
save time by leveraging an existing tool to retrieve information from their systems rather
than developing custom scripts. However, if script development does make more sense
in certain situations, script developers could leverage the classes and methods used by

Winquisitor as starting points for their scripts.

Winquisitor is available for download at http://www.winquisitor.org.

Mike Cardosa
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8. Appendix

8.1. Winquisitor README.txt
winquisitor.vbs v0.1.4 ( http://winquisitor.org )

DESCRIPTION:

Winquisitor aims to simplify the tasks that Windows administrators must perform
by providing a simple way to gather information from a number of Windows
systems, reducing custom script development.

DISCLAIMER:

The author makes no representations about the suitability

of this software for any purpose. This software is provided
AS IS and without any express or implied warranties,
including, without limitation, the implied warranties of
merchantability and fitness for a particular purpose. The

entire risk arising out of the use or performance of this script
and documentation remains with you. In no event shall the author,
or anyone else involved in the creation, production, or delivery
of the scripts be liable for any damages whatsoever (including,
without limitation, damages for loss of business profits,
business interruption, loss of business information, or other
pecuniary loss) arising out of the use of or inability to use

the script or documentation, even if the author has been
advised of the possibility of such damages.

INSTALLATION:

Simply extract winquisitor.vbs to any local directory.
If you wish to view XML in a browser formatted using the included

winquisitor.xsl, copy winquisitor.xsl to the report directory or specify
the path to the XSL file on the command line with the -xsl option.

Mike Cardosa
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USAGE:

cscript [ //nologo | winquisitor.vbs [ -h|--help ]

cscript [ //nologo | winquisitor.vbs { test(s) } [ output | { target specification }

PARAMETERS:
OUTPUT:
-h,--help Display this usage screen
-v Enable verbose output
-vv Enable very verbose output
-d,--debug Enable debugging output
-q,--quiet Suppress output
-oC:file Output CSV results to the given file
-oX:file Output XML results to the given file
-xsl:file Reference the given XSL document in the

XML output file instead of the default
winquisitor.xsl

--web-xsl Reference the XSL file hosted on winquisitor.org
in the XML output file instead of the
default winquisitor.xsl

--append-output Append to the given output file instead of
overwriting

TARGET SPECIFICATION:

-t,--target:computer Add the given computer to the list of computers
to test
-T,--target-file:file Read targets from the given file
(one target per line)
-np,--no-ping Do not ping targets before trying to connect
-u,--username:username  Connect to targets with the given username
-p,--password:password ~ Connect to targets with the given password
If a username was given and a password was
not specified, then the user will be prompted
for a password.

TESTS:

-f,--file:file Test the existence and version of the given file

Mike Cardosa
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-s,--service:service Test the state of the given service

-pa,--patch:patch Test whether a given patch has been applied

-pr,--process:process Test whether or not a process is running

-rk,--registry-key:key =~ Test the existence and/or value of the
given registry key

-rv,--regisry-value:value Test the given registry value
-lu,--local-user:username  Test the existence of the given user
-1g,--local-group:groupname Enumerate the members of the given local group
-cq,--custom-query:query  WMI query against the CIMV2 namespace
--result-detail When used with -cq, detailed query results

are provided instead of a summary

EXAMPLES:

EXAMPLE 1:

Test for the Alerter service on machines 192.168.1.10 and 192.168.1.11
and record results in XML format to results.xml

winquisitor.vbs -t:192.168.1.10 -t:192.168.1.11 -s:Alerter -oX:results.xml

EXAMPLE 2:

Test for the existence of the file "C:\Windows\system32\evil.exe" and
the running process trojan.exe against 192.168.1.10, 192.168.1.1, and all
hosts listed in targets.txt. Record results in XML format to results.xml

winquisitor.vbs -t:192.168.1.10 -t:192.168.1.11 -T:targets.txt
-f:"C:\Windows\system32\evil.exe" -p:"trojan.exe" -oX:results.xml

EXAMPLE 3:

Check for patch KB890046 and run a custom query against 192.168.1.11
displaying detailed results. Do not ping the target first. Append the
results in CSV format to results.csv

winquisitor.vbs -t:192.168.1.11 -np -pa:KB890046 -oC:results.csv
-cq:"select caption from win32 useraccount" --result-detail --append-output

Mike Cardosa
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