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Inspection Grade Car dfor Conducting EECommer ce

Web Site: Date: Inspector:
Physicd Location Applications
O /60 Physical Security O _ /15Encrypted Network
O _ /30Backup Power Connections
O _ /10Staffing O /15 Sanitized/Verified User
O _ /10Fire Alarm/Suppression Input
O _ /15Credit Card Number
Networ k Storage/Handling
O _ /S0Firewall/DMZ O _ /10Revision Level/Pach
O _ /35Encryption of List Scheduled Audit
administraive connections O /10 Source Code invisible
O __ /10Intrusion Detection O _ /10Unusad extensions
System disabled/no sanple code
0 _ /5internet Connection 0 _ /100ff-host datastorage
Type/Network Layout O _ /5Non-default locations
O  /5RemoteBackdoor access O  /5Privacy Notices/Rublic
Description of Site Security
Oper ating System O _ /Sinventory Tracking
Q /15 Standard Services
Disabled/Network Quiet System Administr ator
O _ /150S Lockdown Checklist O _ /30Attentiveand Aware of
O _ /10File System new developments and/or
Integrity/Permissions/A udit subscriptions
O  /10Patch List Scheduled O /30 Security Competence
Audit O _ /200S Competence
O _ /9Dedicated Use Q _ /15Full/Part Time/Cther
O _ /50ffsite Backup Duties
O  /5User Access O  /5Application Conpetence
O /5User/Application Event
Auditing Site Palicy
O _ /5Testing/Development O _ /25Applicaion
System Vulnerability
O _ /5System O _ /250SVulnerability
Monitoring/Problem O /20 Network Vulnerability
Notification O _ /10User Notification
O  /5BaseOS U _ /S5IDSAlerts
O _ /51mage Recovery O _ /5Liability Coverage
O _ /3Virus protection
O _ /3intrusion Detection Credit Card Processor
System /50 Secure

a

d /30 Reputable

a /20 On-line reconciliation
tools
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Intr oduction and Instr uctions for the ECommer ce Gr ade Card

For e-commer cesite owners: Using the “grade card” above, have a competent computer
security specialist review each e-commercesite in the organization. Descriptions of each
category and itemto be graded are provided in the text below. Usethe descriptions and
sample questions to prepare for the inspection. You will receive a letter grade in each of
the seven categories. To pass the inspection you must receivea letter gradeof “C” (75%)
or higher in each category. Higher scores mean less risk for your e-commerce activity.
Idedlly, every siteshould receivean overall scoreof “A”.

In some instances the reviewer will performa specific network test, physical inspection,
or code review; in athers, the reviewer may make asubjective judgment for each item
The accuracy of this systemis in large part dependent on the skills of the grader, the more
skilled he or she is, the more constructive their feedback and the safer your site will be.
Finally, it is possible that these inspections may disrupt normal siteactivity. Provide your
grader with awritten permission letter specifically authorizing whatever tests heor she
deems necessary .

For computer secur ity specialists: For every itemon thegrade card, scorethessite using
a scaleof 0to the maximum number of points listed. The point values above are
recommendations, changethem as necessary for your local threat conditions. Use
whatever testing tools are necessary to evaluate the site’'s compliance with each itemin
the list. Total the points awarded for each category, and assign a letter grade using the
following scale: A — 100to 93, B—92to 85, C— 84— 75, F below 75. Dueto the
differences in network environments, operating systemand gpplication software, it is not
possible to provide a list of each itemthat must be verified. Useyour skills as asecurity
specialist and the suggestions provided. Note specific deficiencies so tha the site owner
can make immediate and meaningful corrections. Failureto meet any of the 12 baseline
requirements for e<commerce should result in an automatic failure for the gpplicable

category.
Basdine

Visa U.SA. has a Cardholder Information Security Program with alist of 12
requirements' for e-commerce sites who wish to accept Visa branded credit cards. As of
May 2001, these requirements areno longer optional. Failure to meet these baseline
requirements may bea violation of the Visa U.SA Operaing Reguléions, which could
eventually subject the site operator to fines or a withdrawal of card acceptance privileges.
The requirements are:

1. Install and maintain a working network firewall to protect data accessibleviathe
Internet.
Keep security patches up-to-date.
Encrypt stored data.
Encrypt datasent across open networks.
Use and regularly update anti-virus software.
Restrict accessto daaby business “ need-to-know.” [sic]

OUAWN
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7. Assignaunique ID to each person with computer access to data.

8. Don't usevendor-supplied defaults for system passwords and other security
parameters.

9. Track access to databy unique ID.

10. Regularly test security systens and processes.

11. Maintain apolicy tha addresses information security for employees and
contractors.

12. Restrict physical access to cardholder information.

In addition, Visa and M asterCard have mandated tha as of January 2001, each credit card
transaction that traverses the Internet or other public network must carry an e-ccommerce
indicator (ECI) flag."""" This flag is used to mark transactions so that Visaand
MasterCard can distinguish between e-commerce and other “card-not-present”
transactions. Failure to transmit the flag can result in fines of $5,000 or more per month
for Visa and $1000 per month for M asterCard

Categories and Items to be Graded
Physicd Location

E-commerce servers should be located in asecure environment that is not accessible by
the general public. Typical daacenter security with verification and logging of all
individuals when they enter and leave is highly desirable. Video surveillance is a plus.
For smaller operations, it is possible to haveasecure server located in an office
environment, but only if it is observable by morethan one attentive employee with strict
instructions on handling unknown visitors. In an office environment, server cases,
keyboards, drives, etc. should be protected by alocking door or cebinet. Servers should
not be located in or adjacent to public computing facilities (schools, libraries,
universities).

Backup power is amust. In the event of a power failure, appropriate personnel should be
notified electronically and, if necessary, systens should be configured to shut down
safely. Automatic generator power is recommended; battery power istolerable.

! Thetrade press covered the El ectronic Commerce Indi caor regulaions superficidly. Deails on the
schedule of fines and examples of transactions that must carry the ECI flag can be found in documentaion
provided by amerchant’ s bank. The author rece ved adocument titled “ Visa/ MasterCard ECI Rules and
Regulaions Internet Transactions” [si ¢] from Commerce Bank. T here were no copy rights or confidentidity
statements on this paper, but it does not gopear to be avail able directly from VisaU.S.A. Readers are
advised to contact thei r own merchant bank for speci fic documentaion of ECI regul aions. The pgoer
detdl ed a schedule of fines for each acquirer (merchant’ s bank). For Visa, “ ...acquirers are dlowed 3
months to bring each merchant into compliance.” In the 4™ month a$5,000 fineis assessed for each non-
compli ant merchant; in the 5" month $10,000; in the 6" month $25,000. MasterCard fines were $1,000 pe
merchant identi fi ed and $1,000 per month, per merchant for each subsequent month. Up to a maximum of
$50,000 per quarter.
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Each server location should have adequate staff or electronic systems to monitor the
physical environment for temperature, humidity, presence of standing or dripping water,
etc.

Fire alarms, preferably with links a monitoring serviceor fire station, and if possible
suppression systems designed for computing facilities are highly recommended.

Inspection Recommendations:

1) Inspectors should attempt to gain access to a fad lity without proper authorization
using od al engineering methods: pose asa servicetechnician or new enployee.
Coordinatewith fadlities managersprior to theattenpt.

2) Vidtthe physical facilities and report defidend es. Review facility tes schedules
and pay particular attention to backup power tegs.

Physical Location Questions for site Owners:
1) Describe the phydcal environment housng your e-commerceand related systems.
2) Listthe number and typesof empl oyees with access to e-comner ce equipment.
3) What precautions are taken to prevent unauthorized phyd cal access to
equipment?

Networ k

A firewall with anetwork demilitarized zone is required and part of the* baseline” for
conducting e-commerce.” The firewall can be software based, and run on theserver
itself, but this configuration is not optimal and should be avoided. The firewall:

1) Must bestaeful and track individual TCP connections rather than allowing all
packets destined to aparticular port.

2) Must beconfigured to allow only network traffic directly related to conducting e-
commerce from public networks. In other words, only traffic destined for port 80
or 443 on the web server should be allowed to reach the demilitarized network.

3) Should restrict outbound traffic so that only packets belonging to established
connections are allowed out to the public network. For example, it should not be
possible to telnet from the e-commerce machineto a machine on the public
network.

4) Must log all unauthorized traffic to logs on the firewall and should also log to
remote files if possible.

5) Must be kept patched and up to date with vendor supplied security paches.

6) Must not allow administrative access to the firewall or DM Z fromthe public
network.

Administrative connections to the network firewall and the e-commerce server must be
encrypted a all times and are not allowed fromthe public network. Remote
administration should use a VPN solution to tunnel administraive traffic acrossthe
public Intemet or have adirect dial-in connection to the local “trusted” network. From
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there, administrators should usetools such as SSH or Kerberized goplications to connect
to hosts. It is unacceptabl e to connect to an e-commerce server with clear text telnet,
FTP, RSH, NFS, VNC, etc. regardless of wherethe connection originaes. File accessvia
NFS, SAMBA or windows file sharing is not safe. Win2K with filesharing via IPSEC is
acceptable.

A network intrusion detection systemis a plus and onethat modifies the behavior of the
network firewall is even moreuseful. An IDS inside the demilitarized network should
monitor odd traffic particularly fromor to the public network viathe firewall. The
firewall itself should log and eliminate much of the traffic that would generate false
positives, so the IDSsystemshould be set, at least initially, a& avery sensitive level. The
ability for an IDSsystemto check for gpplication layer atacks is particularly important.

The type and speed of connection to the public networks will vary depending on the
amount of ecommerce activity. Bigger sites will require redundant paths, higher cgpecity
links, faster firewalls, ec. The network should be built with reliable components and
sufficient service contracts or spare parts available so as not to distract network
administrators from potential security problems.

Remote administration and backdoor access to systens are discouraged. Direct dial-up
connections into servers are inherently dangerous and should be avoided completely. A
more appropriate administrative back door would be a VPN solution into the non-public
sideof thedemilitarized zone network, fromthere, encry pted administrative connections
can be made with some safety.

Inspection Recommendations.

1) Use anetwork-port scanning tool likenmap™™" to probe the ste’s DMZ from
both the public and private networks. Check all open portsand verify that
admini drative connectionsareavailable only from oedific locationson the
internal network.

2) Verify network encryption by installing a packet-sniffer, e.g. tcpdunp, and
analyzng logs for plain text.”

Network Operati ons Questions for site Owners:

1) Providelogical and physical diagrams of network equipment, firewall s, and
servers.

2) Listthe network traffic protocol types, IP addresses, and portsallowed into the e-
comrer ce network fromthe Internet. Repesat for the organi ation’sinternal
network.

3) Ligtall encryptiontechniques and software packagesused.

4) Describehow system admini strators accessthe e-comrer ce sygems fromoutside
the organization’ s internal network.

5) Listtwo people who can renove the e-commerce dte fromthe network (Disable
network ports ec.) in an emergency Stuation.
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Oper ating System

The base operating system of any e-commerce solution can grealy affect the overall
security environment. Many operating systens can be made ressonably secure, but doing
so may take significantly more effort on some platforms.

Microsoft Windows 3.1, 95, 98, and M E are not acceptable e-commerce platforns,
period. They cannot be made secure.

Microsoft Windows NT, Windows 2000, and XParebarely tolerable operating systens
for e-commerce, and require asignificant amount of effort to secure. The installation of
vulnerable components in the Windows subsystens generally cannot be controlled essily
and leaves many undiscovered holes for crackers to exploit. Thereis no ressonto have a
web browser and integrated e-mail client an e-commerceserver, ye it is installed by
default on all recent versions of Windows. In addition, dueto their market position and a
general dislike of Microsoft by the hacking/cracking community, Windows NT/2K/XP
systems are significant targets for atack Patches for Windows servers often requirethe
machine to be rebooted, thus interrupting services. This serves as asignificant
disincentive to timely patch gpplication and makes NT/2K systens even morevulnerable.
Additionally, many administrative functions can only be accomplished via agrgphical
interface, that is, by remote control and/or logging in on the system console; or by
sending dataover insecure NetBIOS connections. Windows 2000 and presumebly XP
offer improvements in this area, but these improvements are often disabled to maintain
backward compatibility with older software. It is often assumed that Windows systens
are essier to administer. In fact, NT/2K systems can be more difficult to administer in a
secure environment. Windows NT/2K/XPshould be used only when arequired e-
commerce gpplication is not available on a Unix platform.

Unix operaing systems such as Linux, Solaris, HP/UX, and A1X are accepteble for e
commerce. Each OSstill requires some effort to make it secure, but generally the
techniques to do so are well documented. Source code is often available for Unix
software which helps expose flaws, but simultaneously speeds up the subsequent fixes
(clearly atwo edged sword). Unix system administrators must be diligent in keeping
software packages up to date and vendor supplied paches installed. Command line
utilities and text configuration files gppear to make Unix more difficult to administer. But
they are also extremely convenient for remote, low bandwidth, administration and make
Unix systems easier to “lock down” . Always usethe latest version of a Unix operating
systemfor e-commerce. Brand new relesses are sometimes buggy, but are also fixed very
quickly.

Every operating system should only run those nework services required for an e-
commerce goplication. Telnet, FTP, NFS, SNMP, SV TP, RPC, NNTP, finger, etc. are
not essential to e-commerce and should bedisabled and preferably removed or not
installed & all. On most Unix systems running as web servers, it is possible to completely
disable all nework services except HT TP and HT TPS. Disabling services must be part of
the installation process. To every extent possible all services should also be disabled on
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Windows systems. In all cases the DM Z firewall should also block the ports on which
these services run just in case the services are enabled as part of apach or upgrade.

Most operaing systems have a lockdown or security checklist tha may be followed to
make the system more secure. Microsoft provides one for NT“ and 114", as well as
tools for Win2K and 11S5", but a more extensive lockdown checklist is also available
from SANS.org as part of their coursework. SANS also has a checklist for Linux
variants. un documents can be found on several web sites™*" and the book “ Solaris
Security” by Peter H. Gregory™' is also extremely useful. Following the steps in oneor
more security checklists is required befor e an e<commerce server is connected to any
network.

Plugging security holes is useful, but without an extensive file systemaudit tool, a hacker
could sneak in through apreviously unknown hole and replace critical systemfiles thus
opening more security holes. The use of afile-system monitoring tool like Tripwire is
required for an e-commerceserver" Versions of Tripwireare available on Windows
NT/2K, Linux, and Solaris, A1X, and HP/UX. Tripwire 1.3 xacademic version is
unacceptable because its integrity databases are not encrypted. Insteaed, use Tripwire 2.2.x
or higher. Tripwire integrity checks should be run often and system administrators must
begiventime to analyze the reports and update the integrity databases.

Operaing system patches must be applied as they are releasad; this is part of the Visa
Cardholder Information Security Program*" Security patches should be applied
immediately upon release unlessthey are reported to be buggy, other patches should be
applied at least weekly. A n exarmple of theneed for timely patch application can be found
in the “ Code Red” wormreleased in the middle of July 2001. In just afew days, this
network wormmade its way into over 225,000 Windows 11S web servers all over the
Internet through a bug in anative component of Windows 2000 (an add-on for NT).
Microsoft hed previously released afix for this security flaw on June 18, 2001, almost
one month earlier. A patch audit utility or script should be downloaded or created to
verify which patches are available and which are installed on each ecommerce server.
Patch audits should be scheduled as often as vendors update their web sites with patch
information, usually daily or weekly.

E-commerce servers must be dedicated to one purpose, E-commerce. They cannot also
beused as database servers, file servers, print servers, nework storage, routers, etc:™
Running morethan oneactivity on aserver almost always requires a compromise of
security settings. Just as acash register in anormal store should not also be used to play
games or surf the web, an e-commerce server should only be used for accepting orders
and keeping customer information safe. This is acost of doing business on the web.

Other general security precautions should be taken with e-commerce servers. These
include: 1) limiting the number of users with access to the server, except for the purpose
of e-commerce. 2) Making timely and secure off-site backups. 3) Auditing user actions
and system events combined with an automatic natification systemfor administrators. 4)
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Using virus protection (particularly important on Windows platforms) and intrusion
detection tools.

Private test and development systens that are identical to production e-commerce sites
can dramatically improveasite’s reliability and security. Often, if the systems are truly
identical, it is possibleto goply OS or gpplication patches to one system, test themand
then bring the patched system on-lineto replacethe production system. The production
system can then be pached or held in reserve if the patch is defective. If the e-commerce
server acts only as aweb transaction server, it is NOT necessary to spend great sumrs on
redundant hardware and huge storage sub-systems. Often times, two inexpensive servers
can be had for the price of one complex and highly redundant system. A clever system
administraor can then use conventional techniques to bring one machineonline inthe
event of asystem compromise (fixing the hole on the backup machine first of course).

Inspection Recommendations:
1) Verifythat the appropriate checkligshave been used. Requed a copy of each
machine’s compl eted checklist and randomly verify the itemson the lig.
2) Search the wilnerability database at SecurityFocus.coni™ and confirmthat all
known vulnerabilitieshave been fixed (assgn task to local sygemadmin).
3) Scan the Operating sysemfromingde and outside the neéwork DMZ with a

XXN

security scanner like Nesaus:

Operating System Quegions for dte Owners:

1) Listall operating systemsinvol ved in e-commer ce operations. Describe each
machinein termsof its GS, and itsrole in operations.

2) Listall patchesinstalled on each machine. Lig all current patchesavailable from
the vendor for each OS. Jugify discrepandes.

3) Listall virus scanners, audit, and intrug on detection tool s in use (including
verd ong). Describe how and when they are used, and what i sdone with the
results.

4) Listall userswith accessto the e-commerce servers. Describetheir levd of
accessand thar role in operations.

Applications

Some of the fastest growing itenrs of security concem in recent times are e-commerce
applications thenselves. As firewalls, operaing systems, and system administrators get
more diligent, crackers or hackers are instead turning to parts of the computer network
that by their nature must remain open. Namely, web servers and their applications. By
far, the most commonly exploited gpplications run on Windows NT/2000 and I1S
(Microsoft's Web sever). In fact, the [ISserver itself contributes asignificant level of
risk to any e-commerce application.”"

First and foremost, VISA , M asterCard, and other credit card company’s terns of use,
require all network traffic that carries credit card transaction information across a public
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network to be encrypted with industry standard techniques*" Typically this means: 1)
Credit card information must be transmitted between the shopper’s browser and e
commerceserver using HTTPS, typically encrypted with SSL version 2 or higher with
128-bits of encryption. 2) Assuming that the credit card information leaves thee-
commerceserver for further processing (even just to print it out) that network traffic
must also beencrypted. It is absolutely unacceptabl e to send credit card information
through e-mail for any reasson. Furthermore, credit card companies have expanded their
regulationsto requirethat credit card numbers stored on disk (in adaabase etc.) must
also be encrypted "

Fundamentally, gpplication security requires that every piece of datasent to a web server
must be handled inaway tha does not produce unexpected results. In redlity, this is
extremely difficult.

In atypical e-commerce transaction, a web server sends an HTM L page to abrowser that
draws a“ checkout” screen, requesting credit card and shipping informeation for theuser’s
order. Theuser enters the data and hits asubmit button or icon and the data is packaged
neatly and sent back to the server for processing. The process seems simple, but can go
awry particularly when functionality is added to the web client through the use of client
side JavaScript. For example, assume for a moment that ashopping cart checkout screen
contains a listing of the items that make up the order and spaces for the user to change the
quantity of those itens. A poorly coded gpplication may also hide on that same screen the
priceof those iterrs so that when the user changes the quantity, the total order price is
instantly updated. Assume also, that all of this information is sent back to the e-
commercesite to placethe final order, but never checked against the stored price in the
server database. Nea, but trivial for ahacker to simply savethe web pageout to disk,
change the prices, and then reload and submit the page back to the e-commerce site.

Now, anot-so-clever hacker may be able to order $1000 worth of merchandise for $10.

In this exanmple, the server assumed tha the pricing information was correct while the
hacker capitalized on tha assumption by menipulating datasent to the client before it was
returned to theserver. A number of commercial shopping cart goplications usethis

XXVi

dubious technique or similar onesto handle quantity and pricing information:

Anocther type of gpplication error occurs when the information sent to the server is
completely unexpected either intypeorsize. It is possible to construct a URL that when
sent to the gppropriate web server can install and run aprogramthat then goes out and
attempts to send the same URL to another web server. An entire program can bestored in
asingle URL. This is exactly how the* Code Red” worm mentioned above mede its way
across the Internet.”"" Depending on how the data is handled this programinside a URL
can be used to open further security holes, or reveal sensitive information stored on the
server. All of this is done right through afirewall on astandard web connection. Web
applications must be written to handle a variety of data thrown a them

If local programmers write an e-commerce goplication, there is an opportunity to handle
this bad data correctly™", but programmers who are not conditioned to use secure
programming techniques may make the situation worse (much worse). Unfortunately,
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commercial applications and shopping carts may not be much better than those written
intemally. It is therefore critical tha commercial applications be purchased from
extremely reputable vendors with on-going service and maintenance contracts, and that e-
commerce site owners keep their goplications up to date with regular vendor-supplied
paches. Just like the operating system, patch and version audits must be conducted on a
regular basis.

In the event of an error, secure servers must also not reveal any information about the
application itself. Typically, web servers and shopping carts have* debug” messages that
print when there is adaaor server error. These screens may reveal application source
code, thedirectory in which the source code is stored, etc. This information may then
allow a hacker to look for database user ID’s or passwords embedded in the source code
or may reveal a program elsewhere on the systemthat the hacker can more easily exploit.

Web server software html pages and script files should be installed in non-default
locations, so that automated attacks against known exploits aren’t as useful. For exarmple,
the “scripts’ directory in [1Sis agaeway to anunber of attacks. Changing thedirectory
name, or deleting it and all other delivered sample prograrrs will reduce the risk of (but
not eliminate) many application security holes. At the same time, web servers will often
process files with certain extensions as prograns instead of static pages (.asp, -php,
.shtml, etc.), removing this default functionality is also critical.

E-commerce web servers should avoid using their own disks as daabase storage for the
web application. Static pages, and scripts should be stored on the web server, but
customer information, inventory, ec. should be stored in a database server on a separ ate
machine that is not accessiblevia the internet. This separate database server should also
block everything but databasetraffic to and fromthe web server so that if the web server
is compromisad it is not then atrivial task to compromise the database server. Good
programmers will use stored procedures in the databaseto access information instead of
allowing the “web” user id full SQL access to all the underlying database tables.

Web sites should also place conspicuous natices on their pages that describe many of the
precautions used to protect customer information.”™ This serves two purposes: 1) It lets
customers know tha the site owners aretaking all reasonable steps to ensure the safety of
their information and orders, and 2) it lets hackers know how thorough the site’s defenses
are. Sites with good defense straegies should not be afraid of revealing their most
obvious security measures. Clearly one would not post ahighly detailed accounting of
site security, but a web page saying that asite does not store credit card numbers might
convince acasual hacker to look elsewhere for easier prey.

E-commerce sites that sell items that are not available for immediate shipping, eg. items
that are out of stock, must not bill a credit card until those itens have shipped (this is
called fulfillment). In many situaions this means tha acredit card number must be stored
and charged at a later date. New credit card regulations now require all stored credit card
numbers to be encrypted” The procedures and software necessary to encrypt and
decrypt the credit card numbers in ahacker resistant way can often be moredifficult to
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implement than asystemthat only allows peopleto buy itemsthat are in stock. Sites are
strongly discouraged fromtaking orders that cannot be immediately fulfilled.

Inspection Recommendations:

1) Inspect application generated HTML pages for sgnsthat critical information is
sent to the dient, and then not verified upon its return. Look for hidden fieldsin
particular. Verify what each hidden field goresand returns.

2) Create HTML POST and GET requeststhat have exceptionally large data fields
or contai n unexpected data d ements.

3) Search the SecurityFocuscomvulnerabiliti esdatabase for known commercial
application exloits ™

4) Verify encryption techniquesif credit card data is dored locally.

Application Questions for site Oaners:

1) Describehow data sent to and fromthe user isvalidated when returned to the
checkout software.

2) What softwareisrequired for a user to conduct an ecommrerce transaction? Is
the application browser-spedfic?

3) Listany commerdal applications(with verson nunbers) inuseand providea lig
of vendor patchesavailable. Provide alig of indalled vendor patches. Judify
discrepandes.

4) Whereisuser provided data gored? What data iskept for each transaction? Isit
encrypted? How?

5) Describe how the site oftware processesan e-commercetransaction. Be gecific.
List detailed stepsinduding any areaswhere data i s verified againg stored
valuesor sent off-site for processing.

6) Listall userswith application level accessto e-commerceoperations. Lid thar
dutiesand regpongbilities.

System Administr ator

A systemadministraor is like a retail store menager. He or she can make or break the
business. A good administrator knows agreat deal about all aspects of an ecommerce
systemincluding networking, operating systens, e-commerce gpplications and most
importantly computer security. Heor she should report directly to the company security
officer, CIO or someone other than thedirector of sales. The system administrator’s job
is first and foremost to protect company and customer data. Only after that, can he or she
keep an e-commercesite running.

Systemadministrators must be hy per-aware of new developments in computer security
and intrusion. They must in many cases “hang out” (silently) with the hackers and
subscribe/view many of the numerous vulnerability web sites and listserv’s.

It is helpful for an e-commerce system administrator to have formal training in computer
security. A SANS certification or security coursework fromsystem vendors is highly
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desirable. It is especially important that the system administrator be familiar with the e-
commerce server’s operating system and pay ment acceptance gpplications.

Also critical to good system administration is time specifically allocated for review of
systemlogs, application of fixes, and research into on-going developments. This time
should be scheduled as part of anormal workweek, with definable goals and deliverables.
Good system administrators will no-doubt resist astructured format of this nature, but
formal assigned duties and times to perform them can help keep the administrator out of
frivolous meetings and keegp them from being assigned to distracting projects. However, a
delicae balance must be maintained, as good administraors will quickly bore of
mundanetasks. Adding “good guy” hacking as part of an administrator’ s assigned duties
can keep the environment compelling.

Inspection Recommendations:
1) Soeak directly to the Systemadminidrator. Ak questionsabout the nog recent
vul nerabilities on the e-commrer ce platforms run on each site.

SygemAdminigrator Quedionsfor Ste Owners:

1) Listall people authorized to act as sysemadminigratorson the e-commerce
servers.

2) Listany related coursework or certifications held by the sygsemadministrators.

3) List(ingeneral terms the day-to-day job regpongbilities of each system
adminidrator.

4) What tool sdo the system adminigratorsuseto nonitor critical sysems?

5) How can each sygemadminigrator be reached 24 hours a day? What call
schedul eis maintai ned and who are the primary or backup adminigrators?

6) Ifavailable, providea resume for the primary and backup system adninigrators.

Site Policy

Every e-commerce site should be govemed by aseries of simple written policies tha are
approved in writing by management. These policies should be kept general in nature and
simple for anyone to understand (particularly sales management). Each should stress the
importance of customer service in the form of security and privecy over the need to drive
sales. Sites that put sales above all else will be short lived and make the parent
organization notorious in their industry.

Exanmples of simplified, but good, security policies include:

1) Systemadministraors have the authority to shut down an e-commerce siteat any
time to goply security or other critical patches.

2) Administrators should shut down an e-commerce operation when an intrusion is
suspected and must shut down an ecommerce site when it is confirmed. Any
intrusion no, matter how trivial it may gppear, is cause for an immediate site
shutdown.
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3) The resumption or continuance of site operations is at the sole discretion of the
security officer and systemadministrator. Approval fromboth is required.

4) E-mail or other specific threats, claims of intrusion, or the self-discovery of one or
more site vulnerabilities must be taken seriously and also warrants asite
shutdown.

5) Thesafety of customer datatakes precedence over continuing site operations.
Users whose data may have been released are entitled to be notified immediately
so that they may protect themselves from further harm. When aspecific set of
users cannot be determined, all users must be notified.

6) Specific employees are authorized to test thee-commercesite for vulnerabilities,
most importantly vulnerabilities that result in loss of control of the e-commerce
site or it'sdaa. Publicized vulnerabilities should be immediately tested against all
elements of an e<commerce operation and resolutions to those vulnerabilities
developed and implemented quickly. Site shutdown mey be necessary prior to the
development of aresolution or to gpply paches and fixes.

7) External security audits will be conducted on a routine basis.

8) Automated vulnerability scans will be run against an e-commerce infrastructure
on aroutine basis.

Since e-commerce operations involve a certain degree of risk to the organization’s
reputation and assets, gopropriate measures must be taken to limit or mitigate the
organization’s financial and legal liability.

Inspection Recommendations:

1) Review copiesof all palicies regarding e-commerce. Make sure they enphasi z
security and the protection of cusgoner information over all other factors. Look
for clarity and brevity.

2) Look for a dear desgnation of authority inall sitepolides.

Site Palicy Quedionsfor dte Owners:
1) Listall peoplewith theauthority to shut down an ecommerce Site.
2) Listthose who may authoriz itsreturnto service.
3) Providewritten copiesof all local policies regarding e-commerceactivity.

Credit Card Processor

Internet credit card transaction processors come in all shepes and sizes. Many Internet
companies will act as resellers of other transaction processors. In general only the most
reputable and stabletransaction processors should be used. Good processors will place a
heavy emphasis on security as well as ease of use, and will have astrong reputation in the
trade press.

The best processors will have manual methods of adding, changing, refunding and
reconciling, all the transactions sent to them. Without these transaction management
tools, e-commerce sites will almost certainly need to store customer credit card numbers
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on-site. Storing credit card information on-site adds asignificant system administration
and programming burden, and should be avoided unless absolutely necessary .

Inspection Recommendations:

1) Download the credit card processor’ s oftware toolkit and docurmentation. Verify
that all data transm ssionsareencrypted and that datais not storedinlocal
tenporary files.

2) Review the procesor’ sprivacy policy.

3) Review the processor’ son-line tool s for reporting and transaction management.

Credit Card Processor Questions for site Owners:
1) Whoisyour credit card transaction processor?
2) Do they support the required e-commerce indicator flag?
3) What toolsareprovided for managing transactional data besdesthoseused to
send and receive indant authorization?
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