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Executive Summary

Continuous monitoring is a complex set of processes and practices that involves

presenting a true representation of an organization’s exposure to cyber risk. According

to results of a new SANS survey, the majority of IT professionals believe their continuous

monitoring programs are mature or maturing (by maturing, we mean they are

improving these programs). Yet how often and how comprehensively they scan—and

Key Findings

have immature or nonexistent continuous
scanning and remediation programs

conduct active vulnerability scans on a weekly
(CSC-recommended minimum frequency) or

better basis, and only 13% practice continuous
assessment

improved visibility into enterprise systems and
infrastructures by initiating a continuous monitoring
program, and 44% improved their ability to
accurately detect and remediate malicious events

lack trained staff, 42% lack sufficient budgets
and 41% lack management support for
implementing continuous monitoring programs

follow through with remediation—reveal a different picture.

The results raise several questions: What should a mature
continuous monitoring program look like? How can you measure
the maturity of your organization’s program today? And, what
elements of a successful program are you missing?

The results of the survey seem positive at first glance: 62% of
respondents consider their asset identification and classification
capabilities to be “mature” or “/maturing” (meaning they are
improving). And 58% have identified 50% or more of their critical
assets and incorporated them into their assessment programs
and processes.

Results also reveal some very disturbing realities about the overall
effectiveness of information security scanning and monitoring
programs. For example, 19% perform scans weekly, and 19% scan
more frequently, resulting in only 38% of respondents meeting
the recommendations of CIS Critical Security Control (CSC) 4.

The good news is that continuous monitoring has improved organizational visibility and
detection for more than 40% of respondents, with respondents reporting improvements
in the accuracy of detection for malicious events, reductions in the attack surface and
faster patch deployment.

This report offers an analysis of the survey findings and recommendations for improving
practices. It also offers a definition of what a mature program should look like now and in
the future. The goal, ultimately, is to provide a metric by which organizations can gauge
their own progress in an objective way.

! www.cisecurity.org/critical-controls.cfm
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Current State of Continuous Monitoring

Continuous monitoring is quickly coming to the forefront as a key activity for the ongoing
security of networks, systems and, by extension, enterprises.2 However, survey results
starkly illustrate that we are approaching a dangerous state in which we believe we have
appropriately addressed problems, though we have, in fact, not adequately remediated
them—therefore unknowingly leaving a window of opportunity open for attackers.

Who Completed the Survey?

The majority (74%) of the 456 survey respondents represent “practitioners” (security
analysts, security architects, security operations, network operations, security managers).
Almost one-third (31%) represent organizations larger than 10,000 employees. See Figure 1.

What is your primary role in the organization?

Security analyst |
Security manager or director
Security operations/Security administrator
Security architect
IT manager or director/CIO/CTO
Network operations/System administrator
Other
Compliance officer/Auditor
CSO/CISO
Enterprise architect
Application developer
CEO/CFO/CO0
Business manager

T
0% 10%

20% 30%

What is the size of the workforce at your organization, including employees,
contractors and consultants?
11.8%

8.3% 'h
9.2%
) 12.9%

22.6% = Fewer than 100
= 101-1,000
= 1,001-2,000
21.9%
= 2,001-5,000
= 5,001-10,000
= 10,001-15,000

= More than 15,000

13.2%

Figure 1. Practitioners, More than Half from Large or Very Large Organizations

2 (onsider these references on the growing emphasis on continuous monitoring:
NIST SP 800-137, http://csrc.nist.gov/publications/nistpubs/800-137/SP800-137-Final.pdf
https://cio.gov/protect/continuous-monitoring/
www.govinfosecurity.com/continuous-monitoring-c-326
www.networkworld.com/article/2895088/security0/conventional-it-security-is-failing-continuous-monitoring-and-mitigation-can-help.html
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Current State of Continuous Monitoring (CNTINUED)

Why Organizations Implement Continuous Monitoring

Survey results illustrate a definite business need for continuous monitoring. Compliance
drives monitoring programs for 53% of respondents, while 47% want to reduce the
attack surface and its associated risk, and 39% are driven by the need to identify their
assets and provide visibility. Table 1 provides a look at what motivates security teams to

incorporate continuous monitoring.

Table 1. Drivers Behind Continuous Monitoring Programs
Total
Driver 1 2 3 Response
Compliance 30.7% 11.2% 10.6% 52.5%
Reduce attack surface (reducing risk) 18.0% 15.2% 14.0% 47.2%
Asset identification and visibility 18.9% 10.2% 9.9% 39.1%
Detecting incidents 12.7% 12.1% 6.2% 31.1%
Proactive patch management, testing and deployment 5.0% 12.1% 10.9% 28.0%
Policies and procedures 4.7% 11.2% 10.6% 26.4%
Detecting unauthorized changes and misuse 3.4% 8.1% 10.9% 22.4%
Infrastructure and operational support 1.9% 8.4% 8.1% 18.3%
Incident response support 2.2% 6.5% 8.1% 16.8%
Remediation/Workflow support 0.9% 4.0% 9.0% 14.0%
Other 0.9% 0.0% 0.3% 1.2%

It is interesting that aiding in organizational incident response efforts is very low on the
list of drivers at just 17% overall. This is especially alarming because reducing risk and
enhancing the ability to respond to incidents are among the key reasons for instituting
continuous monitoring.

N\
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Current State of Continuous Monitoring (CNTINUED)
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Common Definitions

Unfortunately, many organizations have seized upon continuous monitoring as a buzzword and marketing tool for
products and services. For this paper, scanning, monitoring and remediation are defined in the following way:

« Continuous Monitoring. Continuous monitoring includes (but need not be limited to) the activities involved in
change control, configuration management, host and network inventories and continuous vulnerability scanning.
This describes monitoring all systems and activities—at all times—for unauthorized changes, vulnerabilities,
abnormal operation, needed patches and workarounds.

« Continuous Vulnerability Scanning. Continuous vulnerability scanning as a process wherein each new
scan is initiated within 24 hours of the conclusion of the previous scan. This is more aggressive than the (SC 4
requirement of weekly scanning.

+ Remediation. Remediation includes all activities undertaken to eliminate or at the very least mitigate a
discovered vulnerability or other unacceptable risk from an operational point of view. This can include activities
such as patching, reconfiguration, mitigation through virtual patching and any number of other activities that
reduce a risk to an acceptable level.

Critical Controls Guidelines

The definition of continuous monitoring adopted for the purposes of this analysis is

based on a synthesis of the requirements within the CIS Critical Security Controls (CSCs),

particularly Controls 1-4, shown in Table 2.3

1

Table 2. Critical Security Controls 1-4, Version 6.0

Inventory of Authorized/Unauthorized Devices

Inventory of Authorized/Unauthorized Software

Secure Configurations for Hardware/Software

2
3
4

Continuous Vulnerability Assessment

Effectively, this means that continuous monitoring is not a single activity, but rather

the composite result of many prerequisites and activities. Only through conscious

effort to synthesize these systems and processes into a useful, correlated amalgam can

organizations produce effective continuous monitoring.

3 www.cisecurity.org/critical-controls.cfm

4
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Current State of Continuous Monitoring (CNTINUED)
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Comprehensiveness of Scanning

It's critical to note not only how often organizations scan their environments, but

what they scan. According to the sample, 88% of public-facing systems (DNS, web

and production) and 64% of public-facing web apps are included in the vulnerability
assessment and remediation program for the enterprise. Although these percentages
seem high enough, the resulting exposure still leaves much room for improvement. See
Figure 2.

What categories of information assets are included in your vulnerability
assessment and remediation program? Select only those that apply.

90%

80% —

70%
60% -
50%
40%
30%
20% -
10%
0% — T T T \ \ \

—

Other I

or applications
devices (BYOD)

UTM, Routers/Switches, etc.)

Endpoints/Workstations

Data center/Business systems

Virtualized systems

Internal applications

Managed mobile devices

Cloud applications

Unmanaged mobile
Unmanaged mobile devices -

Servers (DNS, web, production)
Network devices (Firewalls/VPN
Web applications (public-facing

Figure 2. Assets Covered in A&R Programs

This is especially true when we consider a service as critical to an organization as DNS. It
is often said, quite accurately, that should an attacker successfully compromise your DNS,
it owns your organization. DNS server misconfiguration remains a major vulnerability
source and has become a top attack vector.* A quick review of US-CERT 2015 warnings
lists two DNS vulnerabilities among the nine issued to date for 2015.> Organizations that
develop their own web applications must remain ever-vigilant to the vulnerabilities that
can be introduced as a result of poor software coding and configuration issues.®

4 www.sans.org/reading-room/whitepapers/analyst/securing-dns-thwart-advanced-targeted-attacks-reduce-data-breaches-35597
> www.us-cert.gov/ncas/alerts

6 www.toptal.com/security/10-most-common-web-security-vulnerabilities

()
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Current State of Continuous Monitoring (CNTINUED)

Know Your Agreements
Carefully examine all
agreements pertaining to
cloud-based services before
including them in your
scanning and remediation
program. Terms of service
usually include specific
provisions requiring advance
notification and permission
before any scanning activities
can take place. Don’t make the
mistake of violating a contract

with a key service provider.

SANS ANALYST PROGRAM @

Mobile and cloud applications are also lagging behind in continuous monitoring
programs. Fewer than 30% of respondents are wrapping these applications into their
assessment and remediation (A&R) programs—and this includes managed mobile
devices. For the unmanaged devices, and even for managed devices, device owners are
not keen on allowing security programs such as mobile device management (MDM) and
network access control (NAC) access to the apps and data on their devices.

When it comes to the cloud, the low adoption of A&R, just 29%, is understandable, given
how nebulous security measures and monitoring in the cloud are today. The inherent
risks involved in storing data in the cloud and similar issues of ownership do make this
an area in which organizations should more actively focus attention. The disconnect
between who owns the application and what other entities are co-hosted in an
environment may make it difficult to scan and otherwise secure cloud-based assets.

Moving Target

As stated earlier, continuous monitoring is the product of the integration of many
processes, activities and tools that deliver a result we can point to and say, “That’s

continuous monitoring.”

For example, an organization that has not undertaken or maintained a comprehensive
inventory of all systems connected to its network cannot possibly state that it has an
effective continuous monitoring program. In our survey, only 21% consider their asset
identification and classification capabilities to be “mature.” Perhaps more telling, 33% of
respondents rate their capabilities as “immature,” highlighting the need for improved
understanding of the assets attached to the network. See Figure 3.

How mature is your organization’s process for identifying
critical assets and vulnerabilities?

0.8%
3.6%

21.3%
= Mature

= Maturing
33.2%
= |mmature

= None

= Unknown/Unsure

Figure 3. Maturity in Identifying Critical Assets and Vulnerabilities
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Current State of Continuous Monitoring (CNTINUED)

Critical Foundation

The first step to maturity in
continuous monitoring is to
have a complete inventory of
all systems and networks, as
suggested in Controls 1

and 2, wrapped into an
effective, formal, change
management process. This
represents a critical foundation
for continuous monitoring

and incident detection.
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CSCs 1 and 2 emphasize the importance of identifying and maintaining an inventory all
systems and networks within an enterprise. This becomes the context for later controls,
such as Control 4, which addresses continuous scanning for vulnerabilities.

Size Matters

Itis not surprising to find that enterprises with more than 10,000 employees are
predominantly more mature (or at least claim to be) in their asset and vulnerability
assessment processes. Nearly 31% of large organizations consider their process for
identifying critical assets and vulnerabilities to be mature, compared to 16% and 18%
for small and medium organizations, respectively. Table 3 correlates the answer to this
guestion with the size of the reporting organization.

Table 3. CM Maturity and Size of the Organization
Small Organizations | Medium Organizations | Large Organizations
Definition (Up to 1,000 employees) (1,001 to 10,000) (More than 10,000)
Mature Processes 15.6% 17.8% 30.6%
Maturing (improving) 35.9% 42.2% 45.5%
Immature 39.8% 37.8% 21.5%
No Processes 7.0% 2.2% 1.7%
Unknown/Unsure 1.6% 0.0% 0.8%
Percentage of Total Respondents 33.3% 35.2% 31.5%

As organizational size diminishes, the scales tip toward an admittedly immature process,
or in some instances, no processes at all. As larger organizations lead the way, simpler
solutions and services need to shake out of the marketplace to aid smaller organizations.

Not Yet Continuous

Despite the fact that the majority of respondents rate their program as mature or
maturing, their frequency of scans has not yet met this paper’s definition of continuous
vulnerability scanning (defined here as allowing only a 24-hour lapse between scans).

7 What Are Their Vulnerabilities?



Current State of Continuous Monitoring (CNTINUED)

While CSC 4 recommends at least weekly scanning, only 38% of respondents are
performing scans weekly (or more often.) Another 25% scan only monthly or bimonthly,
while just under 5% scan once per year. Of this survey sample, 9% either are not aware
that they scan (6.3%) or never do (3%). See Figure 4.

How often does your organization actively scan these assets for vulnerabilities?

Select the best choice.
25%
Scanning and Fixing 20%
Prioritized Vulnerabilities
15%
Proper configuration is the
. 10%
first step to securing a system. ’
Ongoing patch management 5% - —
is the next most effective step. I
p 0% | . T T T T T T T 1
. . . v 5 c = > 5 > >3 > c = Qe ]
Scanning and fixing prioritized 5 s S5 5 g < X § z gg 235 2
c 4 C & c © S 3¢ o ° > o ©
i 2 3 E c = = G e
vulnerabilities, however, g 25 < § £ = g8 3E
., 2 g < ¢ 5 3 vs 2f
should also be a top priority. £ 5 2 S Sy EB=
S gL £ £ S S%
< 5 £ £g¢ wso
Start today. o3 = S 25 83
g2 : ze &9
(]
% < 3s =238
=5 2 I
cC c ‘S _g
oo g c
O S

Figure 4. Scan Frequency

When you compare these answers to their perception of maturity, the target of daily
scanning seems far too optimistic given that so few can even manage the weekly
criterion espoused by CSC 4.

SANS ANALYST PROGRAM
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The Vulnerability Wilderness

Related to the lack of remediation and follow up, 95% of respondents experienced one
or more critical vulnerabilities in need of immediate patching over the past year. The
largest group of respondents also needed an average of 1 to 3 days to identify critical
vulnerabilities and 2 to 3 weeks to repair them, while just over 15% needed 1 to 2

months to make repairs, as illustrated in Figure 5.

What is the average time it takes to first identify and then repair critical vulnerabilities
based on the past 12 months?

25%

24 hours or less
m 1-3 days

4-7 days
15% 2-3 weeks

20%

— B 1-2 months
10% +—

3—6 months
5% = 7-12 months

® More than a year

0%

Identify Repair ® Unknown/Unsure

Figure 5. Time Needed to Identify and Repair Critical Vulnerabilities

The top three vulnerabilities discovered by respondents come as no surprise:
information disclosure, privilege escalation and cross-site scripting. These issues, along
with the others, have been on multiple Top 10 vulnerabilities lists for some years now.
Figure 6 reveals some connections when you consider how one vulnerability leads to or

blends with another.

N
SANS ANALYST PROGRAM @
" 9 What Are Their Vulnerabilities?



The Vulnerability Wilderness (conTinuep)

Select the top three categories of vulnerabilities you discover most frequently
during your scanning process. Please rank them as First (most encountered), Second and Third.

Obtain information (unauthorized

access, information leakage)

Gain privileges (privilege escalation,
acquire credentials illegally)

Cross-site scripting

Bypass a restriction or similar

Denial of service

SQL injection

Execute arbitrary code on a critical

or valuable system

Overflow vulnerability (includes stack and
heap-based overflows and other overflows)
Cross-site request forgery (CSRF)
Directory transversal

File inclusion

HTTP response splitting

Memory corruption

=

| First | Second = Third

Figure 6. Aggregate Vulnerabilities by Frequency

Consider the fourth most common finding, discovered by 33% of respondents, a
vulnerability that allows an attacker to bypass some restriction. No doubt in most cases
this type of attack will lead to the attacker gaining access to data he or she should not
be able to access, which was the most frequently discovered issue, chosen by 40% of
respondents. It may even result in a form of privilege escalation (selected by 37%).

SANS ANALYST PROGRAM Q\
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The Vulnerability Wilderness (conTinuep)

Because we are not trying to define nomenclature for vulnerabilities, we recognize
Measuring Maturity that there may be some “wiggle room”in the vulnerability findings, because

Are you finding the same different respondents may classify the same type of issue in slightly different ways.

- Even so, let's consider how the respondents classified the severity of these issues for
types of vulnerabilities noted . ‘ o
_ o their respective organizations.

in our survey? Can you identify

- The second most common category of vulnerability found allows individuals
activities and processes

o o to escalate privileges. The fourth allows for the bypass of some type of security
that limit such risks in your o . ., o
control. Most organizations would consider these to be at the very least “medium

organization? If yes, that is a risks, if not high
sign of maturity. If not, your ) ) ) o )
The sixth most common issue discovered, SQL injection, allows an unauthorized

organization may be immature individual to leverage the vulnerability to extract, potentially, all of the data out of a

and in need of training, tools database system (often without notice, particularly when you consider that 12% are
and processes to strengthen not scanning their web servers as discussed previously). Considering the very serious
continuous monitoring. impact that these discovered vulnerabilities could have on an organization, it is

concerning that the overall coverage and scanning frequency numbers are not higher.

SANS ANALYST PROGRAM @
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What's Being Done to Tame the Wilderness?

What Is Mature?

Security program maturity is
more than doing the best we
can with the personnel and
training available. It requires
having a systematically
implemented continuous
monitoring program that
covers, at the very least,
100% of assets that are
directly connected to the

organization’s network.

SANS ANALYST PROGRAM \@

What does it mean that respondents are finding these vulnerabilities? It seems to

indicate that our definition of mature is out of reach for many responding organizations.

Could it be that respondents’ own definitions of mature are based on the standards that

currently available staffing can achieve? If so, that is a big mistake, especially because

57% of respondents identified lack of human resources as the top impediment to

implementing comprehensive continuous monitoring programs, followed by lack of

budget and management support, as shown in Figure 7.

What impediments have you encountered so far in implementing
continuous monitoring processes? Select all that apply.

60%

50%

Lack of trained staff

Lack of budget

Lack of management support
Lack of appropriate tools
Inability to integrate tools

40%
30%
20%
10%
0% T T T T T T -—\

IS

Lack of awareness of how th

can help us
Other

Figure 7. Impediments to Continuous Monitoring

From the survey, it’s clear that organizations—even those that consider themselves

mature—need more buy-in from management to support their program needs for

budget and staff.

12
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What's Being Done to Tame the Wilderness? (continuep)
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Consider the following suggestions on how to communicate these needs more
effectively to management.

« Learn the state of affairs. Learning the differences between how technical,
security and management individuals communicate is critical to effectively
managing any security program. It becomes even more important when we're
talking about communicating something that could be game-changing for
security, such as continuous monitoring.

« Communicate with management. This requires that we grapple with the fact that
management doesn't (generally) use the terms exposure and risk in the same way
that security people do. Exposure tends to be a financial term. Risk tends to be an
operations term.

« Translate. By recognizing the differences in perspective, we can translate our
comments into language and reasoning that management will understand. For
example, rather than speaking about risk as a nebulous information security issue,
think about how management measures the performance of the organization. (See
“Measure and Correlate)

» Do a cost analysis. Take the time to turn the risks you perceive into a cost-benefit
analysis that focuses on operational goals and key performance indicators (KPIs)
for your enterprise. The analysis will be invaluable when it comes to effectively
communicating risk and receiving funding and other resources for security
initiatives.’

« Continually improve. Never let the search for perfection stand in the way of
taking steps to be “good.” Get started; then plan on continually developing your
organization’s remediation process and describing that ongoing process for your
security and operations teams. In reality, this is where the majority of the resources
will go, so management needs to know what you are doing.

« Remain operationally sound. Effective remediation programs are operationally
sound. Not only can they lead to fewer and shorter unplanned outages (good for
operations) but they also close the holes, preventing data loss or destruction (very
good for operations). Keep management informed of your performance statistics
and tell them how your actions benefit operations.

Typically, KPIs within an enterprise are tied to financial return and achievement of
organizational objectives. Security professionals might naturally make the connection
between a SQL injection flaw and a risk to operations. Management is typically
operationally aligned with tasks, processes and programs that directly relate to and help
the organization achieve its mission. Security typically acts as a safeguard for the mission,
and management should consider it an embedded cost for enabling business objectives.

7 The SANS AUD507 course spends a great deal of time developing and explaining strategies to accomplish this.
www.sans.org/brochure/course/auditing-networks-perimeters-systems/1772loads/92069
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Vulnerability Scanning

To detect vulnerabilities during their scans, security teams typically monitor for
vulnerability status, anomalies and alerts, potential misuse and unauthorized changes,
and network behaviors indicative of a problem. On the other hand, operations teams that
are not focused on security are primarily monitoring for patch status, asset identification
and configuration changes, as shown in Figure 8.

What are the key report or information categories your security and operations staffs
use to detect vulnerabilities? Select only those that apply.

50%

40%

wv wv - 1%] (%) wv v un wv S
3 E T e 2 3 ) gL s T3 9]
= = 2 ko 5 o >3 @ c 2 =
@ @ 25 © i S o ] ] e}
© < > Ky
S 2 o2 c Y (] © 20
5 = ® C © = c 5 =R
I 2 U ® n K] ] = €9
© e £ R e = © s N
] E=1 = Q © < o=
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Figure 8. Monitoring Metrics

When viewed through the lens of a security engineer, analyst or manager, vulnerability
assessment is a vital link in the overall chain of processes that together provides

information security assurance.
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Supporting the Mission
Imagine that an organization’s
mission is the rapid production
of printed material from a
series of high-speed offset
presses. Operations focuses
entirely on managing print
jobs, maintaining appropriate
inventory levels of ink and
paper and performing reqular
preventive maintenance on
the presses and the supporting

equipment.

Even so, performing reqular
inspections of portions of

the press that are not due for
maintenance (very much akin
to performing continuous
vulnerability scans) allows the
operations team to identify—
before service is interrupted—
potential issues that could
directly and severely affect

operations.

Vulnerability scanning reports
provide the same contextual
information with the same
imperative (checking for
vulnerabilities even when

you don’t think you need

to) to protect daily business

operations.

SANS ANALYST PROGRAM @

Vulnerability Scanning (CoNTINUED)

Bedrock Policies

Policies lie at the bedrock of these processes, establishing management’s codified
approach toward managing operational risk and achieving objectives. Based on those
policies, organizations can create standard operating procedures and organizational
security standards, further building a governance and reporting structure. Security
processes, such as change control, patch management and other activities, can then
emerge and be measured to evaluate program effectiveness.

Switching to the lens of operations, vulnerability scanning reports have additional value.
Those in operations roles are typically laser-focused on everything necessary to meet
business objectives, and continuous scanning reports can help safeguard the processes

supporting those objectives.

Nomenclatures

Over the years a number of different attempts have been made to classify, adopt a
nomenclature and score vulnerabilities because the various security product vendors
tend to use different names for the same issues. To normalize and consume this data,
77% map to the Common Vulnerabilities and Exposures (CVE), eclipsing other common

scoring nomenclatures by a wide margin. See Figure 9.

Do you map your vulnerabilities and issues to one or more of the following vulnerability,
configuration and platform classification schemes and languages? Select all that apply.
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Figure 9. Vulnerability Nomenclatures
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Vulnerability Scanning (CoNTINUED)

An interesting development somewhat new to the industry is the importance of Security
Content Automation Protocol (SCAP) validation of tools that are used. In another
question, 58% of respondents (the majority) are either using SCAP-validated tools or
have a subset of tools that are SCAP-validated.

SCAP is backed by NIST and the CSCs. With more than 50% of respondents using SCAP-
validated tools, the protocol may become important. If your organization is looking

at procuring security products for continuous monitoring today or negotiating the
renewal of a license on an existing product, it would make sense to consider using SCAP-
validated tools.

Mostly Active

The survey also shows that active vulnerability scanning remains the most common,
with 81% of respondents indicating that active scanning is in use. Passive scanning and
scanning agents are both used by 49% of respondents. See Figure 10.

What type of scanning do you do to locate vulnerabilities?
Select all that apply.

80%

60%

40%

20% -

0%

Active scan data Passive network Scanning of agents Other
from pinging the devices scan data on devices
and applications (in-line sniffing devices)

Figure 10. Types of Scanning Used

SANS ANALYST PROGRAM @
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Vulnerability Scanning (conTinuep)

Actively scanning is one way to be sure of what you have operating on the network
and what the related vulnerabilities are. It doesn't, however, work particularly well
on IPv6 networks, which are so large that it isn't feasible to scan IP ranges. Even with
IPv6, however, active scanning plays an important role. Coupling IPv6 discovery
tools with active scanning can provide a practical way to identify and scan directly
connected assets.

Passive scanning does provide some useful advantages. It is nearly impossible for
passive scanning to knock a system offline during its operation. Passive scanning can
also identify and respond to unexpected conditions or changes in the environment
that need to be addressed. But a passive scanner will identify an issue only if it actually
observes a connection to the potentially vulnerable service. If that first connection is
an attack, it might be too late.

Although organizations should address all vulnerabilities discovered, prioritizing the
issues based on the operational alignment of the systems and the impact of compromise
is the proper way to use your available resources to remediate the most important risks
to your business.

17 What Are Their Vulnerabilities?
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Addressing Root Cause

A smart businessperson will consider the foregoing and wonder, “But why are these
things true?” If we can nail down the root cause of these issues, we may be able to fix
them in a systemic way rather than trying to treat only the symptoms. The root causes

boil down to just a few things:

+ As an industry, we are failing to communicate our needs in an operationally

aligned context.
« As aresult, budgetary resources are not available.

+ Adequate staff training is not provided, because of inadequate budgets.

Staffing and Resources

How do we deduce the causes noted above from the survey at large? Consider, first,
that the practitioners—the largest category of respondents—indicate that staff training
is, by far, the biggest obstacle to improvement in the organization. Overall, 57% of
respondents cite lack of trained staff as their biggest impediment to implementing
successful programs, as illustrated in Figure 7 (on page 12).

There are, however, other options for dealing with lower levels of staffing. Although
59% of respondents use in-house personnel and either proprietary or off-the-shelf tools
for vulnerability assessment and remediation, 36% use a combination of in-house and
managed services. An additional 4% rely exclusively on managed services.

For organizations—particularly smaller, less mature organizations—struggling to find
adequate or appropriately trained personnel, investing in outsourced, managed services
offers an alternative that may be more attractive to management.

Other key impediments include lack of budget and lack of management support, chosen
by 42% and 41% of respondents, respectively. To be fair, a chief operating officer (COO)
would not normally be intimately familiar with the daily operations of the security team.
However, the numbers here seem to indicate that the COO is not aware that he or she
should care whether or not all systems are secured and should understand that there is
serious operational risk in failing to effectively remediate. As technical people, it would be
very easy to point our fingers at management and say, “They don’t understand,” but we
must change our thinking and help them understand.
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Addressing Root Cause (CONTINUED)

Show Results

One way to gain more resources is to show results. In the survey, respondents say
they were able to improve their security posture on several levels as a result of their

continuous monitoring programs, as shown in Figure 11.

Where has adoption of continuous vulnerability monitoring improved
your organization’s overall posture? Select only those that apply.
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Figure 11. Improvements Related to Continuous Monitoring

For example, 44% improved their visibility into systems and their accuracy in detecting
and remediating events. Just over 40% reduced the available attack surface and sped up
patch deployment. Sharing these types of improvements, when validated, can go a long
way toward showing management the value of such programs. In turn, these programs
are likely to get more resources and staffing as the improvements are communicated to

management.
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Approach your
security program
and run it as though
you are running a
business rather than
simply providing
an internal service.
Security is now
a fundamental
business process
that should be baked
into the core of how
every organization

operates.
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Addressing Root Cause (CONTINUED)

Measure and Correlate

Evaluate your own program realistically. Based on an analysis of survey responses,
what many consider to be “mature,” others would describe as barely getting started.
When you institute changes in your own operations and security programs, make sure
to include measurement criteria. Frankly, if you can’t measure the results, the value of
your actions may be questioned. Approach your security program and run it as though
you are running a business rather than simply providing an internal service. Security is
now a fundamental business process that should be baked into the core of how every
organization operates. It cannot be glued on as an afterthought. This “requirement”
highlights the need for true continuous monitoring. Organizations cannot operate with
blind spots; they need to know their assets are patched, their processes are sound and
their security investments are properly configured.

Think, too, about whether your organization handles customer information with due
care. Set targets for improvement over the next six months, one year, three years and five

years. Analyze where your organization can achieve the biggest wins.

For example, consider correlating log data to vulnerability data. In this survey, 25% of
respondents have no plans to correlate and evaluate log data with vulnerability analysis.
Yet log data correlation greatly speeds repair—something that took 20% of respondents
2-3 weeks and another 16% 1-2 months to make repairs, as illustrated previously in

Figure 5 (on page 9).

How critical would the correlation of event log data measured against vulnerabilities be
for identifying attacks against known vulnerable systems? How critical would it be for
your organization to know how safe systems are by reviewing the activity logs involving
these affected services before a vulnerability is discovered?
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Addressing Root Cause (CONTINUED)

Automate Workflow

Discovery and repair should work in tandem with defined workflows to ensure repairs
are made and gold standards maintained across critical systems. Indeed this level of
functionality is at the top of the wish lists for 62% of respondents, as shown in Figure 12.

What is on your wish list for the next two years?
Select all that apply.
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Figure 12. On Their Wish Lists: More Integration and Coverage
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As you can see, respondents’ wish lists more accurately reflect the reality of this
survey: Respondents think they're mature or maturing, but they need better workflow
management and more comprehensive coverage to assess all their systems. They also
want more integration to incident response, as discussed earlier.
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Conclusion and Recommendations
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This survey produced contradictory results, particularly because of the lack of maturity
in what some might call “mature” programs. Most respondents indicated that the
majority of their vulnerability findings are critical. Responses indicate that at least one
in four of these are operationally important for the business. We must do a better job of
documenting, demonstrating and communicating these risks to the organization in a
way that allows for either conscious acceptance of the risk or dedication of resources to

solve the problems.

Knowing what you have (CSCs 1 and 2) is a fundamental requirement for securing an
enterprise. The majority of participants indicate that achieving compliance (regulatory or
otherwise) and reduction of attack surface are primary motivators for the overall security
program. Bearing this in mind, how can we achieve these goals if we don't even know
what we have? We must strive to inventory 100% of our networks and systems.
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