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.
/ Executive Overview J

The security challenges facing today s businesses are complex and serious. Identity theft, fraud,
insider threats, and an increase in nancial criminal activity have replaced the chaotic and un-
sophisticated threats of several years ago. To help protect cardholders, as well as the businesses
that process and store their cardholder data, Visa and other payment card organizations cre-
ated the Payment Card Industry Data Security Standard (PCI DSS). This comprehensive set of
control requirements describes procedures and provides guidance related to network security,
vulnerability management, access controls, data protection,and policy as it relates to cardhold-
er data environments.

As organizations today are implementing PCI DSS standards and procedures, one thing is be-
coming clear:The volume of data that must be analyzed and potentially stored issigni cant. Au-
dit logs, application logs, and network information are only a few of the types of data that must
be assessed. Others include access control data, encryption and network connectivity settings
and con guration data, and vulnerability scan data. Often, many distinct events are occurring
at different points in a network, with very little obvious relation between them, particularly since
many of the events are coming from systems with very different event characteristics.

With all this data needing to be collected and organized, Security Information Management
(SIM) becomes a big part of your organizations compliance posture. SIM solutions are designed
to aggregate information and events. They provide correlation and reporting capabilities for
security and compliance teams sorting through exhaustive quantities of seemingly unrelated
data. SIM solutions offer a degree of visibility into the overall security posture of the environ-
ment, which ultimately allows analysts to gauge the effectiveness of existing security measures
and controls.

Greg Shipley, executive vice president of R&D and Engineering for Chicago-based IT security
consultancy Neohapsis, explains the importance of SIM s use in achieving compliance controls
in a Network Computing article that ran May 2006. In the article, he says, Regardless of what
compliance meanstoyou | need to obey my policies, or | need to manage IT security risk, or
I m handcuffed to the SOX auditors the ability to achieve these objectives is tied in part to
security and log information. Its not an issue of if the information needs to be managed, but
rather how and when. !

This paper describes how SIM technology functions within the 12 areas of the PCI DSS, and how
these technologies can help organizations meet their monitoring-related requirements within
those areas.
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Introduction to PCI

The Payment Card Industry Data Security Standard,or PCI DSS,was created in December 2004 as
a collaborative effort between the major payment card corporations. Visa originally started its
Cardholder Information Security Program (CISP) in April 2000, closely followed by MasterCard s
Site Data Protection (SDP) Program in 2002. American Express had its own program (DSS); and
Discover had the Data Security Guidelines program (DISC).

Since then, American Express, Discover, JCB, and Diners Club have all endorsed the PCI Data
Security Standard that is currently in place. Today, the PCI DSS is maintained by the PCI Secu-
rity Standards Council, with representation from all of the major payment card brands. In May,
2007, 14 new organizations were added to its Board of Advisors, for the rst time bringing
non-banking organizations to the decision-making table. Among these new advisory board
members are Microsoft, Wal-Mart, British Airways, PayPal and VeriFone, whose in uence will
undoubtedly be felt in future iterations of these standards.

Who'’s Complying?

The number of organizations achieving rst round or trying to achieve rst
round compliance to PCI DSS standards is on the rise.

As of the end of April, 2007:

35% of Level 1 merchants (those processing 6 million or more Visa transactions
annually) had validated their compliance with the PCI DSS. This compares with
18% a year ago.

Another 51% of Level 1 merchants have led a Report on Compliance (ROC)
and are remediating de ciencies.

Among Level 2 merchants (those processing 1 million or more Visa transac-
tions annually), compliance stands at 26%, with another 22% in remediation.

Level 3 merchants (e-commerce businesses processing between 20,000 and 1
million annual transactions) have achieved 51% compliance, with
an additional 16% in remediation.

~ Source: Jay Hopkins, spokesman, Visa International
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Why the Need for PCI?

There has been a sharp increase in the number of payment card data theft and exposure inci-
dents in the last several years. In June of 2005, CardSystems Solutions discovered it had been
hacked into. Account information on at least 200,000 credit card holders was stolen, and the
personal information of 40 million people was exposed. The U.S. Department of Justice had a
laptop stolen that contained credit card information on 80,000 employees in May of 2005. In
that same month, HSBC Holdings had 180,000 MasterCard accounts stolen. Even earlier than
this, in February 0f 2003, Data Processors International had 5.6 million Visa and MasterCard
accounts accessed by a hacker.?

The pace is accelerating. The Identity Theft Resource Center estimates a total of 109 data
breaches from January May 2007, with approximately 55 million records compromised.® In
January 2007, TJX Companies, Inc. (the parent company of popular department stores TJ Maxx,
Marshalls, and others) revealed a signi cant data breach that was caused by hackers break-
ing into their computers through an under-protected wireless point of sale terminal. This illicit
activity had apparently been going on within the TJX network for close to 18 months prior to
being noticed in December 2006. As of May, TJ Maxx faced 18 class-action lawsuits. In its March
2007 SEC ling, the company revealed the total estimated number of credit and debit card
numbers stolen to be 45.7 million.*

Financial fraud is nothing new to the payment card industry or law enforcement. In October
2004, a group called the ShadowCrew was shut down after selling stolen and counterfeit IDs.
Only a few months prior to this, in August, the notorious credit card hacking site Carderplanet.
com was shut down. In another case, a Ukrainian named Roman Vega, who went by the handle

Boa, was apprehended with over 80,000 credit card accounts. He had run a professional-look-
ing e-commerce site, called Boafactory, where credit card accounts were bought and sold.®
And with hundreds of Web sites like https://cardersmarket.com/ still going strong (as of May
2007, the site was live), buying and selling of payment card data is alive and well.

Against this backdrop, the goal of the PCI DSS is to protect nancial data on today s systems by
providing a framework that includes speci ¢ security and audit actions, along with guidance
on how to implement them. This is a much-needed addition to the abundance of broad and
general compliance mandates currently in existence. This whitepaper will cover

these points as they relate to SIM.
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What is Security Information Management (SIM)?

Security Information Management (SIM) tools, also referred to as Security Event Management
(SEM) tools, are software products that  use data aggregation and event correlation features
similar to those of network-management software and apply them to event logs generated
from security devices such as rewalls, proxy servers, intrusion-detection systems and antivirus
software. ® The more intriguing function of SIM technology is the ability to normalize these
event logs or serve them up in a normal format. In other words, SIM can take logs from Check
Point rewalls, Cisco routers and switches, Snort Intrusion Detection Systems (IDS), and Win-
dows servers and create a consistent output format. These normalized views of events can then
be compared and correlated with one another, creating a much more robust and comprehen-
sive view of the cardholder data environment than these events would reveal by themselves.
Some products may normalize the data prior to being stored in a database (as illustrated in
Example 1), while others may leave data in its native format, normalizing for presentation and
reporting within an analysis console.

(@) Jan 28 02:04:30 pix-inside %PIX-3-106010: Deny inbound tcp src
outside:67.2.18.23/1262 dst inside:10.10.96.17/80

(b) May 2 14:55:46 pre00 pre00: NetScreen device_id=pre00 [Root]system-
notipcation-00257(trafpc): start_time=62007-05-02 14:55:456 duration=0
policy_id=119 service=udp/port:7001 proto=17 src zone=Trust dst
zone=Untrust action=Deny sent=0 rcvd=0 src=192.168.2.1 dst=1.2.3.4 src_
port=3036 dst_port=7001

Date Time Device Device Sre Dest.  Protocol Sre Sre Dest Dest Alert Alert
Type Interface Interface Address Port ~ Address Port Type Data

01-28-2007 02:04:30  Border PIX Fw EXT INT TCP 67.21823 1262  10.10.96.17 80 DROP FW Policy
to drop

tra ¢

05-02-2007  14:55:46 DMZ FW INT EXT UDP 19216821 3036 1234 7001 DROP  FW Policy
NetScreen to drop

tra ¢

Example 1: A basic example of normalization: Logs from (a) a Cisco PIX  rewall and (b) a NetScreen  rewall are imported into a simple database
structure with common  eld names and formats.
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How Does SIM Work?

Most SIM products have several common components.The rst is some type of event log col-
lector. This can take the form of an agent that resides on a system, such as a Windows or UNIX
server, or a non-agent, Web-based application that logs into systems and collects event data.
Many organizations prefer not to deploy numerous agents in their environment, so agent-less
SIM solutions are gaining in popularity.

The second common component is the logging and correlation engine, which is often coupled
with a larger storage repository for archiving normalized event data that the SIM system stores.
Depending on the architecture of the particular solution, more traditional large-capacity stor-
age infrastructures such as Network Attached Storage (NAS) solutions or Storage Area Net-
works (SANs) can be used for longer-term event data storage.

The last piece of most SIM solutions is the central management console, which is the compo-
nent that users will interact with the most. Common features include alert monitoring, event
Investigation and forensics, reporting, and administration of the other components in the SIM
architecture. A simple SIM architecture may resemble Example 2.

Correlation
Engine & Log
Repository

s Syslog
Screening Server
Router

Firewall
Internal

I

I

I

|

Web/Application 1
Servers M Database

1

I

I

Server
Central SIM
Console

SIM Agent

Example 2: A very simple agent-based SIM architecture that illustrates logging/event
gathering agents, a correlation engine and log repository, and a central
management and analysis console.

SANS Analyst Program 5 Sec Info Mgt Systems for PCI Compliance




Most viable SIM technologies contain a core feature set that enables the analysis of raw data to
produce real security intelligence by correlating log events happening on the network. Secure
storage and transportation of data comprise one aspect of this feature set; but the most inte-
gral components of any SIM relate to real-time analysis and correlation of system and security
events, and generation of reports.

As with any robust and complex technology, there is a certain degree of tuning that must be
done before useful information is gleaned from its application. In the case of SIM technologies,
the deployment planning may resemble the following:’

Determine log and event types that need to be included this may need to be a phased ap-
proach that encompasses the major log and event sources rst, followed by custom applica-
tions and events or those deemed of secondary importance.

Determine the potential log and event volume, and plan for adequate hardware and storage.
Design the normalization and database structure.

Implement the SIM engine(s) and central management systems.

Implement the various agents and data collection components and test connectivity.

Thisis a greatly simpli ed overview of SIM implementation and design, but illustrates the over-
all ow of a typical SIM project.
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SIM and Compliance

As organizations face more and more regulations governing the handling of sensitive data, au-
dit and security requirements are increasingly aligned with business goals and drivers. We will
see this particularly with the new members of the PCI DSS advisory board going forward. Pro-
tecting data is integral to continued operations, and audit and security teams are nding that
the implementation and maintenance of robust security controls, especially in complex operat-
ing environments, is increasingly dif cult due to the volume of data that must be managed.

Therefore, consideration of business drivers is integral to successful selection and deployment
of a SIM solution. In an April article in Information Security Magazine, Glenn Haar, IT resource
manager at the Idaho Tax Commission, advises organizations to gure out what they want to
accomplish before looking at speci ¢ SIM products. We didnt look at the product rst. We
talked about what our business goals were rst, he says.®

The number of different types of data that apply to security and compliance efforts today is
overwhelming. Information security and audit professionals are facing an uphill battle in accu-
rately trying to de ne all the sources of data that may play a role in evaluating an organizations
security posture. In his Network Computing article from February 2006, security consultant
Shipley describes the problem: One critical component of the job is gathering, storing and
processing data that provides situational awareness visibility into security postures. Problem
is, this information comes from myriad sources, including network devices, systems, applica-
tions and vulnerability scanners, and most logging efforts are pathetic at best.°

Traditionally, the bulk of log events and other data that populated SIM products came from
network devices, namely routers, proxies, rewalls, intrusion detection systems,and Simple Net-
work Management Protocol (SNMP) traps. In today s regulatory environment, much more data
Is required for assessment and correlation. For PCI compliance, this includes any system or net-
work that processes, stores, or transmits cardholder data. This includes system logs, database
transaction logs, business or cardholder application logs, network traf c events, VPN logs, etc.
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How SIM Works with PCI

SIM technology, when deployed properly and maintained by skilled personnel, can provide sig-
ni cantbene tstoaPClcompliance program.Much of the literature today positions SIM technol-
ogy as having the most impact on PCI Requirement 10, Track and monitor all access to network
resources and cardholder data. Although this may be the area of PCI where SIM can have the
most impact, SIM technology can actually play a part in each of the 12 areas of PCI compliance.

PCl Requirement 1: Install and maintaina rewall con guration to protect cardholder data:
This rst section of the PCl standard has ve primary tenets:

Establish rewall and router con guration standards that conform to industry best practices.

Followa denyall stance, prohibiting all network tra ¢ from untrusted environments that are not
explicitly allowed.

Restrict connections between publicly-available services (such as Web services) and any systems or
components storing cardholder data.

Prohibit direct public access to systems storing cardholder data.
Conceal all internal addressing schemes from the Internet.

How can SIM assist with PCI DSS Requirement 1? Peter Drucker, the famed management guru,
once said that you can only manage what you can measure. For acompliance program, you can
only report what can be audited. For organizations with multiple rewalls, it can be very dif-

cult to accurately determine the current rule set,logging parameters, and network segmenta-
tion required to establish and maintain compliance with PCI.

Log and event data from rewalls and routers can demonstrate compliance with much of PCl's
rst requirement. In conjunction with network diagrams and rewall rule reports, a SIM can

demonstrate thata rewallis blocking traf c to ports other than SSH (TCP port 22), Secure Sock-

ets Layer (TCP port 443), Hypertext Transfer Protocol (TCP port 80),and any VPN connections.

If an organization is using four distinct network segments on its rewall, log data can reveal
which segment is communicating with the others.This could easily determine compliance with
Requirements 1.2 and 1.3. One segment would likely be de ned as the untrusted segment,
and the others may represent particular Demilitarized Zone (DMZ) segments, where publicly-
available services are hosted, and a segment leading to the internal network. Auditors bene t
greatly from simpli ed visibility into the traf ¢ patterns between these segments. Additionally,
log les may reveal if internal network addressing is leaking to the Internet (see Example 3).

(@) Sep 7 06:25:28 PIXFW %PIX-7-710002: TCP access permitted from
10.0.0.1/60749 to db:10.0.0.2/ssh

(b) Sep 7 06:26:49 PIXFW %P1X-4-106023: Deny udp src outside:
204.16.208.49/58940 dst dmz:10.0.0.158/1027 by access-group
oacl _outsided [0x0, 0xO0]

Example 3: A Cisco PIX Syslog message logging (a) successful SSH access and (b) a denied UDP attempt from the untrusted zone to a DMZ

In summary, the primary bene t that SIM products offer for compliance with PCI Requirement
1 is increased visibility into technical controls (primarily rewalls and routers in this case), as
well as simpli ed auditing.
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PCI Requirement 2: Do not use vendor-supplied defaults for system passwords and other securi-
ty parameters. Section 2 of the PCI standard is an example of tried-and-true best practice for the security
of systems. There are four sub-sections within this requirement:

Change vendor-supplied default usernames and passwords before installing systems (including a
speci ¢ mention of wireless technologies). Auditors will look for procedures and checklists that dem-
onstrate adherence to this requirement.

Develop con guration standards for all systems and applications in scope for PCI. In short, this sug-
gests system hardening and lockdown procedures.

Encrypt all non-console administrative access  use SSH, SSL/TLS, or other technologies to prevent
cleartext administrative credentials from being eavesdropped while accessing PCl-related systems.

Hosting providers must protect systems and data for their customers (out of scope for this paper).

Security administrators and auditors who are trying to determine whether default system cre-
dentials are still in use can leverage the log analysis and correlation capabilities of SIM prod-
ucts.The rst step to accomplishing this is adherence to sound system hardening techniques.
For each system that will process, transmit, or store cardholder data, procedures should exist
for locking the system down prior to placing it into production. This should include turning off
unneeded services, changing permissions to les and applications, only permitting secure re-
mote administrative access (such as SSH, SSL, etc), and changing all default usernames, groups,
and passwords (or possibly disabling or removing them).

A variety of logs can reveal whether these procedures have been followed logon success or
failure messages using default usernames, log messages pertaining to certain services that
should not be in use, and use of more than one major function per system (for example, the
same system providing DNS and mail services). Examples of successful and failed logins are
shown in Example 4.

(@ Nov 2 17:23:16 192.168.1.100 security[failure] 531 NT AUTHORITY\
SYSTEM Logon Failure: Reason:Account currently disabled User Name:
Administrator Domain:ABCCORP Logon Type:2 Logon Process:User32
Authentication Package:Negotiate Workstation Name:T42

(b) Apr 29 20:45:37 herbie sshd[15645]: Accepted password for root from
192.168.1.51 port 1443 ssh2
Apr 29 20:45:37 herbie sshd[15645]: pam _unix(sshd:session): session
opened for user root by (uid=0)

(b) %SEC-6-1PACCESSLOGP: list TelnetAccess permitted tcp 10.0.0.2(1058)
-> 0.0.0.0(23), 1 packet

Example 4: (a) A Windows Event Log showing failed access by the default Administrator user, which is disabled,
(b) a successful logon using the root account on a Linux system, and
(c) asuccessful Telnet login to a Cisco router.
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Auditing for Requirement 2 is a functional example of how SIM technology can facilitate PCI
compliance efforts. Tuning your SIM to focus on success and failure messages for authentica-
tion is simple. For example, on Windows systems the SIM agent could be instructed to focus
on Event ID 531 (failed logon attempts for a currently disabled account) or Event ID 529 (failed
logon attempts for an unknown user name or a bad password) with the usernames Adminis-
trator and Guest. If system hardening principles had been effectively applied, these events
might be seen in the logs.

Another example would be tuning the SIM to look for speci c¢ strings in Cisco router or switch
logs indicating the successful use of the Telnet protocol for remote access. For example, a net-
work-based SIM sensor could look at packets bound for router and switch administrative ad-
dresses on port 23 (Telnet) with the SYN ag set, indicating a connection attempt. If the network
device refused the connection, the next packet should be originating from source port 23 with
the RST and ACK ags set. This is illustrated in Example 5 as a packet trace in TCPdump format.

19:42:33.382260 IP 192.168.1.8.56578 > 192.168.1.74.telnet: S
4086980106:4086980106(0) win 5840 <mss 1460,sackOK,timestamp 2243192043
0,nop,wscale 5>

19:42:33.386022 IP 192.168.1.74.telnet > 192.168.1.8.56578: R 0:0(0) ack
4086980107 win O

Example 5: A more complex SIM trigger might consist of looking for the SYN  ag set in an initial Telnet connection attempt to a router on port 23,
followed by the router terminating the connection with a RST packet (the RST and ACK  ags set).
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PCI Requirement 3: Protect stored cardholder data: The third requirement of the PCI DSS is
concerned with encryption of data as well as proper storage and display of sensitive cardholder
data that must be stored for business reasons. The following data is allowed to be stored per the PCI
standard:

Accountholder name

Primary Account Number (PAN)
Expiration Date

Service Code

Several types of information may never be stored, including the full track (stripe) data, the Card
Veri cation Value/Code (CVV2/CVC2),and the PIN block from debit cards. PAN data that is stored
must be encrypted or truncated.

There are a number of ways that SIM solutions may contribute to PCI Requirement 3. The rst,
and most simple, is auditing for access to data. Most cardholder data will be kept in databases.
By auditing database application logs and system logs, it is possible to determine whether illicit
or unauthorized access to this sensitive data is taking place. Example 6 illustrates the log noting
connection to a SQL Server 2000 database.

2006-10-14 11:01:19.06 logon
Login succeeded for user ODAEMON\Daved. Connection: Trusted.

Example 6: A successful connection to a SQL Server 2000 database.

Another way to make use of SIM technology in protecting sensitive data at rest is to audit for
sensitive data that is being stored when it should not be (for example, full track data), or PAN data
that is not obfuscated, truncated, or encrypted. There are two types of track data on credit cards,
aptly named Track 1 and Track 2. Account numbers can be 13 or 16-digit numbers, and Track 1
data can vary between 36-76 bytes in total length. The format of Track 1 data is as follows:

B[13-16 digit PANJN[SURNAME] [SUFFIX]/[FIRST NAME] [INITIAL] [TITLE]J"[4-
DIGIT EXPIRATION DATE][3-DIGIT SERVICE CODE][2 reserved characters][3-DIGIT
CW2][6 reserved digits][1-DIGIT CRC]

This may seem complicated, but it really isnt. The question is: How could you use SIM report-
ing functionality to search for this sequence of characters? The answer is: Quite easily. Most SIM
products are capable of searching for any manner of regular expression. This type of data could
be represented as follows for full Track 1 data:

B[13-16 digits]”™[2-26 alphanumeric and special characters]™[7 digits][0-40
alpha/special characters][11 alpha/special characters]

Other examples that illustrate how SIM could assist with Requirement 3 include looking for
unencrypted or full-length PAN numbers in certain database queries, monitoring access logs to
cryptographic key stores,and monitoring the key management applications in use.
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PCI Requirement 4: Encrypt transmission of cardholder data across open, public networks:
In short, this requirement has two components:

First, ensure all communications over open networks (such as the Internet) that are carrying sensitive
cardholder data are encrypted. Acceptable encryption mechanisms include SSL/TLS and IPSec.

Never allow unencrypted PANs to be sent via email.

SIM can be used to monitor VPN equipment to ensure that certain sessions are negotiating IPSec tun-
nels correctly. Example 7 provides examples of logs from a Cisco 3000 series VPN concentrator.

(@) 39 02/07/2002 08:00:13.420 SEV=6 AUTH/41 RPT=2 192.168.124.241
Authentication successful: handle = 136, server = Internal, group =
ipsecgroup

(b) 45 02/07/2002 08:00:13.420 SEV=8 IKEDBG/0 RPT=75 192.168.124.241
Group [ipsecgroup]
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class Hash Alg:
Rcvdd: SHA
Cfgdd: MD5

Example 7: (a) A successful connection to a Cisco VPN concentrator , and
(b) an error message from IPSec connection negotiation.
Many organizations establish VPN tunnels with business partners to transmit and receive sensitive data.
Monitoring VPN log les would allow security and audit staff to see if the tunnels were properly estab-
lished.

Wireless security is stressed in this section,and there are many types of wireless logs that would provide
information about encryption in use, and other controls. In addition, many products are available to
perform data leakage prevention for email platforms, searching for strings in email and email attach-
ments. Events produced by these solutions would be integrated into a SIM for analysis and reporting
as well.
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PCI Requirement 5: Use and regularly update anti-virus software or programs: Requirement 5
mandates the use of anti-virus software on all systems commonly a ected by malicious code (primarily
Microsoft Windows). This software must be kept up-to-date and running with logging enabled.

SIM technology can easily accommodate anti-virus logs. Once auditors have ascertained that proce-
dures exist for installing and updating anti-virus software on all systems, using SIM tools to audit for
anti-virus software is relatively straightforward (see Example 8).

(a) 24090D00000A,4,3,7 ,ACMELABS-SRV2,SYSTEM, , , ,,,,16777216,6Update to

computer ACMELABS-LU2K3 of virus depnition ple 81011r succeeded.6,0,,0,,
23305 55359553292255,(1P)=-192.168.49.66,ACMELABSav,ACMELABS, ,8.1.825

(b) 240801012127 ,5,1,720997 ,RBLWAP,SYSTEM, W32 .Beagle.BY@mm, \\ds\cS\WINNT\
bagle.exe,5,4,4,256,570441764,66,0, ,0,,0,39707,0,0,0,0,0,0,20060830.02
2,58100,2,4,0,acme-AVSRV,{579642AA-5A5E-46E1-8613-2289349D1F27%}, , (IP)-
192.168.100.237 ,acmeav,acme, ,8.1.825

Example 8: Logs from Symantec anti-virus software indicate (a) a successful de nition update and
(b) an infection that was detected. Note the version of the software is included at the end of each entry (8.1.825).

PCI Requirement 6: Develop and maintain secure systems and applications: PCI Requirement 6
has six components, most of which are concerned with change control procedures, software development
practices, Web application protection, and patching of all systems.

The component most applicable to SIM functionality is patching  whether systems are being patched,
if the patches are installed properly, whether patches are missing, etc.

Most patch management solutions are capable of extensive logging that could be reported back to a
SIM solution. An example of this would be Microsoft s Software Update Services (SUS) patching service.
Clients that interact with SUS to receive patches would generate Event Viewer logs with particular IDs;
these could be sent to a SIM for analysis and reporting. Example 9 provides sample Event Viewer logs.*°

Event ID Label Description
16 Unable to connect The client can t connect to either the Windows Update site
or the SUS server, but will continue trying inde nitely.
19 Install success Updates have been successfully installed; these have been listed.
20 Install failure Some updates did not install correctly; these have been listed.

Example 9: Windows SUS Event Log IDs for patching events.

Many SIM tools also have the ability to import data from vulnerability scanning tools and
Web application scanning tools. The results of vulnerability assessments against par-
ticular applications can be correlated with additional log information to provide a

more complete picture of potential vulnerabilities outlined in Requirement 6,

including cross-site scripting, buffer over ows, and improper error handling

and input validation.
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PCl Requirement 7: Restrict access to cardholder data by business need-to-know: This section of
the PCI security standard is one of the most straightforward. There are two simple requirements to follow:

Limit access to systems and cardholder information to those people who need this access.

On multiuser systems, restrict access based on a user s identity using a deny all unless explicitly allowed
security posture.

In order for organizations to meet this requirement, several things must be considered. First, organi-
zations must have a sound idea as to where the critical and sensitive data resides. Surprisingly, many
organizations are not able to accurately de ne critical data stores at any given time. An example of this
is when developers and database administrators have repositories of test data that may exist outside
the standard inventory of important systems. Many organizations have worked hard to properly secure
database access, but do not have security controls for email systems or insight into the data stored in
the log les themselves.

Once the location of the data has been identi ed, a list of valid user roles and groups is needed. These
groups must be maintained diligently to ensure that only the appropriate people are members.This is a
complicated problem that requires participation from a number of disparate groups: Human Resources,
Information Security, Internal Audit, business units, and others. A number of specialized provisioning
tools exist that can be used to facilitate the de nition of roles and data access controls.

Once data repositories have been de ned and proper role authorization has been validated, only then
can audit and security controls ascertain whether these policies and procedures are being adhered to.
At this stage, SIM products can be put to good use, either in conjunction with a provisioning product or
by monitoring access logs and particular les.

For example, on many UNIX and Linux systems, certain services are protected with an access control
mechanism known as TCPwrappers. This tool employs two simple lesin the /etc directory, hosts.allow
and hosts.deny.To satisfy the second aspect of Requirement 7 (adoption of a default deny stance), the
hosts.deny les contents may look like this:

ALL: ALL: DENY
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For access to services to be granted, entries must be created explicitly in the hosts.allow le. Monitor-
ing and logging changes to this le (as well as hosts.deny) would provide valuable event data for a SIM
system. Although TCPwrappers is still commonly used today, a newer version of the UNIX super server
known as xinetd can perform many of the same functions. In the case of xinetd, individual les in the
/etc/xinetd.d directory contain directives and access control information. Example 10 contains a sample
/etc/xinetd.d/cvs le.

# default: off
# description: The CVS service can record the history of your source \

# ples. CVS stores all the versions of a ple In a single \
# ple in a clever way that only stores the differences \
# between versions.
service cvspserver
{

disable = yes

port = 2401

socket_type = stream

protocol = tcp

wait = no

user = root

passenv = PATH

server = /Jusr/bin/cvs

env = HOME=/var/cvs

server_args = -f --allow-root=/var/cvs pserver
# bind = 127.0.0.1

Example 10: Log output from the Zetc/xinetd.d/cvs lesinaUNIX super server.

Other access control les might include only_from (de nes what IP addresses can connect to the
service), no_access (denies access to certain IP addresses), and access_times (limits the times during
which the service is available). Changes to any les in the /etc/xinetd.d/ directory should generate
alerts, and these could easily be monitored by SIM technology.
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PCl Requirement 8: Assign a unique ID to each person with computer access: PCl Requirement 8 has
been the cause of much consternation in many environments. The primary reason for this relates to legacy
application and data access design.

In addition to these points, the following must be implemented:
Two-factor authentication for all remote access.
Encryption of all passwords in transmission or in storage.

A number of speci ¢ requirements related to password management; for example, session idle timeouts
of 15 minutes or less and a minimum password length of seven characters.

Many organizations built applications and data queries with hard-coded credentials built-in.This presents
a problem for organizations seeking to become PCI compliant, as they must systematically locate each
script and application instance with these hard-coded credentials and remove them. In addition to requir-
ing unique user names, each user must authenticate with a password, token device, or biometric system.

SIM systems can be employed to great effect for adherence to Requirement 8. Several examples might
include:

Looking for any system or application logs with multiple logons in succession from different locations,
with the same user name each time

Looking for system or application logon events with blank passwords, or passwords that do not meet
the PCl requirements

System logs indicating the presence of user accounts that have been inactive for more than 90 days

For example, the events illustrated in Example 11 would be of interest because the same user name
(and a default name, at that) was used to log in from distinct locations in quick succession.

May 21 20:22:28 Linuxbox sshd[8813]: Accepted password for root from
192.168.1.18 port 1066 ssh2

May 21 20:22:42 Linuxbox sshd[8813]: Accepted password for root from
10.10.20.49 port 2675 ssh2
Example 11; Multiple logon events for the root user from di erent locations within a network.

A common example of hard-coded credentials in applications is when a Web application user logs in
with a unique user name and password, and the application then queries a database on behalf of the
user. Many applications will proxy the user s request,and have often been coded to use acommon set of
credentials for accessing the database. SIM technology can prove very effective in detecting this kind of
security violation, employing both logging and correlation capabilities. Correlating Web appli-

cation and Web server logs with database access logs can identify disparities in logon

credentials when this sort of coding has been implemented.
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PCI Requirement 9: Restrict physical access to cardholder data.

One would not expect SIM technologies to be able to physically protect cardholder data. On the con-
trary, the lines are slowly blurring, with a heretofore unprecedented convergence of logical and physical
security now underway. Some of the newer Identity Management solutions that integrate physical and
logical security can identify disparities in access control to physical facilities and networks simultane-
ously. For example, if an employee named John Smith is logging into a remote VPN connection within
30 seconds of physically entering the data center (using a proximity card), an event can be generated.
A SIM solution could analyze this event in conjunction with the console logon of a Linux server within
the data center, as well as the Nmap scan launched from this server at another system several minutes
later. Without some sort of correlation engine, these events might never be interconnected. This is an
emerging area, and more widespread support for correlation of this nature is evolving.

PCI Requirement 10: Track and monitor all access to network resources and cardholder data:
The 10th requirement of the PCI security standard is very likely the most relevant overall to SIM technologies.
This requirement has the following sections:

Establish a process linking system access to individual users (particularly administrative-level access).
Implement automated audit trails for a variety of events.

Record speci ¢ information in association with each audit trail entry, including user identi cation, type
of event, date and time, etc.

Synchronize system clocks and times.
Secure audit trails to avoid alteration.

Review logs for all system components daily (including logs for intrusion detection systems, 802.1x
authentication, and authorization services like RADIUS and LDAP, etc.).

Retain audit trail history for at least one year, with three months readily available online (meaning avail-
able in an electronically accessible format) for review at any given time.

The rst section is concerned with the process of audit trail creation, and as such is less applicable to
SIM solutions. An auditor would likely interview and observe a system administrator following such a
process in order to verify its effectiveness. The second and third sections of this requirement, however,
are well-suited to SIM systems, as they are satis ed entirely by the creation of automated and detailed
audit trails (primarily in the form of log les).
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Any actions taken by administrative users,any access to cardholder data (by any user), access to log data or
other audit trails, failed logon attempts, and several other major categories of events are required to be re-
corded automatically in some form of audit trail. Within these audit trails, the following must be recorded:

User ID

Type of event

Date and time

Success or failure indication

Origination

of event

Name of the affected data, system component, or resource

Synchronizing system clocks, commonly accomplished by implementing the Network Time Protocol
(NTP) within a network environment, is essential for audit trails to be accurate. SIM systems rely heavily
on accurate system and log times for correlation and investigation capabilities. Example 12 provides

examples of log les with each of these aspects recorded.

Event Properties '

Event I

Date:
Time:
Type:
User.

5/7/2007  Source:  Security
94556 PM Category: Logon/Logoff
Failure dud  Event|D: 529

NT AUTHORITYASYSTEM

Computer: JAMESBROWN

Description:
Logon Failure: -

Reason: Unknown user name or bad password
User Name: dshackleford
Domain:
Logon Type: 3
Logon Process: NtLmSsp
Authentication Package: NTLM

Workstation Name: DAEMON
Caller User Name:

Caller Domain: |

Data: & Bytes € Words
=
=

21

oK Cancel |

Example 12: AWin

dows Server 2003 Event Log.
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User ID:

NT AUTHORITY\SYSTEM (local)
dshackleford (remote)

Type of event:

Logon, type 3(network-based)
Date and time:

5/7/2007 9:45:56 PM

Success or failure indication:
Failure

Origination of event:
DAEMON workstation

Name of the affected data, system
component, or resource:

JAMESBROWN
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Example 13, below, illustrates Linux Syslog messages.

& root@elvis: Jvar/log EIE[E|
Apr 1 03:20:33 elvie sshd[7872]: Accepted password for root from 192.168.1.51 port 4397 ssh2 4

Apr 1 03:20:33 elvis sshd(pam_unix) [7872]: session opened for user root by (uid=0)
[root@elvis logl# N v

User ID: root

Type of event: SSH logon

Date and time: April 1,2007 03:20:33 AM
Success or failure indication: Success
Origination of event: 192.168.1.51

Name of the affected data, system component, or resource: ELVIS

Example 13: A Linux Syslog entry.

Compliance with PCI Requirement 10.6 means proving to auditors that logs are reviewed on a daily basis.
This can be dif cult, if not impossible, without the aid of a log aggregation and reporting tool. Many prod-
ucts also allow a separate audit trail to be created, demonstrating to auditors that systems and security
personnel did, in fact, review log and event reports daily. SIM log repository components can also store log
and event data for extended periods of time, helping organizations comply with the requirement to keep
an audit trail history for at least one year.
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PCI Requirement 11: Regularly test security systems and processes: PCI Requirement 11 states that
companies must regularly test their networks for vulnerabilities. This may require the use of wireless scan-
ning tools and network vulnerability scanners. Annual network and application penetration tests must also
be performed.

SIM technologies can corroborate evidence that these tests occurred, primarily by identifying attack
signatures or proof that the tests did indeed happen when they were supposed to.

The other major aspect of Requirement 11 is more applicable to SIM functionality. Section 11.4 states
that companies must employ intrusion detection and prevention systems (both host-based and net-
work-based) to monitor potential compromises. These systems will often produce log entries and alerts
that are integrated into a SIM solution and correlated with other input. As many in the information
security industry know, IDS and IPS solutions can generate signi cant volumes of log and event data,
much of which is more complex and detailed than standard syslog or system event data. Example 14
provides a sample of typical IDS logs.

(@ [**1 [1:1807:10] WEB-MISC Chunked-Encoding transfer attempt [**]
[Classipcation: Web Application Attack] [Priority: 1]
01/29-13:20:05.804368 192.168.1.5:3602 -> 192.168.1.2:80
TCP TTL:128 TOS:0x0 1D:35630 IpLen:20 DgmLen:1500 DF
FrRXAFEEL Seq: OxXBFF2387E  Ack: Ox9D37BACD Win: OXFAFO TcpLen: 20
[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0392][Xref
=> http://cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0079] [Xref =>
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0071][Xref => http://
www . securityfocus.com/bid/5033][Xref => http://www.securityfocus.com/
bid/4485][Xref => http://www.securityfocus.com/bid/4474]

(b) [**1 [1:621:7] SCAN FIN [**]
[Classipcation: Attempted Information Leak] [Priority: 2]
01/29-13:23:25.078708 192.168.1.57:57019 -> 192.168.1.2:723
TCP TTL:51 TOS:0x0 1D:25804 IpLen:20 DgmLen:40
FxxkAx*AE Seq: OX7FBEOB31 Ack: OxO Win: 0x1000 TcpLen: 20
[Xref => http://www.whitehats.com/info/1DS27]

(c) 10.10.50.21 - - [16/Aug/2006:14:29:58 -0300] OGET /shell-cgi/ HTTP/1.16
404 315 0-0 oMozillas4.75 [en] (X11, U; Nessus)o

Example 14: (a) and (b) examples of a network IDS (Snort), and (c) a host-based IDS log from OSSEC.

Jun 18 14:10:57 lighthouse tripwire[9671]: Integrity Check Complete:
TWReport lighthouse 20000618141057 V:2 S:90 A:1 R:0 C:1

Jun 18 14:11:19 lighthouse tripwire[9672]: Database Update Complete:
/var/lib/tripwire/test.twd

Example 15: Tripwire logs sent to the UNIX Syslog facility.

SANS Analyst Program 20 Sec Info Mgt Systems for PCI Compliance



PCI Requirement 12: Maintain a policy that addresses information security for employees and
contractors: This requirement hasa signi- cant amount of detail describing the types of policy that organi-
zations must have, as well as procedures for security personnel.

In many ways, SIM can be used to audit adherence to various policy and procedure aspects. For exam-
ple, SIM solutions could be used to ensure that security and administration teams are monitoring and
analyzing security alerts and information (12.5.2), administering user accounts (12.5.4), handling alerts
as part of an incident response plan (12.9.5), etc. Compliance with this section will likely be the most
customized solution for each individual organization, as policies and their implementation differ widely
from one business environment to another. Compliance in the Future: How Will SIM Fit?

Compliance in the future will be much more focused on data protection. PCI is leading the charge in
this regard, with clearly de ned controls that will facilitate the security of cardholder data storage and
transmission.

However, as environments become more complex, with larger quantities of data, the key to managing
compliance efforts will revolve around accurately analyzing and correlating the data to produce mean-
ingful results. Ideally, these results will demonstrate that security controls in place are effective and will
also allow staff to better manage more devices and alert data. IT consultancy Forsythe Technologies
offers the following common sense approach to satisfying compliance objectives:**

Assess your environment carefully.

Focus on the security controls surrounding core business systems.

Assess your risk.

Document your security program.

Apply technology judiciously, based on your evaluations.

Adopt one or more frameworks to streamline and standardize the process.
Ensure alignment with audit criteria.

Ensure that suf cient resources are in place to manage security.

SIM technologies can play a role in all of these basic recommendations. By focusing on the data already
being generated by security controls in the environment and integrating this information into a busi-
ness-focused security and compliance program, auditors and security practitioners can vastly improve
the risk posture of the enterprise while simultaneously meeting compliance goals.
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/ Conclusion J

As it matures, SIM will become an increasingly useful tool for compliance managers,some of whom
are realizing its potential now. All of the controls and technologies discussed here fall squarely into
the category of things organizations should be doing.

One of the bene tsto compliance programs is the added emphasis on security and data protection.
Many security managers are nding that executive management is more willing to provide needed
resources to ensure compliance initiatives are met.

When asked whether SIM technology and log management aids with PCl compliance efforts in his

environment, George McKeown, a security executive with eCommerce service provider Uducat, said:
Absolutely! Central logging is key to making the process easy to manage. In addition, McKeown
believes that complying with PCI will actually increase the effectiveness and ef ciency of his staff.

PCI compliance costs money initially, but over the long run, having all your ducks in a row makes
managing your information a breeze, he says. You spend your time doing productive work and
not chasing ghosts. *2
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