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/ Executive Overview J

Atypical U.S. organization loses about six percent of its annual revenue to insider fraud, accord-
ing to estimates by the Association of Certi ed Fraud Examiners and Ernst & Young s Global Se-
curity Survey published in September. In the context of the U.S. gross domestic product for 2003,
that amounts to roughly $660 billion.*2

Is your company properly protected from insiders who maliciously or unintentionally abuse
their systems access to steal secrets, sell personal data or accidentally allow malicious code onto
their computers (and hence, into the network)?

The recent 2006 CSI/FBI security survey revealed that over 70% of network abuse is caused by
an insider and this only includes the insiders that were caught, so the actual number could
be higher. Carnegie Mellon University (CMU) estimates in a 2006 report that the number of
incidents caused by insiders is increasing by 3-5% annually, which is consistent across organiza-
tions of any size. However since many insider attacks go unreported because organizations do
not want to publicize the breach or do not know it is happening, these numbers are only esti-
mates. Therefore all organizations need to be concerned about rogue or careless insiders doing
harm inside their network.

Its a lot harder protecting your data from insiders. Borrowing from the locked home analogy,
most homes are protected against the outside attack through fences, locks, video cameras, and
alarm systems. Similarly, most networks have deployed a series of perimeter protection devices,
such as rewalls and intrusion detection systems.

The other vector of attack, from the inside, presents an interesting dilemma in detection. An
internal attacker does not need to break in; he s already inside with legitimate access to system
resources. The problem is compounded by the fact that someone can steal digital assets by
simply copying them. So if he doesn t take anything, how do you tell where the thief has been or
what hes been able to copy out of the network?

Its as if you had a roommate who was stealing from you, but instead of taking things that you
would notice are gone, he s taking pictures of them. But the pictures are just as valuable as the
items being copied  customer lists, blueprints, bank statements, and the like. This problem
of copying with legitimate access is signi cantly harder to detect. Thats what we re facing in
today s networks. The data is still there, but it s also leaking.
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Data leakage due to insider actions can be costly to organizations, both to their reputation and
to their pocketbooks directly because state laws call for alerting the affected parties. While
not an example of an internal case, per se, TIX Companies, Inc. is the poster child of how much
undetected attacks against this type of information can cost. The cost has yet to be deter-
mined of the 18 lawsuits in action against TIX Companies, Inc., (parent company to the popular
TJ Maxx, Marshall s and others), led against the company for allowing hackers access to more
than 45 million credit and debit cardholder accounts. This doesnt even include the cost of
alerting and repairing the damage to those account holders. Statistics are all over the map on
this, but the consensus is that each lost record costs anywhere from several dollars to several
thousand dollars to rectify (since it involves alerting affected parties, reissuing cards, handling
the media, etc.) Conservatively, TIX is looking at multiple millions of dollars in its case.

When protecting their internal networks, many organizations focus their energy on protecting
their servers because that is where their critical information resides. Yet they pay little attention
to their laptops. However if you compare a server from ve years ago with a laptop of today,
you see theres little difference between the two anymore.

System Specs Server from 2002 Laptop from 2007
Memory 1GB 1GB
CPU 1.8 GHZ 2 GHZ
Harddrive 300 GB 200 GB

In reality a laptop is just a portable server. And because these laptops are left in hotel rooms,
conference rooms and other public locations, it takes minimal effort for someone to copy data
off them when they re left around. Portable media devices tiny enough to tin a pocket or
wallet are large enough to copy an entire drive. So even if a server is locked down inside the
organization, an insider who already has access to a facility can walk around, look for unlocked
laptops, copy the data in a few minutes, walk away and no one would have any idea that their
information had just been compromised. Or they can simply upload the protected data from
their home computers, over legitimate VPN or company-approved remote access ware such as
GoToMyPC.

SANS Analyst Program 2 information to Detect Insider Threats



How does an organization detect someone who copies a piece of information he has access to,
but instead of using it to do his job, uses it illegally?

The only way to detect inside attacks is to correlate information from many different sources
and look for patterns or indications of harm. The good news is that organizations have details
about everything. So, if you look hard enough, you can detect the evil insider moving in and
out of your network s devices. The bad news is that organizations have more information than
they know what to do with. So it can take years to nd the needle in the haystack long after
the evil occurs on the network.

One way to get your arms around all that data is by utilizing your Security Information Man-
agement (SIM) system. A SIM system can seamlessly take the information from many different
networking and application logs, correlate that information, aggregate patterns, and produce
focus areas to use to detect an insider causing harm.
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/ Complex Data Associations ]

Organizations are so complex that if you only look at one system or server, it would be hard to
tell there is a problem. For example, none of the following events by themselves is a problem:

1. Network engineer requests privileged access to a system
Network engineer logs into the network remotely
Network engineer copies data off of server he did not have access to

Network engineer tries to copy information to a USB drive

o ~ W D

Network engineer sends data out to a non-company email address

If you put all of these together, however, you have a very suspicious event. The insider has access
and there is no single signature that could be agged because there could be both legitimate
and non-legitimate reasons for all of the above activity to occur. The power of a SIM in the case
of insider threat is that it can look across all of your devices, create the big picture and identify
problems that other security devices would miss.

The real power of a SIM, then is to narrow down your list of suspects and create the short list
of people you need to keep a closer eye on. If, however,you already have someone who is suspi-
cious, the SIM could also gather additional data to make a stronger legal case.
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/ Pro ling an Inside Attacker J

In order to catch an insider, you have to know what it is you are trying to catch. According to
studies by the United States Secret Service and CERT:

Approximately 80% of insiders who launched attacks on their companies had exhibited
negative behaviors before the incident

92% had experienced a negative work-related event, such as a demotion, transfer, warn-
ing, or termination
At the time of the incident:
59% were former employees or contractors
41% were still employees

Of the former employees:
48% had been red
38% had resigned
7% had been laid off

In terms of position:

86% were employed in a technical position

38% of them were system administrators

21% were programmers

14% were engineers

14% were IT specialists
The insider s primary goal was to sabotage an aspect of the organization (for example, busi-
ness operations,information/data les, system/network, and the reputation of the company) or
direct speci ¢ harm of anindividual*. One area on the increase is foreign governments commit-

ting espionage acts against corporations, or corporations in other countries committing similar
acts with the goal of giving their country or company an economic advantage®.
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The other critical point is that intent does not matter when it comes to damage. One of the main
causes of monetary losses to organizations is errors and omissions accidentally and/or unknow-
ingly made by employees, which can present an even larger problem than intentional sabotage
and espionage. Regardless of his motivations, if an employee posts a sensitive le to the Web
server,itwould have the same impact as if someone gave it to acompetitor  only this informa-
tion would be available to many competitors. As we say in security, you cannot prevent stupid.

Many of the attacks tracked by the Secret Service were dif cult to avoid because the majority
of insiders were granted privileged access (system administrator or root) and did not actually
have to break into the organization. The Secret Service also noted the following trends:

Insiders used unsophisticated methods for exploiting systemic vulnerabilities in appli-
cations, processes, and/or procedures.

The majority of insiders compromised computer accounts, created unauthorized back-
door accounts, or used shared accounts in their attacks, using tools that are readily
accessible from the Internet.

Remote access was used to carry out the majority of the attacks.

The majority of the insider attacks were detected only once there was a noticeable
irregularity in the information system or a system became unavailable.

Insider activities caused organizations nancial losses, negative impacts on their busi-
ness operations, and damage to their reputations®.

Anyone in your organization could be causing harm without your security systems ever notic-
ing. The insider has access and there is no single signature that could be agged as an alert,
because all of the above activity could have both legitimate and non-legitimate reasons to
occur. The people causing harm could be anyone and therefore data correlation through SIM
systems is a critical extra set of eyes watching over your internal users.
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/ Setting the Bar J

Would it be fair or legal for a police of cer to pull someone over for speeding if that person had
never been informed of the speed limit? Of course, this would not be fair. That is why speed lim-
its are posted at set intervals on all roads.

So why do organizations think it is okay to hold people accountable for certain user behavior if
employees have not been informed about what acceptable behavior is? Yet, this isa common
problem in enterprises where employees are not informed and do not understand the rules for
protecting their systems and con dential data. Many organizations re employees for misuse
but never gave anyone use policies. Not only is this unfair to the red employee, it creates a li-
ability problem for the organization.

Many employees do not always understand the harm their actions can cause, so this needs to
be made very clear in employee use policy and training. Based on experience, some keys areas
of misuse to keep in mind when developing this policy include the following:

Keeping a system unlocked

Storing sensitive data on unencrypted media

Giving people information they should not have

Keeping printed documents unprotected

Not shredding sensitive information when it is put in the garbage
To properly determine the intent of an insider and take action against him using a SIM solution,
the policy must clearly de ne what use is acceptable, what is not, and outline the boundaries
and actions that can be taken against an individual who causes harm. So the best starting point
for enforcing or protecting against the insider is to clearly lay out the boundaries of acceptable

behavior, which can be done with a policy. A policy is simple, yet many organizations make it
more complicated than it needs to be. There are two key requirements a policy must meet:

1) People must read it.
2) People must understand it.

To accomplish these goals, your policy must be no more than 12-15 pages and written in a com-
mon language (i.e., not legalese ) that everyone can understand.

Remember, too, that a policy is part of a triad that consists of policy, training and awareness.
The policy tells an employee what he is supposed to do, the training provides the skills for doing
it,and awareness changes a persons behavior so he actually follows the policy.
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/ Detecting and Reporting |

When it comes to network security, prevention is ideal and detection is a must. Prevention stops
an attacker, and therefore, stops harm from occurring. Detection enables you to catch an at-
tacker after he has successfully caused harm to the organization and prevent further harm from
occuring. In the case of the insider, prevention would stop him from performing actions such as:

Copying sensitive data
Deleting information
Running an unauthorized site with company resources

Detection would catch these problems and stop the insider from doing it again in the future.
The goal, using SIM event correlation, is to catch him as soon as possible to limit the amount of
damage he can cause.

A SIM system is a natural detective technology suited for evidence-gathering after the mali-
cious event because it correlates log events after the fact and looks for patterns. Despite the fact
that it does not stop an attacker, SIM event data correlation is still critical because it can catch
attacks that were missed or slipped under the radar of other security solutions. It can be used
for network analysis of signi cant events involving user access and nd problems that other
security tools missed. And even though its after the fact, it s also preventive. Without SIM s cor-
relation and alerts, attackers could continue misusing the systems inde nitely, causing more
signi cant harm to the organizational target.

To make the most effective use of a SIM,an organization must perform proper risk management
so that there is an understanding of which events will likely cause the most harm or monetary
loss, and which potentially critical events are currently not being detected. Universally, all or-
ganizations need to start with a baseline of what data needs protecting, who has access, what
common appropriate actions are allowed against those data sources, and when something
looks out of order for example a sudden spike in uploads from the database by a sales associ-
ate working from home at night.

SIM data correlation can be used to detect these issues, and after they are detected, appropri-
ate action can be taken against the insider to prevent future problems. For example if its been
shown that users are copying proposals and other intellectual property to their USB drives in
violation of acceptable use for those types of data, then policies should be adjusted to restrict
USB data transfer, or at the least automatically encrypt any data copying to a USB device.
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/ Preventing the Inside Attacker J

Correlated SIM information will not only limit the damage of attacks after the fact, but it will
also help organizations better protect themselves from future attacks. With insider threats, the
longer a SIM is deployed, the better the snapshot of normal user behaviors and interactions
with protected data sources, such as times of day, numbers and types of les moved, email and
network traf c,and so on. With this baseline, SIM can be ne-tuned to more and more granular
levels on what behavior to log and accept, what to deny, and what to alert to.

The following are a few examples of speci ¢ items of interest on insider behaviors that can be
obtained from a SIM:

Baseline of normal behavior

CPU, memory, hard drive and other speci c server speci cations

Inbound and outbound traf ¢

Time of day and comparison across averages per day, week and month

Data transfer amounts

Inbound and outbound Internet traf ¢

Encrypted traf ¢
This same level of tuning is also valuable in the gathering of evidentiary data. SIM can correlate
time data to show how long the employee has been taking data, what actions led up to the
event, and where the data was being transferred or copied to. Proving that someone copied
data does not show harm, but correlating that data with the rewall and IDS data can show

that what they did with the data after they copied the sensitive les (such as e-mailing it to a
private Yahoo account) was harmful to the organization.
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/ What to Look For J

Although the damage an insider can cause is almost endless, the three most critical areas are
data leakage, identity theft, and loss of reputation. Each of these has different patterns associ-
ated with the inside user behavior examined in the following sections.

Data Leakage

Information resides on a server. It is typically transferred to a desktop device, processed, and then
potentially uploaded back to the server. Many data leakage solutions focus on the end point, such as
the laptop computer. Although this does provide important information and can be one of the feeds
into a SIM solution, it identi es the problem too late in the attack lifecycle.

Because many employees have full control over their laptops and can leave the organization with
them, it is too easy for them to bypass any solutions by simply copying and pasting it into an e-mail

le and sending it to their personal email accounts and then opening it from their home computers.
Instead of just putting access controls on the server, you need to also put controls around the data,
whatever the source. If you stop an employee from copying the data, it would make it much harder for
him to cause harm.

Finding what data needs protecting is beyond the scope of a SIM system. But it can help identify when

policy-protected data is being misused. For example, certain data types tagged as encrypted are being

accessed more than normal; or,inversely,if an insider normally doesn t use e-mail encryption and all of a

sudden is sending out encrypted email. This user s session and access information needs to be tracked

and analyzed to determine why at the end of the day this person is bursting off two or three encrypted
les to a private email address and the rest of the day her correspondence is all unencrypted?

This is where the human factor comes in: the smell test. If something doesn t smell right or look right,
the system identi es the pattern, but the human determines what to do about it. Here, again, a SIM
will aid in that mission, allowing you to dig further through the events from the affected e-mail, VPN,
O/S database and traf c logs that feed event information into the SIM correlation engine for sorting,
reports and queries. Correlating the data from these systems will show a pattern  say an employee
accessing the history les for the company s top three most recent proposals.
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Identify Theft

In most cases, an insider already has the access he needs to cause harm; however, there are cases
in which he needs to take over someone elses identity. This can be as simple as walking up to
an unlocked workstation or guessing someones logon credentials. This is often done to either
elevate ones access or cover ones tracks so the attack looks like it came from someone else.

A SIM is critical in catching this type of attack because a single system log is hard to distinguish
between the actual user and an attacker. However, if you realize that the real user badged into
the data center at the same time that the attacker accessed les from the computer that is out-
side the data center,you would nd the anomaly that indicates a problem.

A SIM can access data from many different types of devices that collect log information and
correlate the information. For example, it can show something as simple as one user being
logged into two different machines at the same time, which can be an indicator of an insider
compromise. In addition, advanced correlation can be done to recognize that the patterns of
the attacker actively t the same behavior as that of another employee, and that employee is
never working when the rogue events occur. This could indicate that the insider is most likely
using someone elses account to deter detection.

Some of this advanced correlation might seem impossible, but with proper tuning of log col-
lection and correlation of log event information, it can be accomplished to varying degrees
depending on your operating systems, devices and applications.

Reputation

If sensitive corporate assets leak out to the press or the Internet, an organization risks suffer-

ing embarrassment and a loss of consumer con dence. Keep in mind that reputation damage

can be anything that negatively impacts an organization, including alteration of information

or denial of access to data when it is required for business operations. In the case of reputation,

the longer your organization is in compromise, the more it will cost. Again, we point to the TIX

case, which incited the lawsuits not so much because they had hackers inside their network
but because those hackers were in there for 18 months without detection.

If you pay attentionh to your system and network event logs, you can contain the reputation
damage before it mushrooms into a big problem like the TJX one. Properly tuned, a

SIM could have identi ed the problem in near real time by capturing anoma-

lous behavior including the changing of registries, ports and connections

opening and closing, traf ¢ to and from the host computer within or

going outside of the trusted network, database access logs and so on.

Catching this stuff happening on the network as the anomalies are

occurring would have launched an investigation within days, not

months, of these suspicious network events as they occurred.
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Parameters of Protection

The typical way a SIM can have tremendous bene t is by setting clipping parameters. This is
where you set a threshold for certain events, and if they are exceeded you set off an alert. If a
typical user accesses 10 documents a day, you could set the clipping level to 15. Now if some-
one accesses 15 or more documents in a day, it would set off an alert.

SIM does this by correlating the number of data requests to a server and the amount of email
that is sent out of a company within 12 hours. If those parameters exceed a normal threshold,
someone may be downloading information with the intent of extracting it from the organiza-
tion via e-mail. A similar thing can be done with USB drives or other removable media, where
a SIM can correlate down to the offending device s connection.

Most people think that a security solution such as a SIM is useless against encryption because
none of the information is readable. However, the content usually plays a small role in under-
standing traf ¢ ows and being able to identify malicious activity. Encrypted content impacts
the IDS (Intrusion Detection System), whose primary responsibility is looking for signatures;
however,a SIM looks for patterns of behavior. And although the data is encrypted, the amount
of information and frequency between events are enough to identify problem areas. A simple
example is a SIM that can track frequency and data amounts that are sent between different
systems and easily show which ones have high frequency and require attention.

na-r'---r =

Dieme ) nmms = amar
| Firewall Bandweh Report

A rewall bandwidth report shows a spike in activity.

SANS Analyst Program 12 SIM information to Detect Insider Threats



No matter how good an inside attacker is, he will create patterns that violate the patterns of
normal traf c.Listed below is some of the common activity a SIM nds:

1) Unauthorized access to information or servers. For example, a user trying to connect
toa le share he does not have access to.

2) Access is granted to accounts that an employee does not have access to.

3) Sending information or data to a location that it should not be sent to, for example a
competitor or external email address.

4) Improper use of information. For example, John tried to access a le and was denied,
but Mary has access. If Mary went in 10 minutes later and emailed the document to
John, this could be registered by a SIM.

5) Improper network access, such as Web traf ¢ going to a competitor s site, posting sen-
sitive data outside of the company or postings to newsgroups that could be harmful
to a company.

6) Suspicious use of encryption or other technologies meant to cover ones tracks. For
example, if the company does not have a corporate encryption solution deployed but
certain emails are sent with encryption, this should be agged.

Manual methods usually look at only a few sources of log data that would not be able to detect
the previous and concurrent events that indicate what the insider is doing illegally on the net-
work. However, automated methods can quickly sort through large amounts of information
and create a short list of potential insiders who might cause harm. So, if a company has 10,000
employees, it need only concentrate on the 30 users that are consistently agged by the SIM
for access and role violations, for example.
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/  Litigation and Forensics J

Although the bene ts of a SIM system for nding an insider threat on your network are obvious,
they are equally important in cases involving litigation. Most commonly this includes wrongful
termination suits, but also espionage, harassment, illegal use of system resources (housing illegal
porn),and, increasingly in these private data theft cases such as the case of the TIX incident.

Therefore digital evidence must be properly protected, retained in its exact, original format and
digitally signed because the rst thing an opposing attorney will try to do is to invalidate evi-
dence or show that it was not collected via a valid or accurate means.

In addition to this, a SIM solution essentially validates the accuracy of the evidence. Even if
someone at the company changes the logs for one server, there is no way he can change it for
hundreds of systems. In addition, multiple sources show that the attack was planned and not
just a single event that was misinterpreted by a system administrator.

There are many cases today in which properly correlated SIM data has held up as evidence in
court. However the key part for it to be admissible is to have your SIM as a central source for
gathering information, have the logs digitally signed and properly protected, and forensically
backed up.

Because aninsider has means,method,and access, he can easily cover his tracks, making ithard to
determine what occurred. Forensics is the discipline of performing analysis on evidentiary back-
ups of affected systems after an event to determine what occurred and to collect evidence.

Proactive forensics gathers the forensics activity needed before the crime occurs, so that after
it occurs, you have all of the evidence needed for prosecution. For example, the regular email
patterns, login times and other user behavior pro les can be putin a proactive bit bucket. Then
anything outside of those parameters, based on preset thresholds and policies, would get picked
up by the correlation engine. Depending on severity, the event would get logged, agged, and
correlated againstIDS and rewall logs, for example. Although proactive forensics was created
as a separate discipline, SIM meets the requirements of a proactive solution by alerting to prob-
lems as anomalous behavior occurs.
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Case Study

About a year ago, a large pharmaceutical client of mine suspected insider espionage because
every time the company prepared to release a new product, a competitor released a similar
drug with a similar name just weeks before them. They knew that if they couldn t stop the leak
of information, it could very well put them out of business because the rst to market gets a
higher market share and demand than its competitors.

Even though this had happened eight times in the past 12 months, the executives were loathe
to believe that one of their inside employees could be doing this. But an internal assessment
proved otherwise.

Our team started by manually processing information and tracking patterns on a wall, but
quickly ran out of wall space. Instead of doing a bottom-up approach that started with the low-
level details, we needed to take a top-down approach where we could look at the information
at a high level and drill down into suspicious activity. The only solution was a SIM. Using a SIM
system, we were quickly able to correlate activities between a small group of people and notice
similar patterns of data in Itration such as suspicious emails and data access that exceeded
clipping levels of normal employees. This tracked us back to a website that looked legitimate
because it had a similar name to that of a partner that the company worked with regularly.
Further examination proved that it clearly was not a business, but a front that had been set up
by the employees to transfer information out of the company.

The investigation ultimately turned up three different groups of internal users, each consisting
of two to four people, working for two different competitors. Actually, one was working for a
foreign competitor and the other two groups were working for a foreign government®.

The power of the SIM to do a top-down analysis allowed us to break the case open quickly,
focus our energy in the correct areas to conduct our forensics searches,and nd the insiders
who caused harm.

In addition to catching them, we also had the evidence needed to do a successful prosecution.
Typically,in an incident, after you nd the attackers, building up the evidence can take twice as
long to do. With a SIM, you have already done most of that work, which is tying together the
different pieces of digital evidence in order to prosecute the individuals in either

civil court to allow the organization to recoup losses, or in criminal court so

they will not commit harm to other organizations.
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/ Summary ]

Insider threat is an insidious vector of attacks because an attacker does not have to break into
a system, he already has access. So when going after insiders, what you are trying to prove is
intent.

However, most of the common security devices we deploy today (such as rewalls and IDS) can-
not differentiate or interpret intent. In addition, looking at a single log le of a server is not
enough to determine harmful activity. Only a system that collects and carefully correlates infor-
mation from many sources can detect the most common type of internal attacks, such as data
leakage, and be able to implement proactive solutions to stop someone from causing continu-
ous harm to an organization.

A SIM system is a tool that takes logs from disparate devices and looks for patterns of attack. By
itself, however, the tool is not enough: the job still requires the analytical skills of a human to be
effective at catching an insider.
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/ Tips for Tuning SIM for Insider Threat Analysis |

Although a SIM can help detect an insider, it is not an easy or cheap solution and must be proper-
ly deployed in order to realize the bene t. Many organizations buy and deploy a SIM system only
to become frustrated at the fact that it did not catch the insider threat. This is as crazy as buying
lumber and a radial saw and coming back a day later and wondering why the deck is not built. A
radial saw is a tool just as a SIM system is a tool. Although it will help you accomplish a task if it
Is used correctly, if it is not used correctly, it could actually cause more harm and damage.

When deploying a SIM solution, always start with the end in mind. Identifying what you hope to
accomplish by deploying a SIM and using that to build requirements will help keep the project
on track. Some tips to keep in mind follow:

Identify what the most critical assets in your organization are and focus your deploy-
ment on protecting the loss of that information.

Determine what the most likely internal threat vectors are and if possible, reduce or elimi-
nate the vulnerability.

If you cannot determine them in advance, focus on these key threats and after they are
understood, determine how to use SIM to prevent the damage in the future.

Create metrics so you can track whether the SIM solution works properly or if alternative
tuning is required.

Make sure you have the proper data feeds for identifying an insider who causes harm.
Track the value, bene t,and damage that would have been caused if a SIM had not been

implemented. If you are not receiving a proper ROI for the investment, change the pa-
rameters that are used.
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