SEC401 Installation Guide

To make sure you are ready for class. Prior to coming to class you need to download and
install the latest version of BackTrack and VMware Player on your Windows 7 system.

Windows 7 will be used as the base operating system for your laptop. Any version of
Windows 7 will work for class. If you are able to run Back Track within VMware Player
and run programs within the GUI, you are all ready for class. The following steps will
take you through the process.

Downloading BackTrack
This section describes how to start-up Back Track on your system. Download the
VMware version of BackTrack from http://www.backtrack-linux.org/.
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From the menu, select Downloads. Scroll down on the screen and select Download.
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Select the following options from the download screen:
BackTrack Release: BackTrack 5 R2

Window Manager: GNOME

Architecture: 32

Image Type: VMware

Download Type: Torrent

Hit the gray button under the MD5sum to download the program. The file should be
saved to a directory on your desktop.
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After the program has successfully downloaded, uncompress it to a directory on your
desktop called BackTrack5R2 that will contain the VM Ware files.
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VMware Player

At this point VMware player should be downloaded and installed from
http://www.vmware.com/products/player/. Once you are at the site click download.
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In order to download VMware Player, you need to register the product. After registering
click Continue.



* SONY & B

X Merton« () Daatieds () Diabied -

Register for your FREE Download
First Mami: *

vare Pl:
ith its w: . Last Name %

Email Address &

Valld amall address ks requirad for activation

findows 7, Ubuntu 9.10 and RHEL 5 at the same time m

ating virtual machin: i & it and 64-bit Windows and
ystems easier than installing them directly on your P Already have a VMware aceount?
ftual machines, test new cperating systems and safely try new software in an [N
ment on your PC.

rs of virualization excellence, \ViMware's advanced virtualization platform  [EECEEIEEEELE

Password &

YOUR FREE DOWNLOAD INCLUDES

ware Player Forgot your password?

Note: Viiware Player has no technical support entitement. Please review the documentation,
iea form for assistance.

United States [change]  ° b Q
mware. Community Forums Technical Resources Virtual Appliances Store My Account
Cloud : ] | Products. | Services Support & Downloads Partners | Company

Technical Resources

VVMware Player Free Product Download

Thank you for regesenng for Vidware Pliyer

VMware Player 4.0.2

Viware Playor 4.0.2 for 32.bd and 64-

i dows

01/24/12 | 402 | 117M | Binary (.exe)
Wiiware Player for Windows 32-bit and 84-bilexe Installation file
for 32-bit and B4-bit Windows.

MDSSUM(") 8ecHTcbBSSG0adac 1 0agassapans T
SHATSUM(") d361 33882527 eal 1eadB2ad3biA5HTidald !

Once VMware is downloaded, double click on VMware-player-4.0.2-591240.exe to
install the program.
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Now Loading: vmware player.msi

When the Welcome screen appears, click Next to continue.

VMware Player Setup

Welcome to the installation wizard
for VMware Player

The installation wizard will install VMware Player on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law
and international treaties.

VMware®

Player 4

Confirm that the installation directory is correct and click Next to continue.
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VMware Player Setup

- - [ =
Destination Folder _ _ -“ﬁ—-] N
Click Mext to install to this folder or click Change to install to a =1
different folder. i
Install VMware Player to: Change...

C:\Program Files (x86)\WMware\WVMware Player)

Select whether software updates will automatically be included and select Next.

VMware Player Setup
[ =C
Software Updates -“ﬁ:]
When would you like to check for updates of your software? | |

Check for product updates on startup

When VMware Player starts, check for new versions of the application and
installed software components.

Learn More




Select whether you want to participate in the User Experience Improvement Program and
select Next.

. I
User Experience Improvement Program -“fi:]
Would you like to send feedback to VMware? ]

Send anonymous system data and usage statistics to VMware.

Learn More

<Back || MNet> | | Cancel

Determine what shortcuts you want to have on your system and select Next.



Shortcuts _ @ |
Select the shortcuts you wish to place on your system. =1

Create shortcuts for VMware Player in the following places:

Desktop

Start Menu Programs folder

<Back || MNet> | | Cancel

Click Continue to install the program and installation will begin.

VMware Player Setu

Performing the Requested Operations %

Please wait while the wizard performs the requested operation. This
may take several minutes.

Status: Installing packages on the system

Cancel

Restart your system to complete the installation process.
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VMware Player Setu

Setup Wizard Complete

The setup wizard needs to restart your system in order
to complete its operations, click Restart Now to initiate
a reboot, or Restart Later if you plan to restart your
system later.

VMware®

Player 4

Restart Now | |Restart Later

VMware is now installed on your system.
Running Back Track

Once VMware player is installed, go to the BTSR2-GNOME-VM-32 directory and
double click the BTSR2-GNOME-VM-32.vmx file.
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VMware will start and display the license window. Select Yes and hit OK.

License Agreement

Please read the following license agreement carefully.

Organize ¥ Include in library = Share with ~ New folder
L Favorites Name : Date modified Type
M Desktop BT5R2-GNOME-VM-32.nvram 3/1/2012 9:15AM  NVRAM File
l4 Downloads 42 BT5SR2-GNOME-VM-32.vmdk 3/1/2012 908 AM  VMware virtual dis...
3 Recent Places BT5R2-GNOME-VM-32.vmsd 3/1/2012 759 AM  VMSD File
| BoozAllenHamilton  [5h BT5R2-GNOME-VM-32ymx 3/1/2012 915AM  VMware virtual ma..
B EISRZGNOME MyS 2 Type: VMware virtual machine configuration G
= Libraries & BTSR2-GNOME-VM-321 Size: 242 K8 ware virtual dis...
. Documents & BT5R?-GNOME-VM-32- Date modified: 3/1/2012 9:15 AM ware virtual dis...
& Music £ BTSR2-GNOME-VM-32-5003.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
& Pictures &2 BT5R2-GNOME-VM-32-5004.vmdk 3/1/2012 922 AM  VMware virtual dis...
& videos £ BTSR2-GNOME-VM-32-5005.vmdk 3/1/2012 922 AM  VMware virtual dis...
£ BTSR2-GNOME-VM-32-5006.vmdk 3/1/2012 922 AM  VMware virtual dis..
4% Homegroup 42 BT5R2-GNOME-VM-32-5007.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
£ BTSR2-GNOME-VM-32-5008.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
& Computer 42 BT5R2-GNOME-VM-32-5009.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
& Local Disk (C) £ BT5R2-GNOME-VM-32-5010vmdk 3/1/2012 922 AM  VMware virtual dis...
£ BTSR2-GNOME-VM-32-5011vmdk 3/1/2012 922 AM  VMware virtual dis..
@& Network &2 BT5R2-GNOME-VM-32-5012.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
& BTSR2-GNOME-VM-32-5013.vmdk 3/1/2012 9:22 AM  VMware virtual dis...
21 items
L

Size

9KB

2KB

0KB

3KB

1KB
1,809,088 ..
201,408 KB
1,017,024 ..
1,876,128 ...
1,621,632 ...
679,296 KB
565,120 KB
1,050,496 ..
454,528 KB
447,552 KB
470,656 KB
681,920 KB
371,200 KB

VMWARE END USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU (THE
INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY
THE TERMS OF THIS END USER LICENSE AGREEMENT

(“EULA™). IF YOU DO NOT AGREE TO THE TERMS OF THIS
EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE
SOFTWARE, AND YOU MUST DELETE OR RETURN THE
UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU

(@)¥es, I accept the terms in the license agreement

(") Mo, T do not accept the terms in the license agreement




BT5R2-GNOME-V] (— S

This virtual machine might have been moved or
copied.

In order to configure certain management and

networking features, VMware Player needs to know
if this virtual machine was moved or copied.

If you don't know, answer "I copied it".

l I moved it H I copied it ” Cancel I

Hit OK for any windows that pop-up like the below removable device window.

The following devices can be connected to this virtual machine using
the status bar or choosing VM > Removable Devices:

[ AuthenTec Fingerprint Sensor
“2lCheng Uei Precision USB2.0 Camera

Each device can be connected either to the host or to one virtual
machine at a time.

[ Do not show this hint again

If prompted, you can Download and Install VMware Tools.

@ The following software is available for download:
VMware Tools for Linux - version 8.8.2
% Downloading and installing ViMware Toals is
required to enable advanced features of your

virtual machine.

What would you like to do?

EQownIoad and Install§| lﬁemind Me Laterl

After VMware Tools is installed, the system will boot up and require you to logon.
Logon with a userID of root and a password of toor and hit enter.
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6856121 scsi2 cO: LSI53C1030 BO, FuBev=01032920h, Ports=1, Max-128, IRQ=17

.7902891 hub 1. USB hub found

.B013931 sc=i 2:0 Direct-ficcess UMuare, UMware Uirtual S 1.0 PQ: 0 ANSI: 2

8058891 scsi target2:0:0: Beginning Domain Validation

.8060481 hub 2-2:1. ? ports detected

80?2931 sc=i targetZ:0:0: Domain Validation skipping write tests

.8099231 scsi targetZ:0:0: Ending Domain Validation

.8101301 scsi targetZ:0:0: FAST-40 WIDE SCSI 80.0 MB-/s ST (25 ns, offset 127)

.814190]1 sd 2:0:0:0: [sdal 62914560 512-byte logical blocks: (32.2 GB-/30.0 GiB)

.8143461 [sdal Urite Protect is off

.8145451 [sdal Cache data unavailable

.8146231 0:0: [=dal Assuming drive cache: write through

.8151181 [sdal Cache data unavailable

.8151961 sd 2:0:0:0: [sdal Assuming drive cache: write through

.8161011 sda: sdal sda2 < sda5 >

.8197351 =sd 2:0:0:0: [sdal Cache data unavailable

.81968131 sd 2:0:0 [=dal Assuming drive cache: write through

8198911 =d 2 [=dal Attached SCSI disk

.8213331 :0: Attached scsi geveric sgl type 0

.8293091 input: UMuare UMware Virtual USB Mouse as ~devices/pcif000:00-0000:00:11.0-0000:02:00.0-ushZ
2-1/2-1:1.0/inputs inputd

I 2.8299381 generic—usb 0003:0E0F:0003.0001: input,hidrawd: USB HID vl.10 Mouse [UMware UMware Virtual U
SB Mousel on usb-0000:02:00.0-1/inputd

[ £.8318531 input: YMware VMware Virtual USB Mouse as ~devices/pci@@oo:00-0000:00:11.0.0000:02:00.0-usbh2
#2-1/2-1:1. 1 input,inputd

L Z.8346261 generic-usb 0003 :0E0F:0003.000Z: input,hidrawl: USE HID vl1.19 Mouse [UMware UMware Virtual U
5B Mousel on usb-0000:02:00.0-1/inputl

L 2.8348421 usbcore: registered mew interface driver usbhid

[ £.8349211 usbhid: USB HID core driver

I 3.0853001 usbhb 2-Z.1: neuw full-speed USB device number 4 using uhci_hcd

Z
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Z
Z
Z
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BackTrack 5 RZ - Code Name Rewolution 32 bit bt ttyl
bt login: root
Password:

“The quieter you become, the more you are able to hear."

|[To direct input to this virtual machine, press Ctri+-G.

At the root prompt, type startx to start up the GUIL.
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.8058891 scsi target2 : Beginning Domain Validation

.8060481 hub 2-2:1.0: 7 ports detected

8072931 scsi targetZ2:0:0: Domain Validation skipping urite tests

.8099231 scsi targetZ:0:0: Ending Domain Validation

.8101301 scsi targetZ:0:0: FAST-40 WIDE SCSI 80.0 MB-/s ST (25 ns, offset 127)

.B141901 sd 2:0:0:0: [sdal 62914560 51Z2-byte logical blocks: (32.2 GB-/30.0 GiB)

.8143461 [sdal Urite Protect is off

.8145451 :0:0: [sdal Cache data unavailable

.8146231 [sdal Assuming drive cache: write through

.8151181 [sdal Cache data unavailable

.8151961 (0! [sdal Assuming drive cache: write through

.8161011 dal sda2 < sda5 >

.8197351 sd 2:0:0:0: [sdal Cache data unavailable

.8196131 [=dal Assuming drive cache: write through

8198911 =d 2 [=dal Attached SCSI disk

.8213331 =d 2:0:0:0: Attached scsi generic sgl type ©

| .8293091 input: UMuware UMware Virtual USB Mouse as sdevices/pciffog:00,0000:00:11.0-0000:02:00.0-usbhd
s2-1/2-1:1.0/inputinputd

I Z.8299381 generic-usb 0003:0E0F:0003.0001: input,hidrawd: USE HID vl.10 Mouse [UMware UMware Virtual U
SB Mousel on usb-0000:02:00.0-1/input0d

[ £.8318531 input: UMware VMware Virtual USB Mouse as ~devices/pci@fo0:00-0000:00:11.0.0000:02:00.0-usbh2
#2-1/2-1:1. 1 input,input3

L Z.8346261 generic—usb 0003 :0E0F:0003.000Z: input,hidrawl: USB HID vl.10 Mouse [UMware UMware Virtual U
5B Mousel on usb-0000:02:00.0-1/inputl

L 2.8348421 usbcore: registered new interface driver usbhid

[ £.8349211 usbhid: USB HID core driver

I 3.0853001 usbhb 2-Z.1: neuw full-speed USB device number 4 using uhci_hcd
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BackTrack 5 RZ - Code Name Rewolution 32 bit bt ttyl

bt login: root

Password :

Last login: Thu Mar 1 09:11:56 EST Z01Z on ttyl

Linux bt 3.2.6 #1 SMP Fri Feb 17 10:40:05 EST 2012 i6B6 GNU-Linux
root@bt:"# startx_

“The quieter you become, the more you are able to hear."

|[To direct input to this virtual machine, press Ctri+-G.

The Back Track GUI will start. You will click on the Application menu in the upper left
hand corner to run programs on the system.
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<< back | track [

Uto directinput to this virtual machine. press CtrI+G. . ‘Qd ]

Click on BackTrack from the Applications menu to see all of the security tools you
already have installed.
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[To direct input to this virtual machine, press Ctri+-G. '

At this point you are all ready for class.



