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Incident Handling

SEC501
Advanced Security
Essentials -
Enterprise Defender

GCED

SEC504
Hacker Techniques,
Exploits, and
Incident Handling

GCIH

FOR508
Advanced Computer
Forensic Analysis &
Incident Response

GCFA

SEC301 NOTE:

Ifyou have experience
in the field, please
consider our more
advanced course —
SEC401.

Beginners

SEC301
Intro to Information
Security

GISF

FOR408
Computer Forensic
Investigations -
Windows In-Depth

GCFE

v

FOR508
Advanced Computer
Forensic Analysis &
Incident Response

GCFA

v

Intrusion Analysis

SEC502
Perimeter
Protection

In-Depth
GCFW

SEC501
Advanced Security
Essentials -
Enterprise Defender

GCED

SEC503
Intrusion
Detection
In-Depth
GCIA

Additional Incident Handling Courses
SEC517: Cutting-Edge Hacking Techniques

SEC401
SANS Security
Essentials
Bootcamp Style

GSEC

Additional Intrusion Analysis Courses

SEC577: Virtualization Security Fundamentals

Penetration Testing

SEC560
Network Pen
Testing and Ethical
Hacking

GPEN

v

System Administration

SEC505
Securing
Windows

SEC504
Hacker Techniques,
Exploits, and
Incident Handling
GCIH

SEC542
Web App Pen
Testing and Ethical
Hacking

GWAPT

SEC501
Advanced Security
Essentials -
Enterprise Defender

GCED

SEC506
Securing
Linux/Unix

FOR558
Network
Forensics

FOR563
Mobile Device
Forensics

Network Security

SEC501 SEC566
Advanced Security Implementing &
Essentials - Auditing the Twenty
Enterprise Defender Critical Security
GCED Controls - In-Depth

GCWN (c[dl) ¢

SEC509
Securing Oracle

v

FOR610
REM: Malware
Analysis Tools &
Techniques

GREM

SEC617
Wireless Ethical
Hacking, Pen Testing,
and Defenses

GAWN

SEC660
Advanced
Penetration Testing,
Exploits, and
Ethical Hacking

Additional System Administration Courses
SEC434: Log Management In-Depth

SEC464: Hacker Detection for Systems Administrators with
Continuing Education Program

SEC531: Windows Command-Line Kung Fu
SEC546: IPv6 Essentials
SEC569: Combating Malware in the Enterprise: Practical Step-by-Step Guidance

SEC540
VolP Security

Additional Penetration Testing Courses

DEV538: Web App Pen Testing Immersion

SEC580: Metasploit Kung Fu for Enterprise Pen Testing
SEC710: Advanced Exploit Development

Additional Network Security Courses

SEC440: 20 (ritical Security Controls:
Planning, Implementing, and Auditing

SEC556: Comprehensive Packet Analysis

Additional Forensics Courses

FOR526: Advanced Filesystem Recovery and
Memory Forensics

APPSEC CURRICULUM

Design & Test

DEV522
Defending Web
Applications
Security Essentials

GWEB

AUDIT
CURRICULUM

LEGAL
CURRICULUM

MANAGEMENT CURRICULUM

Secure Coding SEC301

Intro to
Information Security

GISF

v

MGT512

SEC301
Intro to
Information Security

GISF

SEC401
SANS Security Essentials
Bootcamp Style

GSEC

JAVA

DEV541
Secure Coding
in Java/JEE
(4-Day Course)

GSSP-JAVA

.NET

DEV544
Secure Coding
in NET
(4-Day Course)

GSSP-.NET

SEC301
Intro to
Information Security

GISF

SEC401
SANS Security Essentials
Bootcamp Style

GSEC

SEC301
Intro to
Information Security

GISF

v

v

N/

SEC542 MGT525 MGT414

Web App
Pen Testing and
Ethical Hacking

GWAPT

DEV538
Web App Pen
Testing Hands-on
Immersion

General /
Management

DEV304
Software Security
Awareness

DEV530
Essential Secure
Coding in
Java/JEE
(2-Day Course)

DEV532
Essential
Secure Coding
in NET
(2-Day Course)

C&C++

PCI

DEV543
Secure Coding

DEV536
Secure Coding for

l inC

DEV545
Secure Coding
in PHP

J l PCl Compliance

AUD407
Foundations of Auditing
Information Systems

v

AUD507
Auditing Networks,
Perimeters, and
Systems

GSNA

AUD566
Implementing &
Auditing the Twenty
Critical Security
Controls - In-Depth

Additional Audit Courses

AUD305: Technical Communication & Presentation Skills
AUDA429: IT Security Audit Essentials Bootcamp

AUDA440: 20 Critical Security Controls:
Planning, Implementing, and Auditing

AUD521: Meeting the Minimum: PCI/DSS 2.0:
Becoming and Staying Compliant

SEC401
SANS Security Essentials
Bootcamp Style

GSEC

SANS Security
Leadership Essentials
For Managers
with Knowledge
Compression™

GSLC

>

Project Management
and Effective
Communications for
Security Professionals
and Managers

GCPM

SANS® +S™
Training Program
for the
CISSP® Certification
Exam

GISP

v

LEG523
Law of Data Security
and Investigations

Additional Management Courses
MGT305: Technical Communication and Presentation Skills for Security Professionals
MGT405: Critical Infrastructure Protection

MGT41 1: SANS 27000 Implementation & Management G7799

MGT421: SANS Leadership and Management Competencies
MGT432: Information Security for Business Executives

GIAC certification
available for courses
indicated with
GIACacronyms

MGT520: IT Security Strategic Planning

MGT433: Securing The Human: Building and Deploying an Effective Security Awareness Program
MGT438: How to Establish a Security Awareness Program
MGT442: Information Security Risk Management
MGT514: Information Security Policy - In Depth
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Making the Ca's:'_.e for Training

Whether it's malware, hackers, or web application vulnerabilities, an attack is expensive.
A few associated costs include:

* Loss of consumer trust + Legal costs

* Cleaning up systems « Staff hours

In 2009, the cost per compromised record involving a criminal act averaged $204.00.

2009 Annual Study: U.S. Cost of a Data Breach Survey
Sponsored by PGP Corporation
Independently conducted by Ponemon Institute LLC.

One of the most effective ways to decrease breaches and the associated costs is to train and certify
information security staff so they know how to prevent attacks, but also know what to do if a breach
occurs.These critical actions cannot be handled by tools alone; it takes true knowledge and skills.

More than 222 million potentially compromised records were reported in 2009.
The Identity Theft Resource’s 2009 Breach Report

CASE STUDY

Two government departments were attacked almost simultaneously. Both
departments had the proper tools in place, such as firewalls, antivirus, logging, and
intrusion detection systems. Unfortunately, the outcomes were not the same.

One department did not discover the attack until the infection spread through the
entire IT system. It took over a week to discover the problem and request the help of a
third-party. All workstations were unsalvageable and had to be replaced.

The other department located the infection at the entry point in less than a day by
using dynamic DNS blocking.They were able to isolate the problem with no user
downtime by rebuilding servers, resetting passwords, testing and evaluating captured
malicious code, setting up ‘tripwires’ to detect data theft, and coordinating with
Microsoft to develop a patch.

The difference between these departments was the staff’s ability to analyze and react
to the attack. Both had invested in the appropriate tools, but one realized that tools
were only part of the solution - training of analysts in critical skills and experience in
exercises of the topics below were essential:

1. Deep packet intrusion detection
In-depth analysis of vulnerabilities and hacker techniques
Red teaming / penetration testing
Perimeter protection
Reverse-engineering malware
Script development
System and disk forensics

“SANS is the fastest way to go from an information security beginner
to an information security guru.”

-David Howard, Emerson




Why SANS?

SANS is the most trusted source for computer and information security training in the world. We are known
for our hands-on, intensive, immersion training that is designed to help you and your staff master the practical
steps necessary for defending systems, networks, and applications.

Why is SANS the best training investment?

* Intensive, hands-on immersion training with the highest quality courseware in the industry

* Incomparable instructors and authors who are industry experts and practitioners.They are out there fighting
the same battles and discovering new ways to thwart attacks.

* Increases a student’s ability to achieve a Global Information Assurance Certification (GIAC). GIAC is unique in
the field of information security certifications because it not only tests a candidate’s knowledge but also the
candidate’s ability to put that knowledge into practice in the real world. See pages 6-7 for more about GIAC.

The SANS method of training has been effective for over 20 years. More than 15,000 information security profes-
sionals a year train with SANS. The courses are full of important and immediately useful techniques that you can
put to work as soon as you return to your offices. They were developed through a consensus process involving
hundreds of administrators, security managers, and information security professionals, and address both security
fundamentals and awareness, and the in-depth technical aspects of the most crucial areas of IT security.

Many of the valuable SANS resources are free to all who ask. They include the very popular Internet Storm
Center (the Internet’s early warning system), the weekly news digest NewsBites, the weekly vulnerability digest
@RISK, flash security alerts,and more than 1,200 award-winning original research papers.

The SANS%omise

You will be able to apply our information security training the day you get back to the office.
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Calculating the ReturnonXYour Training Investment

While you know how important training is to your job, you may be asked to provide
the ROI in order to justify the cost. ROI calculates the value of an improvement vs.

the cost to achieve it. The challenge with security training is the gains are typically
measured in cost avoidance rather than achievement.
Here are a few ways to help you calculate ROI
and make your case for training.

__There are five types of losses™
associated with ROl in cyber sectrity.
1. Revenue loss

2. Productivity loss
“SANS always
tops other types
of training I've had.
I return to SANS and
recommend it. The

3. Remediation costs post breach— :
— “Excellent class,

4.-Loss or compromise _(_)f_dat'éi__ﬂ_ well worth the
: == time and mone

5. Reputational damage I _ y

spent on attending

SANS training.”

-JoN SpeAk, TRANS UNION

instructors, the content,
and the labs are great.”
-KATHLEEN FREDERICO,

INDIAN HEALTH SERVICE

2

Three Common Metrics for ROI

1) Payback - Most common method
* Are the savings greater than the costs?

* Based on the reduction in annualized loss
expectancy vs.the cost to achieve that reduction

* Annualized loss expectancy = (Probability of
negative event) * (cost of negative event)

Example: Company is considering training its team of
10 intrusion analysts

[ Training will reduce the risk of data loss from
20% to 10%.

[ Cost of data loss and damage to reputation to be
$2 million

[ The cost of training is $50K
() Payback:

* Return on Investment: $150,000 = (20%-10%)
*$2,000,000 - $50,000

* Time of Return = Payback within 1/3 a Year
($50,000/$150,000)

(4 Training is always a good investment, but it’s
important to remember that company executives
may be evaluating other investments that are
better for the company at the present time.

3) Internal Rate of Return (IRR) Year

* Usually used in conjunction with NPV

Expected Savings

2) Net Present Value (NPV)

* Similar method to payback, but it takes into account the
time value of money

* Remember that a dollar earned in the future is worth less
than a dollar today. NPV is a better when comparing an
expense today that will earn money for years in the future

* Takes into account the company’s Cost of Capital

Example: Company is considering training its team of 10
intrusion analysts and expects to reduce the risk of data loss

[J Training will reduce the risk of data loss from
20% to 10%.

[ Cost of data loss and damage to reputation to be
$2 million

[ Cost of training:

« Initial cost of training is $250K

+ Continuation training $100k per year for the next 3 years
+ Discounted net savings in year 1 = (-$50,000)/ (1.1)A1
« Discounted net savings in year 2 = $100,000/(1.1)A2

Conclusion: This is an excellent investment. Remember
that any investment with a positive NPV is a good
investment.

1 p 3 4

$200,000  $200,000  $200,000 $200,000

e [t is the discount rate which makes an
investment NPV =0

Expected Costs

$250,000  $100,000 $100,000 $100,000

* Using the same example from before

Net Savings

$(50,000)  $100,000  $100,000 $100,000

* Thus, by both methods, NPV and IRR

Discounted Net Savings $(45,455) $82,645 $75,131 $68,301

this is a good investment

Net Present Value

$180,623

Internal Rate of Return 192%

Assumption cost of capital (shareholder expected return) 10%

Tips When Talking with Supervisors

* Be an expert in the regulatory environment in which you
work. Use that to your advantage (PCl, HIPAA, DoD8570).

* Know your organization and use the same methods
used to justify other investments — (Payback, NPV, IRR).

* Be a pragmatic business partner to the executives —

speak their language.

« Just because it is difficult, do NOT shy away from doing
the analysis/justification.

* Provide transparency on your assumptions.

* Help your executives learn from history -
share case studies.
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Find out more about

SANS Cyber Ranges at
WWW.5amns.org

There’s no question that cyber security will
only increase in importance in the future as
attacks on our nation increase and become more

sophisticated. Security is constantly evolving and

preparing current and future employees to detect,

remediate, and prevent intrusions is crucial.

SANS Cyber Ranges provide a safe, controlled
environment for up-and-coming security
professionals to seasoned experts to tests their
information security aptitude, skills and expertise.
Individuals and organizations will benefit from the
games in the SANS Cyber Ranges due to the
learning by doing component built into each series
of security scenarios.

SANS Cyber Ranges have three classifications,

each with their own set of games.
e Cyber Foundations
e Cyber Quests

e NetWars

SHALL WE PLdd d SdiiliEe

Designed for measuring aptitude

CYBER - FOUNDA'I'IONS
_*?"_fh.*g‘:in'ﬁfﬁ s~ y‘—'

3 modules
- TCP/IP Networking

- Operating Systems (Windows and Linux)

— System Administration (Windows and Linux)

Each module includes a tutorial and a quiz

Designed for measuring skill

Consists of on-line asset and a quiz

- Each Cyber Quest has a different asset that
defines the nature of that specific scenario

- Assets include: vulnerable website, forensics
disk image, neutered malware specimen

- Analyze the asset and answer quiz questions

- Quiz is designed to take 1 to 2 hours

Designed for measuring experience

Consists of an interactive, Internet-based
environment for computer attacks and
analyzing defenses

Offered in two forms:

- Tournament play: 3 intense days,
useful to evaluate performance

— Continuous play: Played at will over months,
useful as a learning tool

And includes a report card showing areas for
additional skill development



IN THE INFORMATION SECURITY INDUSTRY, GIAC CERTIFICATION PROGRAM

G I A C C E R T I F I C AT I O N M AT T E R S GIAC certifications may be accomplished in any order. Since specific certification

objectives are derived from real-world job duties, we strongly recommend that
There are a multitude of information security certifications, but only GIAC (Global Information candidates possess these specific skill sets before attempting certification.

Assurance Certification) builds the true hands-on skills that go beyond theory and tests on the

pragmatics of security administration, management, audit, and software security.
GIAC is uniquely committed to validating the hands-on skills of today’s security

GIAC offers more than 20 specialized information security . professional. By offering more disciplines than anyone else in the industry, we are able
. e ) . How GIAC Differs from . . e . .
certifications that correspond to specific job duties. The family of Other Certifications: to focus on the skills required for mastery of specific job duties and technologies.
GIAC certifications target job-based skill sets rather than taking a s Candidates earning GIAC certifications and employers who hire them can be confident that
one-size fits all approach. The GIAC certification process validates : Offe.rs Yl 29 speaa.llzed.lnfor- a holder of a GIAC certification possesses the skills and know-how to get the job done.
the specific skills of security professionals and developers with mation security certifications, The higher-level certifications, Gold and Expert Level, offer a way for outstanding
standards established on the highest benchmarks in the industry. rather thana performers to distinguish themselves through even more hands-on focused activities.
one-size fits all approach
Top Four Reasons to Get GIAC Certified - Tests on pragmatics not theory Get GIAC Certified GIAC Gold Program
1. Prometes hands-on technical skills and improves « RealSkillTest™ exam questions GIAC certification requires passing The GIAC Gold program offers certified individuals the opportunity
* knowledge retention P validate real world skills an online, proctored exam based on to demonstrate they possess a deeper knowledge of a specific
9 objectives derived for that specific subject area by researching and writing a detailed technical report.
2. Provides proof that you possess hands-on technical skills « Ensures knowledge necessary to discipline. GIAC certification assures Candidates work closely with a technical advisor while developing
: complete the task at hand that an individual possesses the practical their research topic and report. Once complete, the submission is

3. Positions you to be promoted and earn respect real-world skills required for a specific reviewed for acceptance and posted to the GIAC Reading Room.

among your peers . Keeps you up to date with the job duty. For example, if you want to hire Posted gold papers are a great community resource. GIAC Gold

latest industry information someone who can properly secure your certification shows that not only has an individual mastered a

4. Proves to hiring managers that you are technically firewalls and network perimeter, a GIAC specific subject area, but that they are also qualified to carry out

qualiﬁed for the job Certified Firewall Analyst (GCFW) would technical research and communicate their specialized knowledge

be a perfect candidate for the job. with others in the IT security community.
“GIAC is the only

GIAC Security Expert (GSE)

certification that proves

GIAC Expert Level certification demonstrates an unparalleled level of “Those that have the prerequisite
you have the hands-on subject mastery. The GSE is by far the most rigorous and prestigious . . )
technical skills.” hands-on credential in the IT security industry, and consists of two days et e el e
of hands-on performance testing. It is targeted for security engineers, really consider sitting for the GSE
-CHRisTINA ForD, incident handlers, top security consultants, and analysts. The current S TReEaTaE G
T — exam was developed by some of the leading industry practitioners ’ ’
in the world. Those who earn this challenging and well-respected Planning for the exam is a process that

certification may count themselves among the elite in IT security.
makes you learn and sharpens your

The GSE is also part of the SANS Cyberguardian program
(www.sans.org.cyber-guardian) and the STI MSISE (engineering)
Master’s program (www.sans.edu/programs/gse_prep.php). the contacts you make through the

professional skills. More importantly,

*GSEC, GSLC, GCIA, GCIH, and GSE prerequisite baseline is: GSEC, GCIH, GCIA with two gold or two process really add value to it.

GCFA are accredited by the higher level substitute certifications. -Cra1G WRiGHT - GIAC SecuriTy ExperT
American National Standards
Institute (ANSI) under the

ANSI/ISO/IEC 17024 program. “My GIAC certifications bring credence to the advice and direction | give people. Executive leadership has more
More certifications will be added confidence in me, and my staff has confidence in my decision-making.” -Jaes CAuLFIELD, FeperaL RESERVE BaNk
in the future. Please check 7
www.giac.org for updates. Get GIAC Certified ~ Web:www.giac.org/info/22593 E-mail:info@giac.org Phone:301-654-7267




Earn Your Master’s Degree in Information Security from the SANS Technology Institute!

SANS Technology Institute, an affiliate of the SANS Institute and Global Information

SANS

TECHNOLOGY

“After starting the program, | was promoted to Information Security Officer. | believe

INSTIT

Assurance Certification (GIAC), offers one of the few master’s programs in the industry
with a specific technical focus on information security. The SANS Technology Institute’s
mission is to develop the leaders who will strengthen the security of cyberspace.

The STl Master’s Program can be Completed in TWO Years
STl operates on a semester or rolling system. See the recommended degree plans below if you
want to complete it in two years. Students may take up to five years to complete their degree.

my involvement in the program was a contributing factor in that happening. | also

believe that | have challenged myself, learned a lot about security, and improved my
people and presentation skills. Finally, | believe that as a graduate of the program | am

in a better positioned to differentiate myself from others in the security field.”

-JoHN Brozycki, INFORMATION SECURITY OFFICER, HuDSoN VALLEY FCU

MGT305 SEC504 MGT404* MGT525%* tcr:;:iizlr;f/\e/\r/:zten Project — done virtually, it is not done at gePrI:i:ﬁGCZEion FOR508
Technical Communication Hacker Techniques, Exploits Fundamentals of Project Mgt and Effective Advanced Computer Forensic Analysis and
The Master and Presentation Skills for & Incident Handling Inf0|:matio'n Comr.nunicatior.ms for MGT421* SEC503 Incident Response & GIAC GCFA Gold
Security Professionals & Security Policy Security Professionals SANS Leadership Intrusion Detection OR . .
) GIAC GCIH Gold OnDemand and Managers ahdiManagement In-Depth Software Security Training For a detailed
of Science & Competencies & see www.sans.edu/programs/msise .
SEC401 CPR: Work Study — must MGT438* GIAC GCPM Gold gnge:nand GIAC GCIA Gold & GIAC Gold description of
Degree in SANS Security Essentials [RGB How to Establish a Securit iscussi : - this curriculum,
g ecurity Essentials SANS training event before OW to Establish a Security CPR: Group Discussion & CPR: Second Evenlng Presentation Second Elective COurse
Bootcamp Style o Awareness Program Written Project at same please visit
Infi . & eligible to apply for Work OnDemand training event where taking First Elective Course Forensics Focus
nformation GIAC GSEC Gold Study 3rd course FOR610: REM: Malware Analysis Tools and Techniques — www.sans.edu/
Forensics Focus GREM Cert '
. FOR408: Computer Forensic Investigations — Windows In- 9 programs,
Security CPR: First Evening S GCFEpCert 9 Non-Forensics Focus ]
. . , Presentation Any major SEC/DEV 500/600/700 level course — GIAC Cert msise.
L In addition to courses and exams, there are seven Community Project Non-Forensics Focus or
Engmeermg Requirements (CPRs) required with both degree programs. Learn more Any major SEC/DEV 500/600/700 level course — GIAC Cert AUD507: Auditing Networks, Perimeters & Systems — GSNA Cert
. or
about CPRs at www.sans.edu/programs/commumty.php. AUD507: Auditing Networks, Perimeters & Systems — GSNA Cert CPR: Awareness Talk - does not require attendance at training event
First Semester Second Semester Third Semester Fourth Semester
MGT305 SEC504 MGT404* MGT525%* CPR: Joint Written Project - AUD507 CPR: Teaching Assistant for a Software
Technical Communication Hacker Techniques, Exploits Fundamentals of Project Mgt and Effective done.w.rtually, itis not done Auditing Networks, course you already certified S I'.t Tr -n-n
i i ident Handlin Information Communications for attraining events Perimeters, and Systems ecurity fraining
The Master and Presentation Skills for &Inciden 9 ) Y. . .
Security Professionals & Security Policy Security Professionals & LEG523 Choice of courses:
of Science GIAC GCIH Gold OnDemand and Mglnagers MGT421* GIAC GSNA Gold Law of Data Security see For a detailed
AT ::dN;I;ﬁgdz:‘i:lr?t g . and Investigations www.sans.edu/ description of
. MGT512 CPR: Work Study — must MGTA438* gLl CPR: Secqn Evening & programslmsism . .
q - have taken a course at a . . . ) Competencies Presentation GIAC GLEG Gold this curriculum,
egreein
SANS Security Leadership | SANS traini " QIR H LI ERTNA  CPR: Group Discussion & OnDemand &
Essentials For Managers l:er?:re oli ibrlzl?(l)nz? eYe?or Awareness Program Written Project at same please visit
Information with Knowledge 9 e OnDemand training event where taking GIAC Gold
Compression™ Work Study 3rd course MGT411 www.sans.edu/
&
; SANS 27000 programs/
Security GIAC GSLC Gold CPR: First Evening Implementation & CPR: Awareness Talk - does msism
Presentation Management not require attendance at .
Management & training event
7799 Go
GIACG. Gold
OnDemand
*Substitute for Exam, Written Assignment ~ **MGT525 is offered 2-3 times a year *Substitute for Exam, Written Assignment ~ **MGT525 is offered 2-3 times a year
Prerequisites How to Take Courses How to Apply Authorization

« A baccalaureate degree from a recognized college or university, or equivalent international
education, with a minimum cumulative grade point average of 2.8. There are two exceptions to
the 2.8 minimum described on the website. Your baccalaureate does not have to be in the field of
information security/information technology.

- At least 12 months of experience in the field.

- Upon completion of the program, have three years of significant work experience in information
technology, security or audit. If you are already working in the field, this should not be a problem.

Students have a multitude of course delivery options to
meet their degree requirements. Courses may be taken
at SANS training events or through the following delivery
methods: SANS vLive!, SANS OnDemand, or a limited
number of SANS SelfStudy.

Not all delivery methods are available for all courses.

- Complete the downloadable application at www.sans.edu/downloads/application.pdf The SANS Technology Institute (STI) is authorized to grant Master’s

« Submit the Employer Recommendation of Candidate Form and your resume degrees by the Maryland Higher Education Commission.

« Request undergraduate institution to forward an official sealed transcript to the SANS
Technology Institute

- Submit a non-refundable Application Fee
- See www.sans.edu/admissions for detailed admission requirements

Admission and curriculum requirements in
effect when a person is admitted are the

requirements that will apply to that person.

For admissions questions, please go to www.sans.edu or contact Debbie Svoboda,
Dean of Admissions, at info@sans.edu or 720-941-4932.

8 Tuition assistance is available through limited work-study opportunities. 9

See www.sans.edu or contact us at info@sans.edu for more details.



DEPARTMENT

DEFENSE

The Deadline for DoD 8570 IAT and IAM Certification has Passed!

If you missed the December 2010 deadline, come to SANS and take the training with the HIGHEST pass rate on 8570
required certifications including CISSP, GSLC, GSEC, GPEN, GCIA, GCFA, and more!

TECHI TECHII TECHII
A+ GSEC GCED
Network SEC401: SANS Security Essentials SEC501: Advanced Security Essentials -
etwork+ Bootcamp Style Enterprise Defender
SSCP Security+ GCIH
SCNP SEC504: Hacker Techniques, Exploits,
and Incident Handling
TG o SSCP
It’s not about the cert, it's about the cissp
. .. . ” MGT414: SANS® +S™ Training Program
knowledge gained in pursuit of the cert. for the CISSP® Certification Exam
-Dave Hutt, Trustep Sienat, LLC (d[Y.
SCNA
MGTI MGTII MGT il
GSLC GSLC GSLC

MGT512: SANS Security Leadership Essentials for
Managers with Knowledge Compression™

GSIF
SEC301: Intro to Information Security

MGT512: SANS Security Leadership Essentials for
Managers with Knowledge Compression™

CISSP
MGT414: SANS®+S™ Training Program
for the CISSP® Certification Exam

CISM CAP

Security+

MGT512: SANS Security Leadership Essentials for
Managers with Knowledge Compression™

CISSP
MGT414: SANS® +S™ Training Program
for the CISSP® Certification Exam

CAP

By the end of 2011, all personnel performing CND-SP and IASAE roles must be certified.

These courses will prepare you for the required certifications:
[

CND CND INFRASTRUCTURE CND INCIDENT CND CN-SP
ANALYST SUPPORT RESPONDER AUDITOR MANAGER
GCIA SSCP (cld], ] GSNA CISSP-ISSMP
SEC503: Intrusion CEH SEC504: Hacker AUD507: Auditing CISM
Detection In-Depth Techniques, Exploits, = Networks, Perimeters,
CEH and Incident Handling and Systems
CSIH CISA
CEH CEH
IASAE | IASAEII IASAE I
CISSP CISSP ISSEP
MGT414: SANS®+S™ Training Program  MGT414: SANS®+S™ Training Program ISSAP

for the CISSP® Certification Exam for the CISSP® Certification Exam

10

Get more information at 8570@sans.org and www.sans.org/8570



Intro to
Information Security

SEC301

IAM Level | of the Department of Defense
Baseline Certification for 8570

This introductory certification course is the fastest way
to get up to speed in information security.

Written and taught by battle-scarred security veterans, this entry-level course covers
a broad spectrum of security topics and is liberally sprinkled with real-life examples.
A balanced mix of technical and managerial issues makes this course appealing to
attendees who need to understand the salient facets of information security and risk
management. Organizations often tap someone who has no information security
training and say,“Congratulations, you are now a security officer.” If you need to get
up to speed fast, Security 301 rocks!

We begin by covering basic terminology and concepts, and then move to the basics
of computers and networking as we discuss Internet Protocol, routing, Domain Name
Service, and network devices. We cover the basics of cryptography and wireless
networking; then we look at policy as a tool to effect change in your organization.

In the final day of the course, we put it all together with an introduction to defense

in depth.

If you're a newcomer to the field of information security, this is the course for you!
You will develop the skills to bridge the gap that often exists between managers and
system administrators and learn to communicate effectively with personnel in all
departments and at all levels within your organization.

This is the course SANS offers for the professional just starting out in security. If you
have experience in the field, please consider our more advanced offerings, such as
SEC401:SANS Security Essentials Bootcamp Style.

AUTHOR STATEMENT

A GoOD FRIEND OF MINE ONCE SAID, “A LITTLE SECURITY IS BETTER THAN NO SECURITY.”
IF YOUR ORGANIZATION IS IN EITHER SITUATION (LITTLE OR NO SECURITY) AND YOU
WANT TO MAKE A DIFFERENCE IN A POSITIVE WAY, THIS COURSE IS A GREAT PLACE TO
START. |F YOUR ORGANIZATION HAS ALREADY MADE AN INVESTMENT IN SECURITY, THIS
IS A GREAT OPPORTUNITY TO COMPARE NOTES WITH OTHERS AND IDENTIFY HOW TO
MAXIMIZE THE RETURN ON YOUR INVESTMENT. TWELVE YEARS AGO | AGREED TO FILL
THE POSITION OF “NUMBER ONE SPEAR CATCHER” (THE HEAD SECURITY GUY) FOR OUR
ORGANIZATION. | ASKED ABOUT TRAINING AND MY PREDECESSOR TOLD ME THAT THE
AGENCY WOULD PROVIDE TRAINING, BUT SUGGESTED THAT | WORK FOR SIX MONTHS
TO GET SOME “REAL-WORLD EXPERIENCE TO COMPARE AGAINST THE THEORY.” |T WAS
A LONG AND FRUSTRATING SIX MONTHS AND THE TRAINING WAS LESS THAN HELPFUL.
A FEW YEARS LATER WHEN SANS OFFERED TO LET ME HELP WRITE AND TEACH THIS
COURSE, | LITERALLY JUMPED AT THE OPPORTUNITY. EVERY TIME | TEACH IT, I'm
EXCITED AND | ENJOY IT AS MUCH AS THE ATTENDEES. IT’S BEEN VERY GRATIFYING.
-Frep Keray

Delivery Methods (Visit pages46-47 for more details)

Live Events « OnDemand « OnSite - SelfStudy

Five-Day Course
30 CPE/CMU Credits

Who Should Attend

« Persons new to information
technology (IT) who need to
understand the basics of infor-
mation assurance, computer
networking, cryptography, and
risk evaluation

» Managers and information
security officers who need a
basic understanding of risk
management and the tradeoffs
between confidentiality,
integrity, and availability

» Managers, administrators, and
auditors who need to draft,
update, implement, or enforce

policy

GIAC Certification
www.giac.org

“This fundamental
course sets the
groundwork for a
successful future

in IT security.

-BRrian Fricke,
US Navy/MSC

f”f Wy

Fred Kerby

SANS Course Catalog
WwWWw.sans.org



SEC401

-

Six-Day Course
46 CPE/CMU Credits
Laptop Required

Who Should Attend

« Security professionals who want to
fill the gaps in their understanding
of technical information security

« Managers who want to understand
information security beyond
simple terminology and concepts

» Anyone new to information
security with some background
in information systems and
networking

GIAC Certification
www.giac.org

STl Masters Program
www.sans.edu

sapere

aude

Cyber Guardian Program
www.sans.org/cyber-guardian

SANS Course Catalog

WwWw.sans.org

SANS Security Essentials
Bootcamp Style

IAT Level Il of the Department of Defense
Baseline Certification for 8570

Maximize your training time and turbo-charge your career in
security by learning the full SANS Security Essentials curriculum
needed to qualify for the GSEC certification.

SANS Security Essentials is designed to give anyone

interested in network security the skills required to be Please note tl'mtsome

an effective player in this arena. This in-depth, compre- course material for SEC401

hensive course provides the essential, up-to-the-minute ~ andMGT512 may overlap.
We recommend SEC401 for

knowledge and skills required for securing systems and

organizations and equips you with the language and those interested in a more

theory of computer security. Learn all of this and more technical course ofst.udy f"’d

from the best security instructors in the industry. MGT512 for those primarily
interested in a leadership-

This course is endorsed by the Committee on National oriented but less technical

Security Systems (CNSS) NSTISSI 4013 Standard for Systems

learning experience.
Administrators in Information Systems Security (INFOSEC). gexp

When Security 401 is taught in a live classroom environment, mandatory bootcamp
sessions are held on course days 1-5, usually from 5:15pm - 7:00pm. Attendance is required
for the evening bootcamp sessions as the information presented appears on the GIAC
exams. These daily bootcamps give you the opportunity to apply the knowledge gained
throughout the course in an instructor-led environment. It helps fill your toolbox with
valuable tools you can use to solve problems when you go back to work. The material
covered is based on Dr. Eric Cole’s “cookbook for geeks,” and most students find it to
be one of the highlights of their Security Essentials experience! Students will have the
opportunity to install, configure, and use the tools and techniques they have learned.
CDs containing the software required will be provided for each student. Students should
arrive with a laptop properly configured. A working knowledge of each operating system
is recommended but not required. For students who do not wish to build a dual boot
machine, SANS will provide a bootable Linux CD for the Linux exercises.

AUTHOR STATEMENT
ONE OF THE THINGS | LOVE TO HEAR FROM STUDENTS AFTER TEACHING SECURITY 401 IS, “I HAVE WORKED IN SECURITY
FOR MANY YEARS, AND AFTER TAKING THIS COURSE | REALIZED HOW MUCH | pID NoT KNow.” WITH THE LATEST
VERSION OF SANS SEcURITY ESSENTIALS BOOTCAMP STYLE, WE HAVE REALLY CAPTURED THE CRITICAL ASPECTS OF
SECURITY AND ENHANCED THOSE TOPICS WITH EXAMPLES TO DRIVE HOME THE KEY POINTS. AFTER ATTENDING THIS
COURSE, | AM CONFIDENT YOU WILL WALK AWAY WITH SOLUTIONS TO PROBLEMS YOU HAVE HAD FOR A WHILE PLUS
SOLUTIONS TO PROBLEMS YOU DID NOT EVEN KNOW YOU HAD. -ERic CoLe, PHD

Delivery Methods (Visit pages 46-47 for more details)
Live Events « Mentor + OnDemand « OnSite - vLive! « SelfStudy




Advanced Security Essentials
= Enterprise Defender

Cyber security will continue to increase in importance as
attacks become stealthier, have a greater financial impact
on an organization, and cause reputational damage.

While Security Essentials lays a solid foundation for the security practitioner, there
is only so much that can be packed into a six-day course. SEC501 is a follow up to
SEC401:SANS Security Essentials (with no overlap) and continues to focus on more
technical areas needed to protect an organization. The course focus is on:
Prevention - configuring a system or network correctly

Detection - identifying that a breach has occurred at the system or network level
Reaction - responding to an incident and moving to evidence collection/forensics

Prevention is ideal, but detection is a must. We have to ensure that we constantly
improve security to prevent as many attacks as possible. This prevention/
protection occurs externally and internally. Attacks will continue to pose a threat
to an organization as data becomes more portable and networks continue to be
porous. Therefore a key focus needs to be on data protection — securing our critical
information whether it resides on a server, in a robust network architecture, or on a
portable device.

Despite our best effort at preventing attacks and protecting critical data, some
attacks will still be successful. Therefore we need to be able to detect attacks in

a timely fashion. This is accomplished by understanding the traffic flowing on
your networks and looking for indication of an attack. It also includes performing
penetration testing and vulnerability analysis against an organization to identify
problems and issues before a compromise occurs.

Finally, once an attack has been detected, we must react in a timely fashion and
perform forensics. By understanding how the attacker broke in, this can be fed back
into more effective and robust preventive and detective measures, completing the
security lifecycle.

AUTHOR STATEMENT

IT 1S ALWAYS A THRILL AFTER | FINISH TEACHING SEC401 To SEE STUDENTS LEAVE WITH A FIRE IN THEIR EYES AND
AN EXCITEMENT ABOUT THEM. THEY WALKED INTO CLASS FEELING OVERWHELMED THAT SECURITY IS A LOST CAUSE, BUT
THEY LEAVE CLASS UNDERSTANDING WHAT THEY NEED TO DO AND HAVE A FOCUS AND DRIVE TO DO THE RIGHT THING TO
SECURE THEIR ORGANIZATIONS. HOWEVER THE NEXT QUESTION WE RECEIVE ON A CONSTANT BASIS IS, WHAT COURSE
sHouLd I Take NExT? How Do | coNTINUE My JOURNEY? WELL, IT DEPENDS ON WHAT YOUR FOCUS AREA IS. Do you
WANT TO GET MORE INTO PERIMETER PROTECTION, IDS, OPERATING SYSTEM SECURITY, ETC? THE CHALLENGE IS THAT
MANY STUDENTS HAVE POSITIONS THAT DO NOT ALLOW THEM TO FOCUS ON ONE AREA — THEY NEED TO UNDERSTAND ALL
OF THE KEY AREAS ACROSS SECURITY. WHAT STUDENTS ARE TELLING US IS THAT THEY WANT A SECURITY ESSENTIALS
PART 2 OR A 500-LEVEL CONTINUATION OF SECURITY ESSENTIALS COVERING THE NEXT LEVEL OF TECHNICAL
KNOWLEDGE. IN SECURITY 501, SANS HAS DECIDED TO GIVE STUDENTS JUST WHAT THEY HAVE BEEN ASKING FOR,
AND | AM BEYOND THRILLED WITH THE RESULTS. WE HAVE IDENTIFIED CORE FOUNDATION AREAS THAT COMPLEMENT
SEC4071 wITH NO OVERLAP AND CONTINUE TO BUILD A SOLID SECURITY FOUNDATION FOR NETWORK PRACTITIONERS.
-Eric CoLe, PuD

Delivery Methods (Visit pages46-47 for more details)
Live Events » OnDemand -« OnSite - vLive!

SEC501

-

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend

« Students who have taken Security
Essentials and want a more
advanced 500-level course similar
to SEC401

« People who have foundational
knowledge covered in SEC401,
do not want to take a specialized
500-level course, and still want a
broad, advanced coverage of the
core areas to protect their systems

« Anyone looking for detailed
technical knowledge on how
to protect against, detect, and
react to the new threats that will
continue to cause harm to an
organization

GIAC Certification
www.giac.org

PREREQUISITE
SEC401 is recommended
but not required.

“This was a great class.
The instructor had great
high energy and kept
things moving!”

-MicuELLe Herb,
UniversiTy oF DENVER

SANS Course Catalog
Www.sans.org



SEC502

-

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend

« Information security officers

« Intrusion analysts

« IT managers

» Network architects

» Network security engineers

» Network and system administrators

« Security managers, analysts,
architects, and auditors

GIAC Certification
www.giac.org

sapere
aude
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Cyber Guardian Program
www.sans.org/cyber-guardian

“The expertise of the trainer
is impressive, real life
situations explained,

very good manuals.

1

Best training ever!

-JERRY RoBLESs DE MEDINA Gopo CU

SANS Course Catalog
Www.sans.org

Perimeter Protection
In-Depth

There is no single fix for securing your network.

That's why this course is a comprehensive analysis of a wide breadth of technologies. This is prob-
ably the most diverse course in the SANS catalog, as mastery of multiple security techniques are
required to defend your network from remote attacks.You cannot just focus on a single OS or se-
curity appliance. A proper security posture comprises multiple layers. This course was developed
to give you the knowledge and tools necessary at every layer to ensure your network is secure.

The course starts by looking at common problems: Is there traffic passing by my firewall |
didn't expect? How did my system get compromised when no one can connect to it from the
Internet? Is there a better solution than anti-virus for controlling malware? We'll answer these
questions and more.

We all know how to assign an IP address, but to secure your network you really need to
understand the idiosyncrasies of the protocol. We'll talk about how IP works and how to spot the
abnormal patterns. If you can’t hear yourself saying “Hummm, there are no TCP options in that
packet. It's probably forged,” then you'll gain some real insight from this portion of the material.

Once you have an understanding of the complexities of IP, we'll get into how to control it on the
wire. We focus on the underlying technology used by all of the projects rather than telling you
which ones are good and which ones are bad. A side-by-side product comparison is only useful
for that specific moment in time. By gaining knowledge of what goes on under the cover, you
will be empowered to make good product choices for years to come. Just because two firewalls
are stateful inspection, do they really work the same on the wire? Is there really any difference
between stateful inspection and network-based intrusion prevention, or is it just marketing?
These are the types of questions we address in this portion of the course.

We move on to a proper, wire-level assessment of a potential product, as well as what options
and features are available. We'll even get into how to deploy traffic control while avoiding some
of the most common mistakes. Feel like your firewall is generating too many daily entries for
you to review the logs effectively? We'll address this problem not by reducing the amount of
critical data, but by streamlining and automating the back end process of evaluating it.

But you can’t do it all on the wire. A properly layered defense needs to include each individual
host — not just the hosts exposed to access from the Internet, but hosts that have any kind

of direct or indirect Internet communication capability as well. We'll start with OS lockdown
techniques and move on to third party tools that can permit you to do anything from sandbox
insecure applications to full-blown application policy enforcement.

Most significantly, I've developed this course material using the following guiding principles:
learn the process, not just one specific product; you learn more by doing, so hands-on problem-
solving is key; and always peel back the layers and identify the root cause. While technical knowl-
edge is important, what really matters are the skills to properly leverage it. This is why the course
is heavily focused on problem solving and root cause analysis. While these are usually consid-
ered soft skills, they are vital to being an effective security architect. So along with the technical
training, you'll receive risk management capabilities and even a bit of Zen empowerment.

AUTHOR STATEMENT
ONE OF THE MOST REWARDING THINGS | HAVE EVER DONE IN MY CAREER IS AUTHOR THIS COURSE MATERIAL. IT IS REALLY
DIFFICULT TO FIND SOLID, UNBIASED ADVICE FOR SECURING YOUR NETWORK. VENDORS MUST WATCH THEIR BOTTOM LINE. THIS
NEED CAN MANIFEST ITSELF IN SOME INTERESTING WAYS, LIKE GIVING YOU POOR ADVICE THAT FOCUSES MORE ON REDUCING THEIR
SUPPORT COSTS THAN INCREASING YOUR SECURITY POSTURE. IS IT ANY SURPRISE THAT VENDOR TRAINING HAS TURNED INTO A
MARKETING OPPORTUNITY RATHER THAN A CHANCE TO TELL YOU HOW TO WORK AROUND THE PROBLEMS IN THEIR PRODUCT?
THE INTERNET CAN ALSO BE HIT OR MISS. THERE ARE TESTING CENTERS, NEWS SITES, BLOGS, ETC., BUT MOST ARE EITHER
OWNED BY A SECURITY VENDOR, DO WORK FOR THEM, OR SELL AD SPACE TO THEM. THERE ARE INDIVIDUALS WHO HONESTLY
WANT TO BE HELPFUL, BUT THEY LACK THE EXPERTISE TO DO SO EFFECTIVELY. FOR EXAMPLE, POST THIS QUESTION TO ANY
GIVEN SECURITY FORUM OR MAILING LIST: “I NEED A NEW FIREWALL. CAN ANYONE RECOMMEND SOMETHING?” AND WATCH THE
PRODUCT RECOMMENDATIONS COME POURING IN. HOW HELPFUL CAN THIS ADVICE REALLY BE WHEN THEY KNOW NOTHING ABOUT
YOUR NETWORK OR SPECIFIC NEEDS? -CHRIS BRENTON

Delivery Methods (Visit pages 46-47 for more details)
Live Events « OnDemand « OnSite - vLive!




Intrusion Detection

SEC503
In-Depth

CND Analyst for the Department of

Defense Baseline Certification for 8570 Six-Day Course

36 CPE/CMU Credits
Learn practical, hands-on intrusion detection and Laptop Required
traffic analysis from top practitioners/authors in the field.
This is the most advanced network intrusion detection program that has ever been Who Should Attend

taught. All of the course material is either new or just updated to reflect the latest « Intrusion detection analysts
attack patterns. This series is jam-packed with network traces and analysis tips. The (all levels)

emphasis is on increasing students’ understanding of the workings of TCP/IP and Hex, - Network engineers
methods of network traffic analysis, and one specific network intrusion detection . System, security, and network
system—Snort. This course is not a comparison or demonstration of multiple administrators

NIDS. Instead, the knowledge/information provided here allows students to better - Hands-on security managers
understand the qualities that go into a sound NIDS and the “whys” behind them so that

they will be better equipped to make a wise selection for their site’s particular needs.

This is a fast-paced course and students are expected to have a basic working
knowledge of TCP/IP (see: www.sans.org/training/tcpip_quiz.php) in order to fully
understand the topics that will be discussed. Although others may benefit, this course
is most appropriate for students who are or will become intrusion detection analysts.

Students generally range from novices with some TCP/IP background all the way to GIAC Certification
www.giac.org

seasoned analysts. The challenging, hands-on exercises are specially designed for all
experience levels. We strongly recommend that you spend some time getting familiar
with TCPdump, WINdump, or another network analyzer output before coming to class.

“This class heightens your
security awareness on
AUTHOR STATEMENT protecting your network
Guy Bruneau, Mike Poor, AND | HAVE WORKED AS INTRUSION and provides excellent STI Masters Program
ANALYSTS FOR MANY YEARS. OVER THE YEARS, WE HAVE SEEN OUR examples, in detail, on how www.sans.edu

: s
FAIR SHARE OF ATTACKS AND SUSPICIOUS TRAFFIC OFTEN LEADING TO to accomplish this.
-LAura FReemaN, DND

INTRUSIONS. OVER TIME, WE HAVE DEVELOPED VARIOUS ANALYSIS
TECHNIQUES THAT WORK ON NEW DETECTS, AND WE HAVE LEARNED
HOW TO PASS THOSE ON TO THE STUDENTS. ATTENDEES WILL LEARN
How TCP/IP REALLY WORKS FROM INSTRUCTORS WHO HAVE SPENT
THOUSANDS OF HOURS ANALYZING, RESEARCHING, AND CATEGORIZING ) §
SUSPICIOUS TRAFFIC WITH A VARIETY OF

SECURITY T00LS. YOU WILL LEARN FROM _ Cyber Guardian Program
HUNDREDS OF OLD AND CURRENT EXAMPLES www.sans.org/cyber-guardian
OF DETECTS THAT WERE CAPTURED IN THE REAL .

WORLD AND BE ABLE TO APPLY THESE REAL-WORLD " PREREQUISITES

sapere
aude

You must possess at least a workin
EXAMPLES TO ANALYZE KNOWN AND NEW INTRUSION PATTERNS. WE know,edseompﬂpmdmx'Seeg
ARE CONFIDENT THAT STUDENTS WILL PUT THE TRAINING THEY RECEIVE www.sans.org/training/tcpip_quiz.php
to test your TCP/IP and
FROM THIS COURSE INTO PRACTICE THE DAY THEY GET BACK TO THE OFFICE. Sy Hex basics knowledge.
-Jupy Novak, Guy Bruneau, AND Mike Poor
Mike Poor
Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog

LiveEvents ¢ Mentor « OnDemand '+ OnSite « vLive! « SelfStudy Www.sans.org



SEC504

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend
« Incident handlers
« Leaders of incident handling teams

« System administrators who are
on the front lines defending their
systems and responding to attacks

« Other security personnel who are
first responders when systems
come under attack

GIAC Certification
www.giac.org

STl Masters Program
www.sans.edu

sapere
aude

/NS

Cyber Guardian Program
www.sans.org/cyber-guardian

SANS Course Catalog

WwWw.sans.org

Hacker Techniques, Exploits,
and Incident Handling

CND Incident Responder for the Dept. of
Defense Baseline Certification for 8570

If your organization has an Internet connection
or a disgruntled employee (and whose doesn’t!),
your computer systems will get attacked.

From the five, ten, or even one hundred daily probes against your Internet infrastruc-
ture to the malicious insider slowly creeping through your most vital information
assets to the spyware your otherwise wholesome users inadvertently downloaded,
attackers are targeting your systems with increasing viciousness and stealth.

By helping you understand attackers’ tactics and strategies in detail, giving you hands-
on experience in finding vulnerabilities and discovering intrusions, and equipping you
with a comprehensive incident handling plan, this course helps you turn the tables on
computer attackers. It addresses the latest cutting-edge insidious attack vectors, the
‘oldie-but-goodie’attacks that are still so prevalent, and everything in between. Instead
of merely teaching a few hack attack tricks, this course includes a time-tested, step-
by-step process for responding to computer incidents; a detailed description of how
attackers undermine systems so you can prepare, detect,and respond to them;and a
hands-on workshop for discovering holes before the bad guys do. This workshop also
includes the unique SANS Capture-the-Flag event on the last day where you will apply
your skills developed throughout the session to match wits with your fellow students
and instructor in a fun and engaging learning environment. You'll get to attack the
systems in our lab and capture the flags to help make the lessons from the whole
week more concrete. Additionally, the course explores the legal issues associated with
responding to computer attacks, including employee monitoring, working with law
enforcement, and handling evidence.

This challenging course is particularly well suited to individuals who lead or are a part
of an incident handling team. Furthermore, general security practitioners, system ad-
ministrators, and security architects will benefit by understanding how to design, build,
and operate their systems to prevent, detect, and respond to attacks.

It is imperative that you get written permission from the proper authority in your organization before using
these tools and techniques on your company’s system and also that you advise your network and computer
operations teams of your testing.

AUTHOR STATEMENT

My FAVORITE PART OF TEACHING HACKER TECHNIQUES, EXPLOITS, AND INCIDENT HANDLING IS WATCHING STUDENTS
WHEN THEY FINALLY “GET IT.” IT'S USUALLY A TWO-STAGE PROCESS. FIRST, STUDENTS BEGIN TO REALIZE HOW TRULY
MALICIOUS SOME OF THESE ATTACKS ARE. SOME STUDENTS HAVE A VERY VISCERAL REACTION, OCCASIONALLY SHOUTING
ouT “OH, SHOOT!” WHEN THEY SEE WHAT THE BAD GUYS ARE REALLY UP T0. BUT IF | STOPPED THE PROCESS AT
THAT POINT, |'D BE DOING A DISSERVICE. THE SECOND STAGE IS EVEN MORE FUN. LATER IN THE CLASS, STUDENTS
GRADUALLY REALIZE THAT EVEN THOUGH THE ATTACKS ARE REALLY NASTY, THEY CAN PREVENT, DETECT, AND RESPOND
70 THEM. USING THE KNOWLEDGE THEY GAIN IN THIS COURSE, THEY KNOW THEY'LL BE READY WHEN A BAD GUY
LAUNCHES AN ATTACK AGAINST THEIR SYSTEMS. AND BEING READY TO THWART THE BAD GUYS IS WHAT IT'S ALL ABOUT.
- Ep Skoupis

Delivery Methods (Visit pages46-47 for more details)
Live Events » Mentor + OnDemand « OnSite - vLive! « SelfStudy



securing Windows

Will you be transitioning from Windows XP to Windows 7?

The Securing Windows course is fully updated for Windows Server 2008-R2 and
Windows 7. Most of the content applies to Windows Server 2003 and XP too, but the
focus is on 2008/Vista/7.

Concerned about the 20 Critical Security Controls of the Consensus Audit Guidelines?
This course will help you implement , not just audit, the critical controls relevant to
Windows systems and will walk you through most of the tools step by step, too.

As a Windows security expert, how can you stand out from the crowd and offer man-
agement more than the usual apply-this-checklist advice? Be a security architect who
understands the big picture. You can save your organization money, maintain compli-
ance with regulations, secure your networks, and advance your career all at the same
time. How? By leveraging the Windows infrastructure you've already paid for.

This program is a comprehensive set of courses for Windows security architects and
administrators. It tackles tough problems like Active Directory forest design, how to
use Group Policy to lock down desktops, deploying a Microsoft PKI and smart cards,
pushing firewall and IPSec policies out to every computer in the domain, securing
public IS web servers, and PowerShell scripting.

PowerShell is the future of Windows scripting and automation. Easier to learn and
more powerful than VBScript, PowerShell is an essential tool for automation and
scalable management. If there is one skill that will most benefit the career of a
Windows specialist, it's scripting. Most of your competition lack scripting skills, so
it's a great way to make your resume stand out. Scripting skills are also essential for
being able to implement the 20 Critical Security Controls.

You are encouraged to bring a virtual machine running Windows Server 2008
Enterprise Edition configured as a domain controller, but this is not a requirement
for attendance since the instructor will demo everything discussed on-screen. You
can get a free evaluation version of Server 2008 from Microsoft's website (just do a
Google search on “site:microsoft.com Server 2008 trial”). You can use VMware, Virtual
PC, or any other virtual machine software.

This is a fun and fascinating course, a real eye-opener even for Windows administra-
tors with years of experience. Come see why there’s a lot more to Windows security
than just applying patches and changing passwords; come see why a Windows
network needs a security architect.

AUTHOR STATEMENT
1'VEHAPPILY BEEN WITH SANS FOR OVER A DECADE, AND THE COURSES | WRITE ARE ALWAYS GUIDED BY TWO QUESTIONS
1) WHAT DO ADMINISTRATORS NEED TO KNOW TO SECURE THEIR NETWORKS? AND 2) WHAT SHOULD ADMINISTRATORS
LEARN TO ADVANCE THEIR CAREERS AS IT PROFESSIONALS? I'M NOT A MICROSOFT EMPLOYEE OR A MiCROSOFT-
BASHER, SO YOU WON'T GET EITHER KIND OF PROPAGANDA HERE; MY CONCERN IS WITH THE HEALTH OF YOUR NETWORK
AND YOUR CAREER. AS A SECURITY CONSULTANT I’VE SEEN IT ALL (600D, BAD, AND UGLY), AND MY EXPERIENCE GOES
INTO THE MANUALS | WRITE FOR SANS AND THE STORIES | TELL IN SEMINAR. THE SECURING WINDOWS COURSE IS
PACKED WITH INTERESTING AND USEFUL ADVICE WHICH ISN'T SO EASY T FIND ON THE INTERNET. WE ALWAYS HAVE
A GOOD TIME, SO | HOPE TO MEET YOU AT THE NEXT TRAINING EVENT! -JAsoN Fossen

Delivery Methods (Visit pages46-47 for more details)

Live Events « OnDemand - OnSite « SelfStudy

SEC505

Six-Day Course
36 CPE/CMU Credits
Laptop Recommended

Who Should Attend

» Windows network security
engineers and architects

» Windows administrators with
security duties

» Anyone with Windows machines
who wants to implement the SANS
20 Critical Security Controls

» Active Directory designers and
administrators

» Those who must enforce security
policies on Windows hosts

» Those deploying or managing a PKI
or smart cards

« lIS administrators and web masters
with web servers at risk

« Administrators who use the
command line or scripting to
automate their duties and must

learn PowerShell (the replacement
for CMD scripting and VBScript)

GIAC Certification
www.giac.org

sapere
aude

/ \
Cyber Guardian Program

www.sans.org/cyber-guardian

SANS Course Catalog
Www.sans.org



SEC542

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend
« General security practitioners
» Website designers and architects

+ Developers

GIAC Certification
www.giac.org

STI Masters Program
www.sans.edu

sapere
aude

/NS

Cyber Guardian Program
www.sans.org/cyber-guardian

“This is the first course |
have taken where | was
completely unaware of time
— very engaging. Kevin is
very knowledgeable and an
excellent representative of
the SANS Institute.”

-Scort AshtoN, Potice & Fire FCU

e

Kevin Johnson I+ T
L~ e
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Web App Penetration Testing
and Ethical Hacking

Assess Your Web Apps In Depth.

Web applications are a major point of vulnerability in organizations today. Web

app holes have resulted in the theft of millions of credit cards, major financial and
reputational damage for hundreds of enterprises, and even the compromise of
thousands of browsing machines that visited websites altered by attackers. In

this intermediate- to advanced-level class you'll learn the art of exploiting web
applications so you can find flaws in your enterprise’s web apps before the bad guys
do. Through detailed, hands-on exercises and training from a seasoned professional,
you will be taught the four-step process for web application penetration testing. You
will inject SQL into back-end databases, learning how attackers exfiltrate sensitive
data. You will utilize cross-site scripting attacks to dominate a target infrastructure
in our unique hands-on laboratory environment. And, you will explore various other
web app vulnerabilities in depth with tried-and-true techniques for finding them
using a structured testing regimen. You will learn the tools and methods of the
attacker so that you can be a powerful defender.

On day one, we will study the attacker’s view of the web as well as learn an attack
methodology and how the pen tester uses JavaScript within the test. On day two, we
will study the art of reconnaissance specifically targeted to web applications. We will
also examine the mapping phase as we interact with a real application to determine
its internal structure. During day three, we will continue our test by starting the
discovery phase using the information we gathered on day two. We will focus on
application/server-side discovery. On day four, we will continue discovery, focusing
on client-side portions of the application, such as Flash objects and Java applets. On
day five, we will move into the final stage of exploitation. Students will use advanced
exploitation methods to gain further access within the application. Day six will be a
Capture the Flag event where the students will be able to use the methodology and
techniques explored during class to find and exploit the vulnerabilities within an
intranet site.

Throughout the class, you will learn the context behind the attacks
so that you intuitively understand the real-life applications of

our exploitation. In the end, you will be able to assess your own
organization’s web applications to find some of the most common
and damaging web application vulnerabilities today.

AUTHOR STATEMENT

TESTING THE SECURITY OF WEB APPLICATIONS IS NOT AS SIMPLE AS JUST KNOWING
WHAT SQL INJECTION AND CROSS-SITE SCRIPTING MEAN. SUCCESSFUL TESTERS
UNDERSTAND THAT METHODICAL, THOROUGH TESTING IS THE BEST MEANS OF
FINDING THE VULNERABILITIES WITHIN THE APPLICATIONS. THIS REQUIRES A
DEEP UNDERSTANDING OF HOW WEB APPLICATIONS WORK AND WHAT ATTACK
VECTORS ARE AVAILABLE. THIS COURSE PROVIDES THAT UNDERSTANDING
BY EXAMINING THE VARIOUS PARTS OF A WEB APPLICATION PENETRATION.
WHEN TEACHING THE CLASS, | ESPECIALLY ENJOY THE USE OF REAL-WORLD
. EXERCISES AND THE IN-DEPTH EXPLORATION OF WEB PENETRATION TESTING.
-Kevin JoHnsoN

Delivery Methods (Visit pages 46-47 for more details)
LiveEvents » OnDemand - OnSite « vLive! « SelfStudy



Network Penetration Testing
and Ethical Hacking

Find Security Flaws Before the Bad Guys Do.

Security vulnerabilities, such as weak configurations, unpatched systems, and
botched architectures, continue to plague organizations. Enterprises need
people who can find and eradicate flaws from our
infrastructures in a professional manner. Lots of
people claim to have penetration testing, ethical
hacking, and security assessment skills, but precious
few can apply these skills in a methodical regimen
of professional testing to help make an organization
more secure. This class covers the ingredients for
successful network penetration testing to help
attendees improve their enterprise’s security stance.

IMPORTANT NOTE:

SEC560 is one of the most techni-
cally rigorous courses offered by
SANS. Attendees are expected
to have a working knowledge of
TCP/IP; cryptographic routines,
such as DES, AES, and MD5;

and the Windows and Linux
command lines before they step
into class. Although SEC401 and
SEC504 are not prerequisites

for SEC560, these courses cover
the groundwork that all SEC560
attendees are expected to

know. This course is technically
in-depth and programming
knowledge is NOT required.

We address detailed pre-test planning, including
setting up an effective penetration testing infrastruc-
ture and establishing ground rules with the target
organization to avoid surprises and misunderstand-
ing. Then we discuss a time-tested methodology for
penetration and ethical hacking across the network,
evaluating the security of network services and the
operating systems behind them.

Attendees will learn how to perform detailed reconnaissance, learning about a
target’s infrastructure by mining blogs, search engines, and social networking sites.
We'll then turn our attention to scanning, experimenting with numerous tools in
hands-on exercises. Our exploitation phase will include the use of exploitation
frameworks, stand-alone exploits, and other valuable tactics, all with hands-on exer-
cises in our lab environment. The class also discusses how to prepare a final report
tailored to maximize the value of the test from both a management and technical
perspective. The final portion of the class includes a comprehensive hands-on exer-
cise in which students will conduct a penetration test against a hypothetical target
organization following all of the steps we've covered over the last six days.

The course also describes the limitations of penetration testing techniques
and other practices that can be used to augment penetration testing to

find vulnerabilities in architecture, policies, and processes. We address how
penetration testing should be integrated as a piece of a comprehensive
enterprise information security program.

AUTHOR STATEMENT

SUCCESSFUL PENETRATION TESTERS DON'T JUST THROW A BUNCH OF HACKS AGAINST AN
ORGANIZATION AND REGURGITATE THE OUTPUT OF THEIR TOOLS. INSTEAD, THEY NEED
TO UNDERSTAND HOW THESE TOOLS WORK IN DEPTH AND CONDUCT THEIR TEST IN A
CAREFUL, PROFESSIONAL MANNER. THIS COURSE EXPLAINS THE INNER WORKINGS OF
NUMEROUS TOOLS AND THEIR USE IN EFFECTIVE NETWORK PENETRATION TESTING AND
ETHICAL HACKING PROJECTS. WHEN TEACHING THE CLASS, | PARTICULARLY ENJOY THE
HANDS-ON EXERCISES THAT CULMINATE IN A FINAL PEN-TESTING EXTRAVAGANZA LAB.
-Ep Skoupis

Delivery Methods (Visit pages46-47 for more details)

LiveEvents » Mentor ¢« OnDemand « OnSite - vLive! " SelfStudy

SEC560

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend
» Penetration testers
« Ethical hackers

« Auditors who need to build
deeper technical skills

» Security personnel whose
job involves assessing target
networks and systems to find
security vulnerabilities

GIAC Certification
www.giac.org

sapere
aude

/ \

Cyber Guardian Program
www.sans.org/cyber-guardian

\ Ed Skoudis

SANS Course Catalog
Www.sans.org



SEC566

-

Five-Day Course
30 CPE/CMU Credits
Laptop Required

Who Should Attend
« Information assurance auditors

» System implementers/
administrators

» Network security engineers
« IT administrators

» DoD personnel/contractors
» Federal agencies/clients

« Private sector organizations
looking for information assurance
priorities for securing their systems

» Security vendors and consulting
groups looking to stay current
with frameworks for information
assurance

» Alumni of SEC/AUD 440, SEC401,
SEC501, SANS Audit classes, and
MGT512

'y

Eric Cole, PhD ,‘i

P S

SANS Course Catalog
Www.sans.org

Implementing and Auditing the 20
Critical Security Gontrols = In Depth

This course helps you master specific,
proven techniques and tools needed to implement and
audit the Top Twenty Most Critical Security Controls.

These Top 20 Security Controls, listed below, are rapidly becoming accepted as the
highest priority list of what must be done and proven before anything else at nearly all
serious and sensitive organizations. These controls were selected and defined by the
US military and other government and private organizations (including NSA, DHS, GAO,
and many others) who are the most respected experts on how attacks actually work
and what can be done to stop them. They defined these controls as their consensus
for the best way to block the known attacks and the best way to help find and mitigate
damage from the attacks that get through. For security professionals, the course
enables you to see how to put the controls in place in your existing network through
effective and widespread use of cost-effective automation. For auditors, CIOs,and

risk officers, the course is the best way to understand how you will measure whether
the Top 20 controls are effectively implemented. It closely reflects the Top 20 Critical
Security Controls found at http://www.sans.org/critical-security-controls.

One of the best features of the course is that it uses offense to inform defense. In
other words, you will learn about the actual attacks that you'll be stopping or mitigat-
ing. That makes the defenses very real, and it makes you a better security person.

Top 20 Critical Security Controls

11 Account Monitoring and Control
12 Malware Defenses

Critical Controls Subject to Automated Collection,
Measurement, and Validation:

1 Inventory of Authorized and Unauthorized Devices
2 Inventory of Authorized and Unauthorized Software
3 Secure Configurations for Hardware and Software on

13 Limitation and Control of Network Ports,
Protocols, and Services

14 Wireless Device Control

Laptops, Workstations, and Servers

4 Secure Configurations of Network Devices, such as
Firewalls, Routers, and Switches

Boundary Defense

Maintenance and Analysis of Security Audit Logs
Application Software Security

Controlled Use of Administrative Privileges

Controlled Access Based On Need to Know

10 Continuous Vulnerability Assessment and Remediation

15 Data Loss Prevention

Additional Critical Controls (not directly
supported by automated measurement
and validation):

16 Secure Network Engineering

17 Penetration Tests and Red Team Exercises

18 Incident Response Capability

19 Data Recovery Capability

20 Security Skills Assessment and Training to Fill Gaps

O 0 N O Wn

AUTHOR STATEMENT
A WE'VE HAD THE OPPORTUNITY TO TALK WITH INFORMATION ASSURANCE ENGINEERS, AUDITORS, AND MANAGERS
OVER THE PAST TEN YEARS, WE'VE SEEN FRUSTRATION IN THE EYES OF THESE HARDWORKING INDIVIDUALS WHO
ARE TRYING TO MAKE A DIFFERENCE IN THEIR ORGANIZATIONS BY BETTER DEFENDING THEIR DATA SYSTEMS. IT
HAS EVEN COME TO THE POINT WHERE SOME ORGANIZATIONS HAVE DECIDED THAT IT'S SIMPLY T0O HARD TO
PROTECT THEIR INFORMATION, AND MANY HAVE STARTED TO WONDER, IS THE FIGHT REALLY WORTH 1T? WILL WE
EVER SUCCEED? WE SEE COMPANIES AND AGENCIES MAKING HEADWAY, BUT THE OFFENSE KEEPS PUSHING. THE
GOAL OF THIS COURSE IS TO GIVE DIRECTION AND A REALISTIC HOPE TO ORGANIZATIONS ATTEMPTING TO SECURE
THEIR SYSTEMS. THE 20 CRiTicAL SECURITY CONTROLS: PLANNING, IMPLEMENTING AND AUDITING OFFERS
DIRECTION AND GUIDANCE FROM THOSE IN THE INDUSTRY THAT THINK THROUGH THE EYES OF THE ATTACKER AS
TO WHAT SECURITY CONTROLS WILL MAKE THE MOST IMPACT. WHAT BETTER WAY TO PLAY DEFENSE THAN BY
UNDERSTANDING THE MINDSET OF THE OFFENSE? BY IMPLEMENTING OUR DEFENSE METHODICALLY AND WITH THE
INDSET OF A HACKER, WE THINK ORGANIZATIONS HAVE A CHANCE TO SUCCEED IN THIS FIGHT. WE HOPE THIS
COURSE HELPS TURN THE TIDE. -ERIc CoLE, PHD AND JAMES TARALA

Delivery Methods (Visit pages 46-47 for more details)
Live Events ¢ OnSite



Wireless Ethical Hacking,

Penetration Testing, and Defenses

Despite the security concerns many of us share regarding
wireless technology, it is here to stay.

In fact, not only is wireless here to stay, it is growing in deployment and utilization with wireless

LAN technology and WiFi as well as with other applications, including cordless telephones,

smart homes, embedded devices, and more. Technologies, such as ZigBee and WiMAX, offer

new methods of connectivity to devices, while other wireless technologies, including WiFi,

Bluetooth, and DECT, continue their massive growth rate, each introducing their own set of

security challenges and attacker opportunities.

The SWAT Toolkit consists of:

« Powerful 500 mW ALFA
802.11a/b/g/n wireless card

+ USB Global Positioning System
(GPS) adapter

« High-power Bluetooth interface
with external antenna connector

« All software and tools used in lab
exercises based on Backtrack 4

To be a wireless security expert, you need to have a
comprehensive understanding of the technology, the threats,
the exploits, and the defense techniques along with hands-on
experience in evaluating and attacking wireless technology.
Not limiting your skill-set to WiFi, you'll need to evaluate the
threat from other standards-based and proprietary wireless
technologies as well. This course takes an in-depth look at the
security challenges of many different wireless technologies,

exposing you to wireless security threats through the eyes
of an attacker. Using readily available and custom-developed tools, you'll navigate your way
through the techniques attackers use to exploit WiFi networks such as attacks against WEP,
WPA/WPA2, PEAP,TTLS, and other systems, including developing attack techniques leveraging
Windows 7 and Mac OS X. We'll also examine the commonly overlooked threats associated
with Bluetooth, ZigBee, DECT, and proprietary wireless systems. As part of the course, you'll
receive the SWAT Toolkit, which will be used in hands-on labs to back up the course content and
reinforce wireless ethical hacking techniques.

Using assessment and analysis techniques, this course will show you how to identify the
threats that expose wireless technology and build on this knowledge to implement defensive
techniques that can be used to protect wireless systems.

In terms of technical content, this course ranks up at the top for in-depth, comprehensive
information about wireless security. However, you don't need to be an expert in wireless
technology to succeed in this course. To help students consume the course content, there
are extensive notes for every topic, complete with review question and answer sections and
recommendations for additional reading if you want to dig deeper. Many students comment
that their favorite part about the course is the hands-on time,
which makes up a significant part of the course. Classroom labs are
written such that even if you have never used wireless technology
or a Linux system before, you'll be able to complete all exercises
and reproduce your results against your own networks when you
return to the office. Combine this with excellent SANS instructors,
and everyone can take this class and gain useful and valuable skills
for attacking and defending wireless networks.

sapere

aude

GIAC Certification
www.giac.org

Cyber Guardian Program
www.sans.org/cyber-guardian

Delivery Methods (Visit pages46-47 for more details)

LiveEvents » Mentor ¢« OnDemand « OnSite ¢ vLive! « SelfStudy

Joshua Wright J

SEC617

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend

» Ethical hackers and penetration testers
» Network security staff

» Network and system administrators

« Incident response teams

» Info security policy decision makers

» Technical auditors

» Information security consultants

» Wireless system engineers

» Embedded wireless system developers

AUTHOR STATEMENT

It's been amazing to watch the progression

of wireless technology over the past several
years. WiFi has grown in maturity and offers
strong authentication and encryption options to
protect networks, and many organizations have
migrated to this technology. At the same time,
attackers are becoming more sophisticated, and
we've seen significant system breaches netting
millions of payment cards that start with a
wireless exploit. This pattern has me very
concerned, as many organizations, even after
deploying WPA2 and related technology, remain
vulnerable to a number of attacks that expose
their systems and internal networks.

In putting this class together, | wanted to help
organizations recognize the multi-faceted
wireless threat landscape and evaluate their
exposure through ethical hacking techniques.
Moreover, | wanted my students to learn critical
security analysis skills so that, while we focus on
evaluating wireless systems, the vulnerabilities
and attacks we leverage to exploit these
systems can be applied to future technologies
as well. In this manner, the skills you build

in this class remain valuable for today’s
wireless technology, tomorrow’s technology
advancements, and for other complex systems
you have to evaluate in the future as well.

If you have questions or comments about this
course, | would be very happy to hear from you.
Please email me at jwright@sans.org.

-Joshua Wright

SANS Course Catalog
Www.sans.org



Advanced Penetration Testing,

SECEE0 Exploits, and Ethical Hacking

Six-Day Course Preparing Students for the Next Generation of Attacks

46 CPE/CMU Credits It is well-known that attackers are becoming cleverer and their attacks more complex. In
Laptop Required order to keep up with the latest attack methods, one must have a strong desire to learn, the
support of others,and the opportunity to practice and build experience. SEC660 engages
attendees with in-depth knowledge of the most prominent and powerful attack vectors and
Who Should Attend ) . . .
an environment to perform these attacks in numerous hands-on scenarios. This course shows
+ Network and Systems Penetration penetration testers how to model the abilities of an advanced attacker to find significant flaws

Testers - SEC660 gives penetra- in a target environment and demonstrate the business risk associated with these flaws.
tion testers the training needed

to perform advanced penetration The course starts off by introducing advanced penetration concepts, which will become
testing against known or unknown the focus throughout the course. The course quickly dives deep into modern operating
applications, services, and network system controls, which stump many attackers and penetration testers. There are often
systems. It gives them the expertise ways around controls such as address space layout randomization (ASLR), data execution
SLCULUUEE LS S RE LISl revention (DEP), canaries, and many others. These controls are introduced on day one and
velop their own exploits for existing . . . . .

defeated at various points throughout the course. The remainder of the day is spent using
and new frameworks. . . . .. . .

the Python programming language for penetration testing. Scripting skills are essential to
automate and speed up scanning, perform fuzzing, as well as launch exploits. Evening labs
each day are used to allow for additional time practicing the techniques learned.

« Incident Handlers — The ability
to understand advanced attack
techniques and analyze exploit code
can help a handler identify, detect, Day two jumps into accessing, manipulating, and exploiting the network. Attacks are
respond to an incident. performed against NAC, VLANs, DHCP, 802.1X, CDP,VOIP, ARP, SNMP, and others. Day three

« Application Developers — SEC660 takes a look at very successful attacks against Windows domain environments. Topics
provides developers with the include breaking out of RDP sessions, performing MitM attacks against Kerberos and RDP,
knowledge to create proof-of- downgrading authentication protocols, harvesting passwords in unusual locations, and
SCUEE USRI REELCEEEE  many others. Days four and five are spent exploiting programs on the Linux and Windows
their findings. . . . . - . .

operating systems. You will learn to identify privileged programs, redirect code execution

QARG RN MR CET T PRI i debuggers, reverse-engineer programs to locate vulnerable code, obtain code execution
SCUSSEUEENEVACEUEDEEC U for administrative shell access, and defeat modern operating system
co‘,je and oty i controls such as ASLR and DEP. Client-side attacks are also covered
This knowledge can be used to . e
write better IDS signatures and and you will understand how to perform vulnerability discovery and
understand the impact of an alert. exploit development. The final course day is dedicated to numerous

penetration testing challenges requiring you to solve complex

problems and capture flags.

SEC660 is designed as a logical progression point for those who have GIAC Certification
completed SANS SEC560 Network Penetration Testing and Ethical Coming Soon!
Hacking, or for those with existing penetration testing experience. www.glac.org

AUTHOR STATEMENT
As A PERPETUAL STUDENT OF INFORMATION SECURITY, | AM EXCITED TO OFFER THIS COURSE ON ADVANCED PENETRATION
TESTING. OFTEN, WHEN CONDUCTING AN IN-DEPTH PENETRATION TEST, WE ARE FACED WITH SITUATIONS THAT
REQUIRE UNIQUE OR COMPLEX SOLUTIONS TO SUCCESSFULLY PULL OFF AN ATTACK, MIMICKING THE ACTIVITIES
OF INCREASINGLY SOPHISTICATED REAL-WORLD ATTACKERS. WITHOUT THE SKILLS TO DO SO, YOU MAY MISS A
MAJOR VULNERABILITY OR NOT PROPERLY ASSESS ITS BUSINESS IMPACT. TARGET SYSTEM PERSONNEL ARE
RELYING ON YOU TO TELL THEM WHETHER OR NOT AN ENVIRONMENT IS SECURED. ATTACKERS ARE ALMOST
ALWAYS ONE STEP AHEAD AND ARE RELYING ON OUR NATURE TO BECOME COMPLACENT WITH CONTROLS
WE WORK SO HARD TO DEPLOY. THIS COURSE WAS WRITTEN TO KEEP YOU FROM MAKING MISTAKES
OTHERS HAVE MADE, TEACH YOU CUTTING EDGE TRICKS TO THOROUGHLY EVALUATE A TARGET, AND PROVIDE YOU WITH
HE SKILLS TO JUMP INTO EXPLOIT DEVELOPMENT. CONTACT ME AT STEPHEN@DEADLISTING.COM IF YOU HAVE ANY
Stephen Sims — QUESTIONS ABOUT THE COURSE! - STEPHEN SiMs, Josnua WRIGHT, AND BRYCE GALBRAITH

SANS Course Catalog Delivery Methods (Visit pages 46-47 for more details)
Www.sans.org Live Events - OnSite



Computer. Forensic Investigations

= Windows In-Depth FORA08

This course has been recently renamed to better reflect the content and skill level. Six-Day Course
The course content has remained the same. 36 CPE/CMU Credits

Master computer forensics. .
.. .. . Laptop Required
Learn essential investigation techniques.

With today’s ever-changing technologies and environments, it is inevitable that
A : . . . Who Should Attend

organizations will deal with some form of cyber crime. These forms include, but are not

exclusive to, fraud, insider threat, industrial espionage, and phishing. In order to help solve + Information technology profes-

these cases, organizations are hiring digital forensic professionals and calling cybercrime sionals who wish to learn the core

law enforcement agents to fight and solve these cyber crimes. concepts in computer forensics
investigations

FOR408 focuses on the critical knowledge that a computer forensic investigator must know
to investigate computer crime incidents successfully. You will learn how computer forensic
analysts focus on collecting and analyzing data from computer systems to track user-based
activity that could be used internally or in civil/criminal litigation.

« Incident Response Team Members
who are responding to security inci-
dents and need to utilize computer
forensics to help solve their cases

This course covers the fundamental steps of the in-depth computer forensic methodol-

. - - - Law enforcement officers, federal
ogy so that each student will have the complete qualifications to work as a computer agents, or detectives who desire
forensic investigator in the field helping solve and fight crime. In addition to in-depth to become a subject matter expert
technical digital forensic knowledge on Windows Digital Forensics (Windows XP through on computer forensics for Windows
Windows 7 and Server 2008) you will be exposed to well known computer forensic tools based operating systems

such as FTK, Registry Analyzer, FTK Imager, Prefetch Analyzer,and much more. « Information security managers who

FOR408 is the first course in the SANS Computer Forensic Curriculum. If this is your first need to understand digital forensics

computer forensics course with SANS we recommend that you start here. in order to understand information
security implications and potential

FIGHT CRIME. UNRAVEL INCIDENTS... ONE BYTE AT A TIME. litigation related issues or manage
With this course, you will receive a FREE SANS Investigative Forensic Toolkit (SIFT) investigative teams

Essentials with a Tableau Write Block Acquisition Kit. The entire kit will enable each « Information technology lawyers
investigator to accomplish proper and secure examinations of SATA, IDE, and paralegals who desire to have a

or Solid State Drives (SSD). The toolkit consists of: _ formal education in digital forensic
« One Tableau T35es Write Blocker (Read-Only) gt Nling, investigations
- IDE Cable/Adapters ¥ : » Anyone interested in computer

forensic investigations with a
background in information systems,
information security, and computers

« SATA Cable/Adapters
« FireWire and USB Cable Adapters
« Forensic Notebook Adapters (IDE/SATA)

« HELIX Incident Response & Computer Forensics Live CD GIAC Certification STI Masters Program
www.giac.org www.sans.edu

« SANS VMware-Based Forensic Analysis Workstation
« Course DVD: Loaded with case examples, tools, and documentation

AUTHOR STATEMENT

SANS COMPUTER FORENSICS GRADUATE THWARTS BANK HEIST. HEADLINES SIMILAR TO THESE
ARE NOW A REALITY AS FORMER STUDENTS HAVE E-MAILED ME REGULARLY ABOUT HOW THEY WERE ABLE TO USE
THEIR DIGITAL FORENSIC SKILLS IN VERY REAL SITUATIONS. GRADUATES OF CoMPUTER FORENSICS ESSENTIALS
ARE THE FRONT LINE TROOPS DEPLOYED WHEN INCIDENTS OCCUR. FROM STOPPING ONLINE BANK HEISTS TO LOGIC
BOMBERS TRYING TO DESTROY DATA THAT COULD AFFECT MANY LIVES, SANS DIGITAL FORENSIC GRADUATES ARE
BATTLING AND WINNING THE WAR ON CRIME. GRADUATES HAVE DESCRIBED SOLVED CASES INVOLVING COMPUTER BREAK-
INS, INTELLECTUAL PROPERTY THEFT, FRAUD, AND, IN SOME CASES, INTERNAL INFRACTIONS BY BELLIGERENT EMPLOYEES.
KNOWING THAT THIS COURSE PLACES THE CORRECT METHODOLOGY AND KNOWLEDGE IN THE HANDS OF RESPONDERS WHO
THWART THE PLANS OF CRIMINALS OR FOREIGN CYBER ATTACKS BRINGS ME GREAT COMFORT. GRADUATES ARE DOING IT.
DaiLy. | am prouD THAT THE ComPUTER FORENSICS ESSENTIALS COURSE AT SANS HELPED PREPARE THEM TO FIGHT
AND SOLVE CRIME. - RoB LEE Rob Lee

Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog

Live Events' « OnDemand - OnSite s vLive! Www.sans.org



FOR508

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend

« Incident response team members
that respond to complex security in-
cidents/intrusions and need comput-
er forensics to help solve their cases

« Computer forensic professionals who
want to solidify and expand their un-
derstanding of file system forensics
and incident response related topics

« Law enforcement officers, federal
agents, or detectives who want to
master computer forensics and
expand their investigative skill set to
include data breach investigations,
intrusion cases , and tech-savvy cases

« Information security professionals
with some background in hacker
exploits, penetration testing, and
incident response

« Information security managers who
would like to master digital forensics
to understand information security
implications and potential litigation
or manage investigative teams

STI Masters
Program
www.sans.edu

GIAC Certification
www.giac.org

sapere
aude

NS\

Cyber Guardian Program
www.sans.org/cyber-guardian

SANS Course Catalog

WwWw.sans.org

Computer. Forensic Investigations
= Windows In-Depth

This course has been recently renamed to better reflect the content and skill level.
The course content has remained the same.

Data breaches and advanced intrusions are occurring daily.

Sensitive data and intellectual property is stolen from systems that are protected by
sophisticated network and host-based security. A motivated criminal group or nation
state can and will always find a way inside enterprise networks. In the commercial and
government sectors, hundreds of victims responded to serious intrusions costing millions
of dollars and loss of untold terabytes of data. Cyber attacks originating from China
dubbed the Advanced Persistent Threat have proved difficult to suppress. FOR508 will
help you respond to and investigate these incidents.

This course will give you a firm understanding of advanced incident response and
computer forensics tools and techniques to investigate data breach intrusions, tech-savvy
rogue employees, advanced persistent threats,and complex digital forensic cases.

Utilizing advances in spear phishing, web application attacks, and persistent malware,
these new sophisticated attackers advance rapidly through your network. Incident
responders and digital forensic investigators must master a variety of operating systems,
investigation techniques, incident response tactics, and even legal issues in order to solve
challenging intrusion cases. FOR508 will teach you critical forensic analysis techniques and
tools in a hands-on setting for both Windows- and Linux-based investigations.

Attackers will use anti-forensic techniques to
hide their tracks. They use rootkits, file wiping,
timestamp adjustments, privacy cleaners, and
complex malware to hide in plain sight, avoiding
detection by standard host-based security
measures. Everything will leave a trace; you
merely need to know where to look.

FREE SANS Investigative Forensic
Toolkit (SIFT) Advanced

The SIFT Kit Advanced consists of:
« F-RESPONSE TACTICAL

- TACTICAL enables investigators to access physical drives and
physical memory of a remote computer via the network
- Able to use any tool to parse the live remote system
including the SIFT Workstation
- Perfect for Intrusion Investigations and Data Breach
Incident Response situations
« Hard Drive USB mini adapter kit for SATA/IDE hard drives
1.8"/2.5"/3.5"/5.25” (Read and Write)
« SANS VMware based Forensic Analysis Workstation (SIFT

Learning more than just how to use a forensic
tool, by taking this course you will be able to
demonstrate how the tool functions at a low
level. You will become skilled with new tools,

such as the Sleuthkit, Foremost, and the HELIX3 Workstation)
q q 7 _ . « Best-selling book “File System Forensic Analysis”
Pro Forensics Live CD. SANS’hands-on technical by Brian Carter

course arms you with a deep understanding of
the forensic methodology, tools, and techniques
to solve advanced computer forensics cases.

FIGHT CRIME. UNRAVEL INCIDENTS... ONE BYTE AT A TIME.

AUTHOR STATEMENT
“THERE ARE PEOPLE SMARTER THAN YOU, THEY HAVE MORE RESOURCES THAN YOU, AND THEY ARE COMING FOR YOU.
GooD LUCK WITH THAT,” MATT OLNEY SAID WHEN DESCRIBING THE ADVANCED PERsISTENT THREAT. HE was NoT
JOKING. THE RESULTS OVER THE PAST SEVERAL YEARS CLEARLY INDICATE THAT HACKERS EMPLOYED BY NATION STATES AND
ORGANIZED CRIME ARE RACKING UP SUCCESS AFTER SUCCESS. THE ADVANCED PERSISTENT THREAT HAS COMPROMISED
HUNDREDS OF ORGANIZATIONS. ORGANIZED CRIME UTILIZING BOTNETS ARE EXPLOITING ACH FRAUD DAILY. SIMILAR
GROUPS ARE PENETRATING BANKS AND MERCHANTS STEALING CREDIT CARD DATA DAILY. FORTUNE 500 COMPANIES ARE
BEGINNING TO DETAIL DATA BREACHES AND HACKS IN THEIR ANNUAL STOCKHOLDERS REPORTS. THE ENEMY IS GETTING
BETTER, BOLDER, AND THEIR SUCCESS RATE IS IMPRESSIVE. WE CAN sTOP THEM. WE NEED TO FIELD MORE SOPHISTICATED
INCIDENT RESPONDERS AND DIGITAL FORENSIC INVESTIGATORS. WE NEED LETHAL DIGITAL FORENSIC EXPERTS THAT CAN
DETECT AND ERADICATE ADVANCED THREATS IMMEDIATELY. A PROPERLY TRAINED INCIDENT RESPONDER COULD BE THE ONLY
DEFENSE YOUR ORGANIZATION HAS LEFT IN PLACE DURING A COMPROMISE. FOR508 1S CRUCIAL TRAINING FOR YOU TO
BECOME A LETHAL FORENSICATOR TO STEP UP TO THESE ADVANCED THREATS. THE ENEMY IS GooD. WE ARE BETTER. THIS
COURSE WILL HELP YOU BECOME ONE OF THE BEST. -RoB LEE

+ Helix3 Pro that will be individually licensed to each student.

« Course DVD loaded with case examples, tools, and
documentation

Delivery Methods (Visit pages46-47 for more details)
Live Events » Mentor + OnDemand « OnSite - vLive! « SelfStudy



Advanced Computer. Forensic
Analysis and Incident Response

FOR558

“CATCHING HACKERS ON THE WIRE.” Five-Day Course

Enterprises all over the globe are compromised remotely by malicious hackers each 31.5 CPE/CMU Credits
day. Credit card numbers, proprietary information, account usernames, passwords, Laptop Required
and a wealth of other valuable data are surreptitiously transferred across the net-

work. Insider attacks leverage cutting-edge covert tunneling techniques to export Who Should Attend

data from highly secured environments. Attackers’ fingerprints remain throughout

the network in firewall logs, IDS/IPS, web proxies, traffic captures,and more. elliglelsing fenganns S nEulE

» Network and computer forensic

This course will teach you to how to follow the attacker’s footprints and analyze professionals

evidence from the network environment. Every student will receive a SNIFT Kit,
which is a fully-loaded, portable forensics workstation, designed by network forensics
experts. Network equipment, such as web proxies, firewalls, IDS, routers and switches,
contains evidence that can make or break a case. Forensic investigators must be
savvy enough to find network-based evidence, preserve it,and extract the evidence. * Networking professionals

You will gain hands-on experience analyzing covert channels, carving cached web » Anyone with a firm technical

pages out of proxies, carving images from IDS packet captures, and correlating the PaCk9f°”"d who might be asked to
evidence to build a solid case. We will dive right into covert tunnel analysis, DHCP log It

examination, and sniffing traffic. By day two, you'll be extracting tunneled flow data
from DNS NULL records and extracting evidence from firewall logs. On day three, PREREQUISITES
we analyze Snort captures and the web proxy cache. You'll carve out cached web
pages and images from the Squid web proxy. The last two days, you'll be part of a

live hands-on investigation. Working in teams, you'll use network forensics to solve a
crime and present your case. model and basics of TCP/IP. Please ensure

During hands-on exercises, we will use tools, such as tcpdump, Snort, ngrep, tcpxtract, that you can pass the SANS TCP/IP & Hex
and Wireshark, to understand attacks and trace suspect activity. Each student will be Knowledge quiz. Students should also have
given a virtual network to analyze and will have the opportunity to conduct forensic basic familiarity with Linux or willingness
analysis on a variety of devices. Underlying all of our forensic procedures is a solid to learn in a Linux-based environment.
forensic methodology. This course complements FOR 508: Advanced Computer
Forensic Analysis and Incident Response, using the same fundamental methodology
to recover and analyze evidence from network-based devices.

- Law enforcement officers, federal
agents, or detectives

« Information security professionals

Students should be familiar with basic
networking fundamentals, such as the 0S|

This course is particularly recommended
for students who have previously attended
either FOR508 or SEC503.

AUTHOR STATEMENT Ifyou are just beginning in information

TRADITIONALLY, COMPUTER FORENSICS HAS FOCUSED ON FILE RECOVERY : security, thenthis(ourseisnotappropriate
AND FILESYSTEM ANALYSIS PERFORMED AGAINST SYSTEM INTERNALS OR -
SEIZED STORAGE DEVICES. HOWEVER, THE HARD DRIVE IS ONLY A SMALL
PIECE OF THE STORY. THESE DAYS, EVIDENCE ALMOST ALWAYS TRAVERSES
THE NETWORK AND SOMETIMES IS NEVER STORED ON A HARD DRIVE AT :
ALL. WITH NETWORK FORENSICS, THE ENTIRE CONTENTS OF E-MAILS, IM ) f
CONVERSATIONS, WEB SURFING ACTIVITIES, AND FILE TRANSFERS CAN BE . " ' "
RECOVERED FROM NETWORK EQUIPMENT AND RECONSTRUCTED TO REVEAL 4____“"‘"i 4 _-;-A..“
THE ORIGINAL TRANSACTION. THE PAYLOAD INSIDE THE PACKET AT 4:1 "-T ‘-"'" I:’
THE HIGHEST LAYER MAY END UP ON DISC, BUT THE ENVELOPE THAT ] [ 3
GOT IT THERE IS ONLY CAPTURED IN THE NETWORK TRAFFIC. THE
NETWORK PROTOCOL DATA THAT SURROUNDED EACH CONVERSATION IS OFTEN
EXTREMELY VALUABLE TO THE INVESTIGATOR. NETWORK FORENSICS ENABLES
INVESTIGATORS TO PIECE TOGETHER A MORE COMPLETE PICTURE USING N\,
EVIDENCE FROM THE ENTIRE NETWORK ENVIRONMENT. -JONATHAN HAm \ Jonathan Ham

for you as the basics of computer forensics,
system administration, and hacker
techniques will not be covered.

Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog

Live Events s OnSite Www.sans.org



FOR563

-

Five-Day Course
31.5 CPE/CMU Credits
Laptop Required

Who Should Attend
« Incident Response team members

» Network and computer forensic
professionals

« Law enforcement officers, federal
agents, or detectives

« Information security professionals
» Networking professionals

+» Anyone with a firm technical
background who might be asked to
investigate

PREREQUISITES

Students should be familiar with basic
networking fundamentals, such as the 0S/
model and basics of TCP/IP. Please ensure

that you can pass the SANS TCP/IP & Hex
Knowledge quiz. Students should also have
basic familiarity with Linux or willingness
to learn in a Linux-based environment.
This course is particularly recommended
for students who have previously attended
either FOR508 or SEC503.

Ifyou are just beginning in information
security, then this course is not appropriate
for you as the basics of computer forensics,
system administration, and hacker
techniques will not be covered.

“This is a great course because
it's extremely comprehensive,
up-to-date, and not

software specific.”

-KeviN MOORE,
SoFTWARE ENGINEERING
InsT/CMU

Eoghan Casey

SANS Course Catalog
Www.sans.org

Network Forensics

Mobile device forensics is a rapidly evolving field,
creating exciting opportunities for practitioners in corporate,
criminal, and military settings.

Written for students who are both new to and already familiar with mobile device
forensics, this hands-on course provides the core knowledge and skills that a digital
forensic investigator needs to process cell phones, PDAs, and other mobile devices.
Using state-of-the art tools, you will learn how to forensically preserve, acquire,and
examine data stored on mobile devices and utilize the results for internal investiga-
tions or in civil/criminal litigation.

With the increasing prevalence of mobile devices, digital forensic investigators are
encountering them in a wide variety of cases. Investigators within organizations

can find stolen data and incriminating communications on devices used by rogue
employees. In civil and criminal cases, investigators can extract useful evidence from
mobile devices, can get a clearer sense of which individuals were in cahoots,and can
even show the location of key suspects at times of interest. IT auditors, managers,
and lawyers all need to understand the vast potential of mobile device forensics.

By guiding you through progressively more intensive exercises with mobile devices,
we familiarize you with the inner workings of these devices and show you the ben-
efits and limitations of various approaches and tools. The combination of teaching
skills and knowledge will enable you to resolve investigations. The capstone exercise
at the end of this course is designed to hone your mobile device forensics skills and
help you apply them to an actual investigation.

Laptops are required for this course. A variety of devices will be available for you to

work with during the course. You are also encouraged to bring used mobile devices
and SIM cards from home to experiment with using the tools and techniques in this
course, but this is not required.

PREREQUISITE: Students should have an understanding of fundamental principles and processes in digital
forensics, including acquisition, examination, and presentation of results. In addition, students should be
familiar with reading and interpreting data in hexadecimal format.

AUTHOR STATEMENT
MoBILE DEVICES ARE BECOMING UBIQUITOUS, DELIVERING POWERFUL TECHNOLOGY INTO OUR
POCKETS, KEEPING US CONNECTED WHEREVER WE ARE, AND CREATING NEW SECURITY RISKS WHILE
PROVIDING VALUABLE SOURCES OF EVIDENCE. INDIVIDUALS STORE PERSONAL DATA ON THEIR PDAs,
PARENTS USE GPS ENABLED DEVICES TO TRACK THEIR CHILDREN, HOSPITALS USE HANDHELDS
TO ACCESS MEDICAL DATA AND SUPPORT PATIENT CARE, AND COMPANIES GIVE EACH EMPLOYEE
A BLACKBERRY TO SUPPORT THEIR BUSINESS. CORPORATE SPIES AND DATA THIEVES HAVE BEEN
CAUGHT USING THEIR MOBILE DEVICES. ORGANIZED CRIMINAL GROUPS HAVE BEEN INFILTRATED
AND UNRAVELED THROUGH THEIR USE OF MOBILE DEVICES. A KILLER'S MOBILE DEVICE SHOWED
HIS WHEREABOUTS AT THE TIME OF THE CRIME AND INADVERTENTLY RECORDED THE SOUNDS
OF HIS BRUTAL ACTS. SEX OFFENDERS HAVE VIDEOTAPED THEIR CRIMES USING MOBILE
DEVICES. MANY VICE OFFICERS AND COURTS CONSIDER MOBILE DEVICES AS AN INTEGRAL
PART OF DRUG TRAFFICKING AND DEALING. USING THE PROPER METHODOLOGY AND
TOOLS, YOU CAN EXTRACT USEFUL EVIDENCE FROM MOBILE DEVICES AND OBTAIN
RECORDS FROM NETWORK SERVICE PROVIDERS TO HELP AVERT AN ATTACK, FURTHER AN
INVESTIGATION, OR SOLVE A CRIME. -E0GHAN CASEY

Delivery Methods (Visit pages46-47 for more details)
Live Events « OnSite



Reverse-Engineering Malware:
Malware Analysis Tools & Techniques

FORG610

Expand your capacity to fight malicious code by learning how to Five-Day Course

analyze bots, worms, and trojans. 30 CPE/CMU Credits
Laptop Required

This popular five-day course discusses practical approaches to examining Windows
malware using a variety of monitoring utilities, a disassembler, a debugger, and other
tools useful for reverse-engineering malicious software. You don’t have to be a full- Who Should Attend
time malware searcher to benefit from this course—as organizations increasingly rely
on their staff to act as first responders during a security incident, malware analysis
skills become increasingly important.

« Anyone whose job requires an
understanding of key aspects of
malicious programs

By covering both behavioral and code analysis approaches, I— E A R N « Individuals with responsibilities

this unique course provides a rounded approach to reverse- in incident handling, forensic
engineering. As a result, the course makes malware analysis analysis, Windows security, and
. a a.q q Q- SyStem administration
accessible even to individuals with a limited exposure to
[ | [ | [ |

programming concepts. The materials do not assume that the . '"di"id:'.als :‘;“,’°“Sib|e.f°:_ .
R q q q su ortin elr organization’s
students are familiar with reverse-engineering; however, the PP 9 9

: - . ) internal security needs
difficulty level of concepts and techniques increases quickly as the course progresses. . .
« Engineers from security product

In the first half of the course, you will learn how to set up an inexpensive and flexible and service companies who are
laboratory for understanding inner-workings of malware and demonstrate the process looking to deepen their malware
by exploring capabilities of real-world specimens. You will learn to examine the analysis expertise

program’s behavioral patterns and assembly code and study techniques for bypassing
common code obfuscation mechanisms. The course also explores how to analyze
browser-based malware.

In the second half of the course, you will review key assembly language concepts.
You will learn to examine malicious code to understand its flow by identifying key
logic structures, looking at examples of bots, rootkits, key loggers, and so on. You will
understand how to work with PE headers and handle DLL interactions. You will also GIAC Certification
develop skills for analyzing self-defending malware through advanced unpacking www.giac.org
techniques and bypassing code-protection mechanisms. Finally, you will discover how
to bypass obfuscation techniques employed by browser-based malicious scripts.

Hands-on workshop exercises are an essential aspect of this course and allow you
to apply reverse-engineering techniques by examining malicious code in a carefully
controlled environment. When performing the analysis, you will study the
supplied specimen’s behavioral patterns and examine key portions of its
assembly code.

Prerequisites:

5T
= & *J STI Masters Program
— www.sans.edu

« Students should have a computer system that matches the stated laptop requirements.
Some software needs to be installed before you come to class.

« Students should be familiar with using Windows and Linux operating
environments and be able to troubleshoot general connectivity and setup
issues.

REM course on YouTube
http://www.youtube.com/watch?v=5AFdZ0v23YA

Lenny Zeltser

Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog
Live' Events ¢ Mentor « OnDemand - OnSite - vLive! Www.sans.org



SANS® +S* Training Program
for the CISSP® Certification Exam

MGT414

IAT Level lll and IAM Levels Il and Il of the Dept.

Six-Day Course of Defense Baseline Certification for 8570

46 CPE/CMU Credits
Laptop NOT Required The SANS® +S™ Training Program for the

CISSP® Certification Exam will cover the security concepts
Who Should Attend needed to pass the CISSP® exam.
» Security professionals who are This is an accelerated review course that assumes the student has a basic

interested in understanding the
concepts covered in the CISSP®
exam as determined by (ISC)?

understanding of networks and operating systems and focuses solely on the 10
domains of knowledge of the CISSP:

. . . . . @
T R LR Domain 1 quormatlon Security Governance & Obtfumng your CI_SSP

the critical areas of network Risk Management certification consists of:

security Domain2  Access Controls + Fulfilling minimum requirements
- System, security, and network Domain3  Cryptography for professional work experience

WU Wl 1 uiidar Domain4  Physical (Environmental) Security * Completing the Candidate

stand the pragmatic applications of . . . . Agreement

9
the CISSP® 10 Domains Domain5  Security Architecture & Design o "
. . e - + Periodic audit based on submission

. Security professionals and Domain6 Business Continuity & Disaster Recovery of resume

managers looking for practical Planning

ways the 10 domains of knowledge Domain7 Telecommunications & Network Security
can be applied to their current job

« Passing the CISSP® 250 multiple-
choice question exam with a scaled

Domain8 Application Security score of 700 points or greater
« In short, if you desire a CISSP or D . 0 o . .
your job requires it, MGT414 is the omain 9 PRSI » Submitting a properly completed
training for you Domain 10 Legal, Regulations, Compliance & and executed Endorsement Form

Investigations

Each domain of knowledge is dissected into its critical components. Every component
is discussed in terms of its relationship to other components and other areas of

network security. After completion of the course, the student will have a good working
knowledge of the 10 domains of knowledge and, with proper preparation, be ready to
take and pass the CISSP® exam.

GIAC Certification
www.giac.org

Note: The official (ISC)?
courseware and the CISSP®
exam are NOT provided as

part of the training. When MGT414 is taught in a live classroom
environment, there are additional bootcamp sessions
Evening Bootcamp Sessions: 5:00pm - 7:00pm days 1 - 5.
Morning Bootcamp Sessions: 8:00am - 9:00am days 2 - 6.

0O 0 TEEYC A MP

You will receive with this
course:
Free “CISSP® Study Guide”

by Eric Conrad, Seth Misenar, and
Joshua Feldman

“Ideal preparation tool for the CISSP®

exam...” - Stephen Northcutt AUTHOR STATEMENT

THE CISSP® CERTIFICATION HAS BEEN AROUND FOR ALMOST 10 YEARS AND COVERS SECURITY FRoM A 30,000
- F00T VIEW. CISSP® COVERS A LOT OF THEORETICAL INFORMATION THAT IS CRITICAL FOR A SECURITY PROFESSIONAL
TO UNDERSTAND. HOWEVER, THIS MATERIAL CAN BE DRY, AND SINCE MOST STUDENTS DO NOT SEE THE DIRECT

of knowledge provided APPLICABILITY TO THEIR JOBS, THEY FIND IT BORING. THE GOAL OF THIS COURSE IS T0 BRING THE CISSP®10

by the instructor exceeded DOMAINS OF KNOWLEDGE TO LIFE. BY EXPLAINING IMPORTANT TOPICS WITH STORIES, EXAMPLES, AND CASE
my expectations.” STUDIES, THE PRACTICAL WORKINGS OF THIS INFORMATION CAN BE DISCOVERED. | CHALLENGE YOU TO ATTEND

THE SANS CISSP® TRAINING COURSE AND FIND THE EXCITING ASPECTS OF THE 10 DOMAINS OF KNOWLEDGE.
-Eric Cote, PHD

-Tom Hucnes, Cornice Networks, LLC

SANS Course Catalog Delivery Methods (Visit pages46-47 for more details)

Www.sans.org Live Events ¢ Mentor »+ OnDemand « OnSite ¢ vLive! « SelfStudy



SANS Security Leadership Essentials for
Managers with Knowledge Compression™

2

Z=AN IAM Levels |, ll, and Il of the Department of

Defense Baseline Certification for 8570

This completely updated course is designed to empower
advancing managers who want to get up to speed quickly on
information security issues and terminology. You won’t just

learn about security; you learn how to manage security.

Lecture sections are intense; the most common student comment is that it’s like
drinking from a fire hose. The diligent manager will learn vital, up-to-date knowledge
and skills required to supervise the security component of any information
technology project. Additionally, the course has been engineered to incorporate the
NIST Special Publication 800 (series) guidance so that it can be particularly useful to
US government managers and supporting contractors.

Essential topics covered in this management
course include network fundamentals and
applications, power, cooling and safety,
architectural approaches to defense in depth,
cyber attacks, vulnerability assessment and
management, security policies, contingency and

Please note that some course material
for SEC401 and MGT512 may overlap.
We recommend SEC401 for those
interested in a more technical course of
study and MGT512 for those primarily
interested in a leadership-oriented but
less technical learning experience.

continuity planning, awareness management, risk
management analysis, incident handling, web application security, offensive and
defensive information warfare, culminating with our management practicum.

The material uses Knowledge Compression™, special charts, and other proprietary
SANS techniques to help convey the key points of critical slides and keep the
information flow rate at a pace senior executives demand every teaching hour of the
course. Only SANS top instructors with management experience are invited to teach
this course, and you will be able to put what you learn into practice the day you get
back into the office.

Knowledge Compression™ uses specialized material, in-class reviews, examinations, and
test-taking training to ensure that students have a solid understanding of the material that
has been presented to them.

AUTHOR STATEMENT
WHEN SANS DESIGNED THE SECURITY LEADERSHIP ESSENTIALS FOR MANAGERS WITH
KnowLEDGE COMPRESSION™ COURSE, WE CHOSE TO EMULATE THE FORMAT UTILIZED BY MANY 4
EXECUTIVE MBA PROGRAMS. WHILE CORE SOURCE MATERIAL IS DERIVED FROM OUR HIGHLY
REGARDED SANS SECURITY ESSENTIALS PROGRAM, WE DECIDED TO FOCUS THIS PROGRAM
ON THE BIG PICTURE OF SECURING THE ENTERPRISE: NETWORK FUNDAMENTALS, SECURITY
TECHNOLOGIES, USING CRYPTOGRAPHY, DEFENSE IN DEPTH, POLICY DEVELOPMENT,
AND MANAGEMENT PRACTICUM. ULTIMATELY, THE GOAL OF THIS PROGRAM
IS TO ENSURE THAT MANAGERS CHARGED WITH THE RESPONSIBILITY FOR
INFORMATION SECURITY CAN MAKE INFORMED CHOICES AND DECISIONS THAT
WILL IMPROVE THEIR ORGANIZATION'S SECURITY. -STEPHEN NORTHCUTT

Delivery Methods (Visit pages46-47 for more details)

Live Events « Mentor « OnDemand « OnSite « SelfStudy

MGT512

Five-Day Course
33 CPE/CMU Credits
Laptop NOT Required

Who Should Attend

« This course is designed and taught
for mid-level to C-level managers
and leaders. It will give you the
ability to better manage IT projects
in a secure manner.

« Anyone with 8570 information
assurance management
responsibilities

« Senior executives
» Vice presidents

« Security or assurance officers and
managers

+ Upwardly mobile managers

GIAC Certification
www.giac.org

STI Masters Program
www.sans.edu

“The course content is very good.
It is current to today’s world.
Stephen’s years of experience/
stories move this course into

the ‘Excellent’ category.”

-Jesse Smith, WCNOC

Stephen Northcutt

SANS Course Catalog
wWww.sans.org



MGT514

Two-Day Course
12 CPE/CMU Credits
Laptop Recommended

Who Should Attend
« Managers with security program
responsibilities

« Security professionals with policy
development and assessment
duties

« Anyone who serves on a policy
steering committee

Sampling of Course Topics

« Policy Establishes Bounds for
Behavior

« Policy Empowers Users to do the
Right Thing

« Should and Shall, Guidelines and
Policy

« ISMS as Governing Policy
« Policy versus Procedure
« Policy Needs Assessment Process

« Organizational Assumptions,
Beliefs and Values (ABVs)

« Relationship of Mission Statement
to Policy

« Organizational Culture

« Using the Principles of Psychology
to Implement Policy

« Applying the SMART to Policy

» How Policy Protects People,
Organizations and Information

« Case Study, the Process to Handle a

New Risk (Sexting)

« Policy Header Components and
How to Use Them

« Issue Specific Policies

- Behavior Related Polices,
Acceptable Use, Ethics

« Warning Banners
« Policy Development Process

« Policy Review and Assessment
Process

» Wrap up, the Six Golden Nuggets
of Policy

SANS Course Catalog
Www.sans.org

Information Security Policy -
In Depth

The most in-depth coverage of security policy ever developed.

By the end of the course your head will be spinning. Students and other SANS in-
structors that have seen the draft of the material have the same comment, “I never
realized there is so much to know about security policy.” Any security manager, any
one assigned to review, write, assess, or support security policy and procedure can
benefit from policy in depth.

You will learn what policy is, positive and negative tone, consistency of policy bul-
lets, how to balance the level of specificity to the problem at hand, the role of policy,
awareness and training, the SMART approach to policy development, and assess-
ment. We cover different levels of policy from ISMS governing policy to detailed is-
sue specific policies like acceptable use, approved encryption, and end of life disposal
of IT assets. In two days, you will be exposed to over 100 different policies in a course
that balances lecture, labs, and in class discussion. We will emphasize technique to
create successful policy that users will read and follow; that will be accepted by the
business units because it is sensitive to the organizational culture and uses the psy-
chology of information security to guide implementation.

Business needs change, the environment changes, new risks are always on the
horizon, and critical systems are continually exposed to new vulnerabilities. Policy
development and assessment is a never-ending process. This is a hands-on, exercise
intensive course on writing, implementing, and assessing security policies.

AUTHOR STATEMENT

| HAVE BEEN TOLD, “DO THIS ACCORDING TO YOUR SECURITY POLICY,” OR “YOU SHOULD HAVE THIS IN YOUR SECURITY
POLICY” SO MANY TIMES, BUT NO ONE EVER SAID HOW TO CREATE A POLICY. IN 1997, AN INSTRUCTOR IN A CLASS
| WAS TAKING SAID THAT AND | REMEMBER THINKING, “ALRIGHTY THEN, | AM GOING TO FIGURE THIS oUT.” As A
RESULT, | STARTED A RESEARCH PROJECT WITH SANS AND A COLLEAGUE, JOHN RITTER, TO DETERMINE THE STEPS TO
CONSISTENTLY DEVELOP GOOD, AND THE RIGHT, POLICY AND THEN GET IT APPROVED. WE DO NOT CLAIM TO HAVE ALL
THE ANSWERS, BUT THIS IS THE MOST COMPREHENSIVE SECURITY POLICY TRAINING AVAILABLE. A LOT OF MATERIAL
CAN BE FOUND ON THE WEB IF YOU ARE SKILLED AT TARGETED GOOGLE SEARCHES, BUT | HAVE BEEN RESEARCHING,
IMPROVING, AND ADDING TO THE MATERIAL FOR A LONG TIME, AND FRANKLY TIME IS MONEY. IN TWO COURSE DAYS,
THE DILIGENT STUDENT WILL BECOME AN EXPERT ON INFORMATION SECURITY POLICY. -STEPHEN NORTHCUTT

DeliveryMethods (Visit pages46-47 formoredetails)
Live Events » OnDemand -« OnSite « SelfStudy




Project Management and Effective Communications

for Security Professionals and Managers

Designed to give you the knowledge and tools you
need to become a top-notch project manager, this
course focuses on effective communication, human
resources, and quality management.

Throughout the week, we will cover all aspects of project management from initiating
and planning projects through managing cost, time, and quality while your project is
active to completing, closing, and documenting as your project finishes. This class has a
strong focus on effective communication, risk analysis, and continuous monitoring and
utilizes project case studies that highlight information technology services as deliv-
erables. MGT525 follows the basic project management structure from the PMBOK®
Guide 4th edition and also provides specific techniques for success with information
assurance initiatives. A copy of the Guide (Fourth Edition) is provided to all partici-
pants. You can reference the PMBOK® Guide and use your course material along with
the knowledge you gain in class to solidify your preparation for the updated Project
Management Professional (PMP®) Exam and the GIAC Certified Project Manager Exam.

The project management process is broken down into
core process groups that can be applied across multiple - “Thjs course will provide
areas of any project. Keeping in line with prevalent
needs from the InfoSec industry, we look at projects
that create and maintain services and cover in depth
how cost, time, quality, and risk affect IT security and the
services we provide to others both inside and outside
of our organizational boundaries. We go into great
detail covering human resource management as well

as effective communication and conflict resolution.
People are the most valuable resource we have on a project, and the communication
and conflict resolution techniques presented can be used in all areas of professional
work. Above all, projects fail or succeed because of the people involved. You want to
make sure the people involved with the development and execution of your project
build a strong team and communicate effectively.

a wealth of information
to advance my career
in theIT field.”
-DoREEN LAWRENCE,

Los ALAMOs NATIONAL LAB

PMP exams are not hosted by SANS. You will need to make separate
arrangements to take the PMP exam.

PMBOK® and PMP® are registered trademarks of the Project Management Institute.

AUTHOR STATEMENT

MANAGING PROJECTS TO COMPLETION, WITH AN ALERT EYE
ON QUALITY, COST, AND TIME, IS SOMETHING MOST OF US 5;\

NEED TO DO ON AN ONGOING BASIS. IN THIS COURSE, WE . . 1
BREAK DOWN PROJECT MANAGEMENT INTO ITS FUNDAMENTAL '

COMPONENTS AND WORK TO GALVANIZE YOUR UNDERSTANDING OF THE
KEY CONCEPTS WITH AN EMPHASIS ON PRACTICAL APPLICATION AND EXECUTION. SINCE
PROJECT MANAGERS SPEND THE VAST MAJORITY OF THEIR TIME COMMUNICATING WITH
OTHERS, WE FOCUS ON TRAITS AND TECHNIQUES THAT ENABLE EFFECTIVE COMMUNICATION.
As PEOPLE ARE THE MOST CRITICAL ASSET IN THE PROJECT MANAGEMENT PROCESS,
EFFECTIVE AND THOROUGH COMMUNICATION IS ESSENTIAL. -JEFF FRISK

Delivery Methods (Visit pages46-47 for more details)

Live Events ¢ OnSite

MGT525

Six-Day Course
36 CPE/CMU Credits
Laptop NOT Required

Who Should Attend

» Security professionals who are
interested in understanding the
concepts of project management

« Managers who want to understand
the critical areas of making projects
successful

« Individuals working with time, cost,
quality, and risk sensitive projects
and applications

» Security professionals and
managers who would like to
utilize effective communication
techniques and proven methods to
relate better to people

« Individuals interested in prepar-
ing for the Project Management
Institute’s - Project Management
Professional (PMP®) Exam

GIAC Certification
www.giac.org

STl Masters Program
www.sans.edu

| Jeff Frisk

SANS Course Catalog
wWww.sans.org



LEG523

Five-Day Course
30 CPE/CMU Credits
Laptop NOT Required

Who Should Attend

« Security and IT professionals
- Lawyers

« Paralegals

+ Auditors

» Accountants

« Compliance officers

« Vendors of security technologies
and services

« Investigators
« Technology managers
+ Law enforcement

« Privacy officers

GIAC Certification
www.giac.org

STl Masters Program
www.sans.edu
“This course provided tools to
help me protect my company’s
assets on the Internet in a
noble and justifiable way
I had never thought of
before — great insights
and great discussions.”
-PauL Jacossen, FLuor HanForD
Ben Wright

SANS Course Catalog
Www.sans.org

Law of Data Security and
Investigations

New laws regarding privacy, e-discovery, and data security are
creating an urgent need for professionals who can bridge the
gap between the legal department and the IT department.

The needed professional training is uniquely available in SANS’ LEG523 series of
courses, including skills in the analysis and use of contracts, policies, and records
management procedures.

GIAC certification under LEG523 demonstrates to employers that a professional has
not only attended classes, but studied and absorbed the sophisticated content of
these courses. Certification distinguishes any professional, whether an IT expert, an
auditor, a paralegal, or a lawyer, and the value of certification will grow in the years to
come as law and security issues become even more interlocked.

This course covers the law of business, contracts, fraud, crime, IT security, IT liability
and IT policy - all with a focus on electronically stored and transmitted records.
LEG523 is a five-day package delivering the content of the following one-day courses:

D Fundamentals of IT Security Law and Policy
D E-Records, E-Discovery, and Business Law
D Contracting for Data Security

D The Law of IT Compliance: How to Conduct Investigations
* Lessons will be invaluable to the proper execution of any kind of internal investigation.

D Applying Law to Emerging Dangers: Cyber Defense
* In-depth review of legal response to the major security breach at TJX.
* Learn how to incorporate effective public communications into your cyber security program.

Special Features! This legal offering will cover many recent
developments, including TJX, amendments to the Federal Rules of Civil
Procedure pertaining to the discovery of electronic records in litigation,
and the torment Hewlett-Packard has endured for spying on journalists and
members of its board of directors. Hewlett-Packard employed its internal
security team and outside investigators in ways that raised legal questions
(can you say, “computer crime law”?) and led to criminal indictments. All
security professionals should know the lessons from these cases.

“This course adopts an increasingly global perspective. Non-US
professionals attend the LEG523 course because there is no training like
it anywhere else in the world. A lawyer from a European police agency

g (i
‘-‘u “' el - recently attended and expressed high praise for the course when it was

over. Although as a US attorney Mr. Wright does not know every law
in the world, students like this European lawyer help him improve the
course and include more non-US content each time he teaches it.”

Delivery Methods (Visit pages 46-47 for more details)
Live Events » OnDemand -« OnSite « SelfStudy




Defending Web Applications
Security Essentials

DEV522

Defending web applications is critical! SIXDaYLOUTSE

Traditional network defenses such as firewalls fail to secure web applications, which have 33 SPELUY Szl

to be available to large user communities. The amount and importance of data entrusted Laptop Required
to web applications is growing, and defenders need to learn how to secure it. DEV522
covers the OWASP Top 10 and will help you to better understand web application vulner- Who Should Attend

abilities, thus enabling you to properly defend your organization’s web assets.
9y properly y 9 » Application developers

Mitigation strategies from an infrastructure, architecture, and coding perspective will
be discussed alongside real-world implementations that really work. The testing aspect
of vulnerabilities will also be covered so you can ensure your application is tested for
the vulnerabilities discussed in class.

» Application security analysts or
managers

« Application architects

. L. . » Penetration testers who are
The class goes beyond classic web applications and includes coverage of Web 2.0 interested in learning about

technologies like AJAX and web services. defensive strategies

To maximize the benefit for a wider range of audiences, the discussions in this course » Security professionals who are

will be programming language agnostic. Focus will be maintained on security inter.este.d in |eaf(1in9 about web

strategies rather than coding level implementation. applizatian sazunisy

» Auditors who need to understand
defensive mechanisms in web
applications

The course will cover the topics outlined by OWASP’s Top 10 risks document, as well as
additional issues the authors found of importance in their day-to-day web application

development practice. An example of the topics that will be covered include: . Employees of PCl compliant

« Infrastructure security « Cross-site request forging organizations who need to

« Server configuration « Authentication bypass be trained to comply with PCI
requirements

+ Authentication mechanisms « Web services and related flaws

« Application language configuration +Web 2.0 and its use of web services

« Application coding errors like SQL injection and « XPATH and XQUERY languages and injection
cross-site scripting - Business logic flaws

The course will make heavy use of hands-on exercises. It will conclude with a large

defensive exercise, reinforcing the lessons learned throughout the week.
GIAC Certification
www.giac.org

AUTHOR STATEMENT
Too MANY WEBSITES ARE GETTING COMPROMISED THESE DAYS. OUR GOAL FOR THIS COURSE IS TO
ARM THE STUDENTS WITH DEFENSIVE STRATEGIES THAT CAN WORK FOR ALL WEB APPLICATIONS. We
ALL KNOW IT IS VERY DIFFICULT TO DEFEND A WEB APPLICATION; THERE ARE SO MANY DIFFERENT
TYPES OF VULNERABILITIES AND ATTACK CHANNELS. OVERLOOK ONE THING AND YOUR WEB APP IS
OWNED. THE DEFENSIVE PERIMETER NEEDS TO EXTEND FAR BEYOND JUST THE CODING ASPECTS OF
WEB APPLICATION. IN THIS COURSE, WE COVER THE SECURITY VULNERABILITIES SO STUDENTS HAVE A ) :
600D UNDERSTANDING OF THE PROBLEMS AT HAND. WE THEN PROVIDE THE DEFENSIVE STRATEGIES d STI Masters Program
AND TRICKS AS WELL AS OVERALL ARCHITECTURE THAT ARE PROVEN TO HELP SECURE SITES. www.sans.edu

| HAVE ALSO INCLUDED SOME CASE STUDIES THROUGHOUT THE COURSE SO WE CAN LEARN
FROM THE MISTAKES OF OTHERS AND MAKE OUR OWN DEFENSE STRONGER. THE EXERCISES
IN CLASS WERE DESIGNED TO HELP YOU FURTHER THE UNDERSTANDING AND HELP RETAIN
THE KNOWLEDGE BY HANDS-ON PRACTICE. BY THE END OF THE COURSE, YOU WILL HAVE
THE PRACTICAL SKILLS AND UNDERSTANDING OF THE DEFENSIVE STRATEGIES TO LOCK
DOWN EXISTING APPLICATIONS,AS WELL AS BUILDING MORE SECURE APPLICATIONS IN

THE FUTURE. -JAsoN Lam AND JoHANNES ULLRIcH, PHD Johannes
Ullrich, PhD

Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog

Live Events ¢ OnDemand < OnSite » SelfStudy « vLive! WwWWw.sans.org



Secure Goding in Java/JEE:
Developing Defensible Applications

DEV541

Four-Day Course The Difference between Good and Great Programmers

24 CPE/CMU Credits Great programmers have traditionally distinguished themselves by the elegance,
Laptop Required effectiveness, and reliability of their code. That’s still true, but elegance, effectiveness,

and reliability have now been joined by security. Major financial institutions
Who Should Attend and government agencies have informed their internal development teams and
. Developers who want to build outsourcers that programmers must demonstrate mastery of secure coding skills
more secure applications and knowledge, through reliable third-party testing, or lose their right to work

on assignments for those organizations. More software buyers are joining the

» Java EE programmers
movement every week.

» Software engineers
. Software architects The Only Course Covering the Key Elements of Secure Application Development in Java

- This class is focused specifically Such buyer and management demands create an immediate response from
on software development but programmers,“Where can | learn what is meant by secure coding?” This unique SANS
is accessible enough for anyone course allows you to bone up on the skills and knowledge being measured in the
who's comfortable working . . : .
- - . third-party assessments as defined in the Essential Skills for Secure Programmers
with code and has aninterestin . . .
Using Java/JavaEE. (You can find the Essential Skills document at

understanding the developer’s ) . - .
perspective including: www.sans-ssi.org/blueprint_files/java_blueprint.pdf.)

- Application security auditors What Does the Course Cover? Atwo-day va essentals
’ course is available. Visit
- Technical project managers This is a comprehensive course covering a huge set of skills www.sans.org/
- Senior software QA specialists and knowledge. It's not a high-level theory course. It's
- Penetration testers who want about real programming. In this course you will examine
a deeper understanding of actual code, work with real tools, build applications,and
target applications or who gain confidence in the resources you need for the journey

s s ol s datallad to improving security of Java applications.
vulnerability remediation ) )
options Rather than teaching students to use a set of tools, we're teaching students concepts

of secure programming. This involves looking at a specific piece of code, identifying
a security flaw, and implementing a fix for that flaw.

security-training/
essential-secure-coding-
in-java-jee-1332-mid
for more details.

Prerequisites

Students should have at least one years’ experience working with the JEE framework and should have
thorough knowledge of Java language and web technology.

GIAC Certification AUTHOR STATEMENT
www.giac.org AFTER HAVING TAUGHT APPLICATION SECURITY TO HUNDREDS OF DEVELOPERS, I'VE
LEARNED WHAT WORKS IN TEACHING THIS IMPORTANT SUBJECT. DEVELOPERS NEED TO
BE INTELLECTUALLY CHALLENGED WITH EXERCISES; THEY NEED A VARIETY OF SOLUTIONS
THEY CAN APPLY TO A SINGLE PROBLEM IN DIFFERENT SCENARIOS. BY GIVING OUR
STUDENTS CONCRETE EXAMPLES OF APPLICATIONS THEY CAN TAKE BACK WITH
THEM, CLASS ATTENDEES WILL BE ARMED WITH STRONG TECHNIQUES
D@ B THAT CAN BE APPLIED TO BOTH CURRENT AND FUTURE PROJECTS.

& 5. By KNOWING HOW VARIOUS WEB APPLICATION ATTACKS WORK,

STI Masters Program — HOW COMMON PROGRAMMING ERRORS ARE MADE, AND HOW TO
www.sans.edu PREVENT THEM, DEVELOPERS WILL HAVE THE TOOLS NECESSARY TO
PREVENT A LARGE NUMBER OF APPLICATION ATTACKS. TAKE PART IN
THIS GROUNDBREAKING CLASS AND ARM YOURSELF WITH THE KNOWL-
Frank Kim EDGE TO PROTECT YOUR JAVA APPLICATIONS. -FRaNK Kim

SANS Course Catalog Delivery Methods (Visit pages 46-47 for more details)

WwWWw.sans.org Live Events ¢« OnDemand « OnSite



secure Goding in .NET:
Developing Defensible Applications

DEV544

ASP.NET and the .NET framework have provided Four-Day Course
web developers with tools that allow them an unprecedented 24 CPE/CMU Credits
degree of flexibility and productivity. Laptop Required

On the other hand, these sophisticated tools make it easier than ever to miss the little
. . ., . o . Who Should Attend

details that allow security vulnerabilities to creep into an application. Since ASP.NET,

2.0 Microsoft has done a fantastic job of integrating security into the ASPNET frame- This class is focused specifically

work, but the onus is still on application developers to understand the limitations of N it dasaluginant s i

the K and that thei dei accessible enough for anyone who's
e Tramework and ensure tha elr own codae Is secure. comfortable working with code and

During this four-day course we will analyze the defensive strategies and technical has an interest in understanding the
underpinnings of the ASPNET framework and learn where, as a developer, you can dasalupars paripaciea

leverage defensive technologies in the framework and where you need to build » Software developers and architects
security in by hand.We'll also examine strategies for building applications that will be » Senior software QA specialists

secure both today and in the future. . System and security administrators

Rather than focusing on traditional web attacks from the attacker’s perspective, this « Penetration testers
class will show developers first how to think like an attacker and will then focus on the
latest defensive techniques specific to the ASPNET environment.The emphasis of the
class is a hands-on examination of the practical aspects of securing .NET applications
during development.

Have you ever wondered if ASPNET Request Validation is effective? Have you been
concerned that XML web services might be introducing unexamined security issues —

into your application? Should you feel uneasy relying solely on the security controls GIAC Certification
built into the ASPNET framework? Secure Coding in ASP.NET will answer these PRl
questions and far more.

Prerequisites

« Experience with programming in ASP.NET using either Visual Basic or Ci. All class work will be
performed in C#.

+ While this class briefly reviews basic web attacks, some prior understanding of issues such as XSS and
SQL injection is recommended. STI Masters Program
www.sans.edu

What You Will Learn .
eh Aool rtadk auth \ETE S Looking for a great software
« Web Application Attacks « Authentication . ncryption Services ?
- Cross-Site Scripting - 11S/ ASP.NET pluggable - Encryption Principals development 1339
- Cross-Site Request Forgery (CSRF) aut!lentifation architeftur.e - Securing communications SANS Software Security
- SQL Injection » - B;:-:-crifn:g;:: ::;i:;::::it::t':on - Protecting data at rest ' Institute website (www.sans-
- HTTP Response .Spllttl.ng F sl » Strong and Weak Named Asse‘mblles ssi.org) is a community-focused
- Parameter Manipulation + The Common Language Runtime ite offeri S fessional
- Web Application Proxies -Windows Authentication - Security Zones s yilanlig Appdas Falkuib 4
. Using Fiddler - Authorization, 0S security, and < Evidence one-stop resource to learn, discuss,
« Code Access Security Impersonation « Code Groups and share current developments in
. Assemblies - SSL Client Certificates < Permissions the field. It also provides information
- Global Assembly Cache - Authentication Policies « Hacking .NET Security regarding SANS AppSec training, GIAC
« Execution Model certification, and upcoming events.

New content is added regularly, so

“Again SANS has managed to take incredibly complicated material eyt vitan, el duaf s iuiga:
to share this information with your
and make it easy to understand.” -Marc Stourer, Meuer fellow application security, developer,

and IT security professionals.

Delivery Methods (Visit pages46-47 for more details) SANS Course Catalog
Live Events s OnDemand s OnSite WwWWw.sans.org




Foundations of

AUD407 Auditing Information Systems

Six-Day Course This course is designed for security and assurance
36 CPE/CMU Credits professionals, system administrators, business and operational
Laptop Required auditors, who want to develop the technical and operational

knowledge of Information System auditing.
Who Should Attend

« This class is designed for

This course is a careful balance of the audit process, governance, and compliance
HHRS regulations, as well a hands-on introduction to the latest technology tools.The
individuals who are tasked . . . . . .

with auditing IT systems for auditing skills taught in AUD 407: Foundations of Auditing Information System scare
implementation of organizational in great demand, as companies and agencies are required to comply with a growing

policies and procedures, risk, and number of regulations.
policy conformance.
Students will learn the role of an auditor and the types of audits performed, various

information security and audit frameworks, as well as the tools and techniques

of auditing technical controls, foundations of auditing operating systems, and
foundations of auditing applications. Even seasoned professionals will learn the value
of performing information system audits as well as the business value of information
system auditing.

« Internal Auditors
«» Assurance personnel
« Business and operational auditors

« System implementers/
administrators

« Network security engineers

This information systems audit course focuses on the following areas
« DoD personnel/contractors

and more:
ORI Toragreat « Audit Frameworks
IT audit resource? « The Information Systems Audit Process
SANS IT Audit website is a + Project Management for Auditors
community-focused site offering « Data Collection Methodologies

IT audit professionals a one-stop

resource to learn, discuss, and
share current developments in the + Auditing, Vulnerability Testing & Penetration Testing

field. It also provides information ' . Auditing Technical Controls
regarding SANS audit training, GIAC .

certification, and upcoming events.
New content is added regularly, so & B « Auditing Business Application Systems
please visit often. And don't forget

to share this information with your

fellow IT audit professionals.

http://it-audit.sans.org

+ Regulations and Compliance

+ Auditing Networks & Operating Systems

AUTHOR STATEMENT
WE BELIEVE AUDITORS ARE THE UNSUNG HEROES OF ORGANIZATIONS. WELL
PLANNED INFORMATION TECHNOLOGY AUDITS SAVE COMPANIES TIME AND
MONEY. AUDITS IDENTIFY SECURITY RISKS AND WAYS TO REDUCE THOSE
RISKs. BEING A GOOD AUDITOR IS MORE THAN FOLLOWING A CHECKLIST.
GREAT AUDITORS HAVE PROFICIENT TECHNOLOGY SKILLS. THEY ARE
PROJECT MANAGERS, TECHNICAL WRITERS, PERSUADERS, PRESENTERS, AND
SUBJECT MATTER EXPERTS. IN THIS CLASS, WE PROVIDE STUDENTS A SOLID
FOUNDATION FOR UNDERSTAND THE AUDIT PROCESS. LET US TEACH YOU How
v ' T0 IDENTIFY AND EVALUATE SECURITY SAFEGUARDS, AND CREATE A TOOLBOX
James Tarala fa 1 . -/ OF AUTOMATED TECHNICAL AUDITING T00LS. ORGANIZATIONS ARE HOLDING
- V=

— y OUT FOR MORE AUDIT HEROES. TAKE THE CHALLENGE! - JAMES TARALA
/ -

SANS Course Catalog Delivery Methods (Visit pages46-47 for more details)

Www.sans.org Live Events - OnSite



Auditing Networks, Perimeters,
and Systems

CND Auditor for the Department of
Defense Baseline Certification for 8570

A great audit is more than marks on a checklist; it is the
understanding of the what the underlying controls are, what
the best practices are, and why. Sign up for this course and
experience the mix of theory, hands-on, and practical knowledge.

One of the most significant obstacles facing many auditors today is how exactly to

go about auditing the security of an enterprise. What systems really matter? How
should the firewall and routers be configured? What settings should be checked on
the various systems under scrutiny? Is there a set of

processes that can be put into place to allow an auditor “This course allowed me to
to focus on the business processes rather than the have hands-on experience
security settings? All of these questions and more will be  with powerful tools and

answered by the material covered in this course. professional guidance all
at the same time.”

-NeaL FrRancom, LDS CHurcH

This course is organized specifically to provide a risk
driven method for tackling the enormous task of
designing an enterprise security validation program.
After covering a variety of high-level audit issues and general audit best practice,
the students will have the opportunity to dive deep into the technical how-to for
determining the key controls that can be used to provide a level of assurance to an
organization.Tips on how to repeatedly verify these controls and techniques for
automatic compliance validation will be given from real-world examples.

One of the struggles that IT auditors face today is assisting management to
understand the relationship between the technical controls and the risks to the
business that these affect. In this course these threats and vulnerabilities are explained
based on validated information from real-world situations.The instructor will take

the time to explain how this can be used to raise the awareness of management

and others within the organization to build an understanding of why these controls
specifically and auditing in general is important. Each student is invited to bring a
Windows XP Professional or higher laptop for use during class. Macintosh computers
running OS X may also be used with VMWare Fusion.

AUTHOR STATEMENT

THIS ADVANCED SYSTEMS AUDIT COURSE STANDS ALONE IN THE INFORMATION ASSURANCE ARENA AS THE ONLY
COMPREHENSIVE SOURCE FOR HANDS-ON AUDIT HOW-T0. PAST STUDENTS HAVE INCLUDED LONG-TIME AUDITORS AND
THOSE NEW TO THE FIELD, BOTH OF WHOM HAVE FOUND SIGNIFICANT BENEFIT FROM THE REFRESHER MATERIAL. A
VICE PRESIDENT WITH THE INSTITUTE OF INTERNAL AubITORS SAID, “I’VE BEEN AUDITING SYSTEMS FOR A VERY
LONG TIME, AND NO ONE EVER ACTUALLY GAVE ME A FORMAL PROCESS THAT | CAN APPLY TO CONDUCTING TECHNICAL
AUDITS. THANK YOu!” WHILE WE DON'T REQUIRE A HIGH LEVEL OF TECHNICAL EXPERIENCE AS A PREREQUISITE TO
THIS COURSE, WE HAVE WORKED HARD TO MAKE SURE THAT ANYONE WHO COMES TO THE COURSE WALKS AWAY WITH A
WEALTH OF MATERIAL THAT THEY CAN GO BACK TO THEIR OFFICE AND APPLY TOMORROW. WE REALISTICALLY ADDRESS
THE PROBLEM — HOW DO | GET THERE FROM HERE? — BY OFFERING SHORT-TERM GOAL SOLUTIONS, WHICH, WHEN
COMBINED, WILL ALLOW YOU TO ACHIEVE YOUR GOAL: IDENTIFY, REPORT ON, AND REDUCE RISK IN YOUR ENTERPRISE.
-Davip HoeLzer

Delivery Methods (Visit pages46-47 for more details)

LiveEvents » Mentor « OnDemand « OnSite ¢ vLive! ¢ SelfStudy

AUDS507

Six-Day Course
36 CPE/CMU Credits
Laptop Required

Who Should Attend

« Auditors seeking to identify key
controls in IT systems

« Audit professionals looking for
technical details on IT auditing

» Managers responsible for
overseeing the work of an IT audit
or security team

« Security professionals newly tasked
with audit responsibilities

» System and network administrators
looking to better understand what
an auditor is trying to achieve,
how they think, and how to better
prepare for an audit

» System and network administrators
seeking to create strong change
control management and detection
systems for the enterprise

GIAC Certification
www.giac.org

STl Masters Program
www.sans.edu

SANS Course Catalog
Www.sans.org



Additional SANS 'Trfaining Courses

SIX-DAY SECURITY COURSES

SEC506 Securing Linux/Unix

Experience in-depth coverage of Linux and Unix security issues. Examine how to
mitigate or eliminate general problems that apply to all Unix-like operating systems,
including vulnerabilities in the password authentication system, file system, virtual
memory system, and applications that commonly run on Linux and Unix. This course
provides specific configuration guidance and practical, real-world examples, tips,
and tricks.

SEC509 Securing Oracle

SANS recognizes the need for comprehensive Oracle security training to help
organizations protect their most critical information resources. In this course, the
student is lead through the process of auditing and securing Oracle by defining the
risks to data, using auditing techniques for detecting unauthorized access attempts,
using Oracle access controls and user management functions, and developing
reliable backup and restore processes and techniques to secure the Oracle database,
as well as applications.

SEC540 VolIP Security

VolP has become a widely adopted technology, and it’s here to stay. VoIP protocols
and technologies, and especially VoIP security, are among the most complex fields
in IT today. This course offers the in-depth knowledge required to understand how
VolP technologies work at the protocol level (mainly focusing on SIP and RTP).

TWO- & FOUR-DAY SECURITY COUR.

SEC334 SANS Training for the CompTIA Security+ Cert
Prepare for the CompTIA Security+ Certification exam with SANS unparalleled
training.

SEC434 Log Management In-Depth: Compliance, Security,
Forensics, and Troubleshooting

This first-ever dedicated log management class for IT and security managers will

cover system, network, and security logs and their management at an organization.

Students will learn to leverage logs for critical tasks related to incident response,

forensics, and operational monitoring.

SEC440 20 Critical Security Controls: Planning,
Implementing, and Auditing

This course helps you master specific, proven techniques and tools needed to

implement and audit the Top Twenty Most Critical Security Controls.

SEC464 Hacker Detection for Systems Administrators with
Continuing Education Program

This educational program gives systems administrators tools and techniques to

illuminate evidence of potentially malicious activity on their systems and to look

deeper to determine whether the problems they see are real. It allows them to

become the human sensors for malicious activity in their organization. It uses

hands-on exercises to ensure they are comfortable using the tools.

SEC569 Combating Malware in the Enterprise

This succinct course will teach you how to plan, resist, detect, and respond to
malware infections throughout the enterprise. The course focuses on malware
threats targeting Microsoft Windows systems in an enterprise environment.

SEC577 Virtualization Security Fundamentals

Attendees will learn about virtualization security fundamentals with an in-depth
treatment of today’s most pressing virtualization security concerns: known attacks
and threats, theoretical attack methods, and numerous real-world examples.
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SEC580 Metasploit Kung Fu for Enterprise Pen Testing
This class will show students how to apply the incredible capabilities of the
Metasploit Framework in a comprehensive penetration testing and vulnerability
assessment regimen, according to a thorough methodology for performing
effective tests.

SEC710 Advanced Exploit Development

Attendees can apply the skills developed in this class to create and customize
exploits for penetration tests of homegrown software applications and newly
discovered flaws in widespread commercial software.

HALF- & ONE-DAY SECURITY COURS

SEC351 Computer and Network Security Awareness

This course is offered for the individual just beginning to explore computer security.
You will learn about many different threats, antivirus programs, firewalls, anti-
spyware, identity theft, Phishing, how to create strong passwords, and more.

SEC517 Cutting-Edge Hacking Techniques

This fast-paced, intermediate-to-advanced course is ideal for students who have
taken a multi-day hacking course in the past and are looking to update their
understanding and skills.

SEC531 Windows Command-Line Kung Fu In-Depth

for Info Sec Pros
Maximize your value in handling incidents, analyzing systems, conducting forensics
analyses, and performing penetration tests. In this fun and engaging session, we'll
discuss in depth one of the most powerful command-line tools built into Windows,
wmic, and how it can greatly improve the capabilities of security personnel, incident
handlers, and even auditors.

SEC546 IPv6 Essentials

IPv6 is currently being implemented at a rapid pace in Asia in response to the
exhaustion of IPv4 address space, which is most urgently felt in rapidly growing
networks in China and India. This course will introduce network administrators and
security professionals to the basic concepts of IPv6.

SEC556 Comprehensive Packet Analysis

This class will give you the skills necessary to decode network traffic with open-
source tools available for Unix and Windows systems. Students will learn advance
pcap packet filtering methods to decode and manipulate network traffic using
tecpdump and use Wireshark to extract files (pictures, documents, executable, etc)
from a data stream for malware recovery, incident response, and forensics analysis.

FIVE-DAY DEVELOPER

(ISC)® Certified Secure Software Lifecycle Professional
(CSSLP®) CBK® Education Program

The (ISC)* 5-day CSSLP (BK Education Program is the exclusive way to learn
security best practices and industry standards for the software lifecycle — critical
information to a CSSLP.

TWO- & FOUR-DAY DE

DEV530 Essential Secure Coding in Java/JEE

This two-day version of DEV541 is intended to cover the essential Java/JEE topics
that are relevant to a large number of web application developers and therefore
does not cover all the material that may be present on the GSSP-Java certification
exam. DEV541: Secure Coding in Java/JEE: Developing Defensible Applications is
recommended for students who wish to pursue the GSSP-Java certification.

DEV532 Essential Secure Coding in ASP.NET

During this two-day course we will analyze the defensive strategies and technical
underpinnings of ASPNET and learn where, as a developer, you can leverage
defensive technologies in the framework and where you need to build security in
by hand.

DEV536 Secure Coding for PCl Compliance

Throughout the course we will look at examples of the types of flaws that secure
coding protects against, examine how the flaw might be exploited, and then focus
on how to correct that code. Coupled with the lectures, there are more than ten
hands-on exercises where the students will have the opportunity to test out their
new skills identifying flaws in code, fixing code, and writing secure code. All of the
exercises are available in Perl, PHP, C/C++, Ruby, and Java.

ONE-DAY DEVELOPER

DEV304 Software Security Awareness

This awareness course discusses design and implementation of software
applications to reduce the risk from hackers and attacks. The concept is to engineer
software so that it continues to function correctly under malicious attack.

ONE-DAY FORENSICS COURSE

FOR526 Advanced Filesystem Recovery and Memory
Forensics

This advanced course is perfect for the diligent student familiar with core forensic

methodology and techniques. It focuses on innovative forensic techniques and

methodologies so the seasoned practitioner can keep his skills sharp and up to date

with the latest research areas in both live and static-based disk forensics.

SIX-DAY MANAGEMENT COURSE

MGT411 SANS 27000 Implementation & Management

The International Standards Organization (ISO) has recently revised what has
become the de facto document for creating and maintaining a secure enterprise,
today known as the ISO/IEC 27000 standard. This course is designed for information
security officers or other management professionals who are looking for a how-to
guide for implementing 1S0-27000 effectively and quickly.

TWO- & FOUR- DAY MANAGEMENT CO

MGT433 Securing the Human: Building and Deploying an
Effective Security Awareness Program

In this challenging course you will learn the key concepts and skills to plan,

implement, and maintain an effective security awareness program that makes

your organization both more secure and compliant. In addition you will learn how

to measure your program’s impact with metrics you can use and show to senior

management.

MGT442 Information Security Risk Management

This course will explore each phase of the risk management lifecycle, focusing on
implementing assessment and analysis techniques that should be used to properly
assess and mitigate information risk. Students will learn techniques for how to
perform risk assessments for new vulnerabilities, compliance violations, new IT
projects, and how to qualify the current risk level for presentation to executive level
management.

ONE-DAY MANAGEMENT COURSES

MGT305 Technical Communication & Presentation Skills for
Security Professionals

This course is designed for every IT professional in your organization. In this course

we cover the top techniques that will show any attendee how to research and write

professional quality reports, how to create outstanding presentation materials, and

as an added bonus, how to write expert witness reports. Attendees will also get a

crash course on advanced public speaking skills.

MGT421 SANS Leadership and Management Competencies
Leadership is a capability that must be learned and developed to better ensure
organizational success. Our focus is purely leadership-centric; we are not security-
centric or technology-centric with this training opportunity. We help an individual
develop leadership skills that apply to commercial business, non-profit, not-for-
profit, or other organizations. This course is designed to develop existing and new
supervisors and managers who aspire to go beyond being the boss and build
leadership skills to enhance their organizational climate through team building

to enhance the organizational mission through growth in productivity, workplace
attitude/satisfaction, and staff and customer relationships.

MGT432 Information Security for Business Executives

The SANS Institute, well known as a premier source for top quality technical
instruction, information security thought leadership, and research, now offers this
purpose-built course for senior leaders. The structure of the course is to present
the information and provide the executive participant with additional reading. The
additional reading is sent in advance as well as included in the workbooks.

MGT438 How to Establish a Security Awareness Program
Security awareness is a never ending process. We must invest in teaching our
users what to do and what not to do when using the Internet in order to achieve
an acceptable level of risk. MGT438 includes certification in SEC351 and a license
to teach SEC351 at your organization free for one year, with a reasonable site

fee thereafter. This course is based on NIST SP 800-50, “Building an Information
Technology Security Awareness and Training Program.”

ONE- & TWO-DAY AUDIT COURSES

AUD305 Technical Communication & Presentation Skills for
Security Professionals

This course is designed for every IT professional in your organization. In this course

we cover the top techniques that will show any attendee how to research and write

professional quality reports, how to create outstanding presentation materials, and

as an added bonus, how to write expert witness reports. Attendees will also get a

crash course on advanced public speaking skills.

AUD429 IT Security Audit Essentials Bootcamp

This hands-on bootcamp course will help you get started in the field of information
technology and security auditing. This class is not a CISA prep course; instead, this
course fills in all of the technical how-to blanks, giving you real-world hands-on
audit practice for technologies currently in use.

AUD440 20 Critical Security Controls: Planning,
Implementing and Auditing

This course helps you master specific, proven techniques and tools needed to

implement and audit the Top Twenty Most Critical Security Controls.

AUD521 Meeting the Minimum: PCI/DSS 2.0:

Becoming and Staying Compliant
The payment card industry has been working over the past several years to formalize
a standard for security practices that are required for organizations who process
or handle payment card transactions. The fruit of this labor is the Payment Card
Industry Data Security Standard. This standard, which started life as the Visa Digital
Dozen, is a set of focused comprehensive controls for managing the risks surrounding
payment card transactions, particularly over the Internet. Of course, compliance
validation is one of the requirements. This course was created to allow organizations
to exercise due care by performing internal validations through a repeatable,
objective process. While the course will cover all of the requirements of the standard,
the primary focus is on the technical controls and how they can be measured.

There are specialty courses not listed above that are available,
see www.sans.org/specialty-courses for full listings. 89
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SANS Training Events

SANS offers classes throughout the year in many major US cities as well as in Europe,
Australia, Canada, Asia, India, and Dubai. These training events feature anywhere from one
to over fifty classes at the same location. SANS events offer much more than just training -
this is the place to network with other information security professionals, gain information
on new vendor products, participate in onsite/online challenges and contests, and listen to
world-class guest speakers. www.sans.org/training/bylocation

Community SANS
Bringing live SANS Training Events to Your Community

The Community SANS format offers the most popular SANS courses in your local
community in a small classroom setting; most courses have fewer than 25 students.The
instructors are pulled from the best of our SANS Mentor program and are trained by top-
rated SANS instructors like Eric Cole and Ed Skoudis. The course material is delivered over
a six-day period, just like it is at a larger SANS event, and you receive all the same content,
audio files,and other materials along with the opportunity to network with other security
professionals and associations within your local Community. We provide continental
breakfast and breaks to encourage networking among students and faculty.
www.sans.org/community_sans

SANS Mentor and @Work

Intimate Live Instruction

The SANS Mentor program offers the flexibility of live instruction with self-paced learning.
Classes are conducted over the course of several weeks, much like a graduate level course.
Students can study in between sessions on their own and work with the Mentor during
class to discuss material, answer questions and work on exercises and labs such as Capture
the Flag.

Mentor @work classes also give you the flexibility of a Mentor course right at your
workplace with a group as small as 4 students. These private classes allow students to
apply their newfound knowledge directly to their workplace environment during the actual
class session with the consultative help of the Mentor. www.sans.org/mentor

SANS Onsite

Your Location - Your Schedule

With the SANS OnSite program you can bring a combination of high-quality content

and world-recognized instructors to your location and realize significant savings. For
organizations that need to train a large number of professionals, the SANS OnSite program
is hard to beat! www.sans.org/onsite

SANS vLive!

Live Virtual Training - SANS Top Instructors

SANS vLive! delivers live instruction via the web using various Internet-based technologies.
Streaming audio, instant messaging, online forums, and e-mail are all leveraged to make the
student’s online learning experience as fun and engaging as possible.

www.sans.org/vlive

e

SANS Partnership Series

The SANS Partnership Series is an outreach program created to provide deeply discounted
training to support constituencies (EDU, State & Local Government) that have:

* A clear impact on national security
+ Large numbers of information security practitioners
+ Budget constraints that limit access to necessary training
The secret to this successful program is cost reduction realized by delivering the

courses to large classes (100 or more).
www.sans.org/partnership

SANS OnDemand

Online Security Training & Assessments

When you want ‘anytime, anywhere’access to SANS"high quality training, choose SANS
OnDemand, our advanced, online delivery method. The program is designed to provide

a convenient, comprehensive, and highly effective means for information security
professionals to receive the same intensive,immersion training that SANS is known for.
OnDemand students receive training from the same top-notch SANS instructors who teach
at our live training events to bring the true SANS experience right to your home or office.
Plus our integrated courseware, online assessments, hands-on exercises, and online mentor
allow students to really grasp the material being taught!

www.sans.org/ondemand

SelfStudy

Self-Paced Independent Training

For the motivated student who enjoys working independently, we offer the SANS SelfStudy
program. Students receive SANS course books (and CDs when applicable) and online access
to MP3 files of SANS' world-class instructors teaching the material. Study texts and listen to
the lectures at your own convenience and pace! In addition, students who register for GIAC
Certification will receive TWO free GIAC practice tests.These practice tests show the student
what to expect on the GIAC examination. Since many students may have been out of school
for a long time, practicing test taking skills can improve their chances of passing the GIAC
exams. www.sans.org/selfstudy

SANS WhatWorks Summit Series

Your IT Security Connection

The SANS What Works Summits play an important role in educating security professionals
in all types of positions on the latest trends, techniques and best practices to help you do
your job more efficiently. The two-day format gives you full access to a series of one-hour
discussions and panel dialogues with world class experts who will help you to improve
your enterprise’s security practices.The Summit also provides attendees with a unique
opportunity to see leading vendors in a one-on-one environment which allows them to
research options and learn cutting edge solutions they can implement immediately upon
returning to their job. Attend a SANS Summit event today and you'll return equipped with
solid techniques and solutions that will enable you to remain ahead of the competition.
www.sans.org/summit /l
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Community SANS brings live SANS
training to your local community.
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Mentor
SANN

Intimate Live Instruction

Community SANS is SANS in your community!

That's right - live training, live instructor, and live people
from your own community. Your experience includes

a top-notch SANS instructor, trained by people like

Ed Skoudis, Dr. Eric Cole, or Rob Lee. Our small class
setting gives you the added benefit of interacting and
networking with your professional peers over a six day
period. Most classes are offered in Bootcamp style to
ensure you get the hands-on immersion experience
SANS’ students ask for.

Imagine the convenience and savings when you
attend some of SANS’ most popular courses without
having to travel! You can then earn your GIAC
certification right where you are - Dallas, Seattle,

New York, Chicago, Pensacola, Sacramento, Boulder,
Long Beach, Saint Louis, Albuquerque, Honolulu,
Vancouver, Toronto, Ottawa, San Diego, Boston,
Herndon, Portland, Columbus, San Antonio, New Jersey,
Atlanta, Birmingham, Oklahoma City, Raleigh, San Jose,
Indianapolis,and more. Check out our full schedule
and locations at www.sans.org/community.

Want to bring SANS live training events to your
community? Contact community@sans.org.

SANS Mentor multi-week sessions gives you time

to absorb and master the same material commonly
taught at SANS six-day conferences, with the guidance
of a trained network security professional, right in your
home town. Your mentor is highly qualified to help you
learn and certify.

Mentor is your opportunity to participate in SANS
training without the expense and inconvenience of
travel or taking time out of the workday in a small
classroom setting.You also get the opportunity to
network with other security professionals in your area.
Sign up today! www.sans.org/mentor
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SANS @Night is a series of talks
given by top industry leaders
to help compliment your
infosec training experience.

When you attend a SANS event, you not only get the best
security training available, you also have the opportunity

to absorb even more cutting-edge infosec knowledge from
SANS instructors and subject matter experts through the
SANS @Night talk series. All students who register and pay
for along course at any SANS training event WILL have free
and unlimited live and online access to most evening talks for
four months.

Not Able to Attend an Event?

Coming soon, you will be able to participate in the

SANS @Night talks, even if you cannot take advantage of
our rigorous security training at conference. You will have
unlimited access to SANS @Night talks, as well as have an
opportunity to virtually mingle with thought leaders and
network with fellow security professionals. You will also
receive online access to the recorded talks for four months.

To register and see a list of available talks, go to
www.sans.org/night

The SANS Securing The Human Program addresses every-
thing your organization needs to secure your employees,
contractors, IT staff, and management. Our approach is
to firstly motivate your employees by demonstrating who is
targeting them, show them how they are being attacked,
and explain why. Personalizing the training teaches your
employees how to protect both themselves, their families
and your organization. This has been demonstrated to en-
sure highest understanding and adoption.

We break your Awareness Training program into training
modules. Each module focuses on a specific topic and has
its own unique set of resources, including; video training,
posters, newsletters and screensavers. Each module also
has its own distinctive images, ensuring that the different
materials for each module share the same look and feel,
thereby reinforcing the same key message. The program
can also be customized for the unique policies and require-
ments of your organization, including translation into mul-
tiple languages.

For more information or to demo the training
US +1 646 257 5875
UK +44 779 257 9875

info@securingthehuman.org

www.securingthehuman.org



g
]

®
. JANS é
Simulcast

Powered by vLive!

SANS Simulcast is designed to provide live training to
teams of 20 or more, regardless of location, by combining
webcast technology with live classroom instruction. If you
have multiple people in multiple locations, and you want
to experience live instruction from SANS' top instructors,
then SANS Simulcast is the solution.

“This is the first web-based training course | have done
and was wondering if it would actually be worthwhile.
It surpassed my expectations! The software and
technology worked really well, the presenter kept
everything moving along nicely and was quick to
pick up on participants’ comments during the lecture
segments. The IM component adds value - lots of
good information/comments from the class.”

-JErRemy GAY, MoONTANA STATE UNIVERSITY

e, Remote students

e

How SANS Simulcast Works

Cutting-edge webcast technology and live instruction combine to
deliver a fun and engaging remote learning experience. All students,
whether they attend live or remotely, will also receive six-months’
access to an archived copy of the class to use as a reference tool or to
catch up on a missed session.

The platform is web-based so students simply need a solid internet
connection to participate.

A SANS instructor can teach the course from your facility or from one of
our virtual classrooms.

» Remote students can log in as individuals or arrange for groups to
meet in remote classrooms.

- Remote classrooms can also be staffed by a SANS facilitator.

Schedule a SANS Simulcast

« To set up a Simulcast session or to inquire into setting up a“Remote
Host Site” for an existing Simulcast event, please contact the SANS
Simulcast team at simulcast@sans.org.

« Private group sessions can be added with as few as 20 students.
Some open Simulcast sessions can be attended by single registrants.
To learn more, please contact us today at simulcast@sans.org.

Add the SANS Simulcast Feature to an Existing
SANS OnSite Class

SANS Simulcast can be added to any existing SANS OnSite with as few
as 5 remote students, just contact your account representative or send
an e-mail to onsite@sans.org to find out more.

Remote classroom
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OnDemand

+ A 12-month Online Training Pass for groups or
individuals, valid for OnDemand and vLive! training

«Learn on your own s chedule - anytim e anywh ere “Hands down, SANS OnDemand is the best training money can buy!
7

With budget cuts taking place in all organizations — big and small -

« Save 100% of your travel budget SANS OnDemand provides a cost effective approach for a company
to get their employees trained at a fraction of the cost of traditional
* Save up to 40% on the cost of training classroom training.” -Matt AusTin, SYMANTEC CORPORATION

GROUP FLEX PASS OPTIONS

Allows companies the flexibility to purchase a deeply discounted 12-month online training pass consisting of multiple
courses which can be used among employees, at the convenience of the company and employees.
Options Allows you to take... Training Value Discount
#1 Group Flex Pass+ 50 job-based (long) courses $178,750 Save 35% $116,187

#2 Group Flex Pass+ 25 job-based (long) and $89,375 Save 25% $67,031
25 skill-based (short) courses

#3 Group Flex Pass+ 10 job-based (long) courses $35,750 Save 20% $30,387

INDIVIDUAL FLEX PASS OPTIONS

Allows individuals to stock up on SANS training with the best discounts available! Our individual flex passes are designed
for those who have the desire to flex their brain and training dollars with continuous training throughout the year.
Options Allows you to take... Training Value Discount

#1 Group Flex Pass+ 4 job-based (long) $20,280 Save 25% $15,210
and 4 skill-based (short) courses

#2 Group Flex Pass+ 4 job-based (long) courses $14,300 Save 20% $11,440
#3 Group Flex Pass+ 4 skill-based (short) courses $5,980 Save 10% $5,382

CUSTOM FLEX PASS OPTIONS

Write to us at flexpass@sans.org for a customized Flex Pass+ that will meet the training needs of your organization. We
have account managers available to work with you to fulfill your needs.

Prices subject to change. Please check www.sans.org/security-training/flexpass/index.php for current pricing.

wes www.sans.org/ondemand/flexpass.php
e-maiL flexpass@sans.org pHONE (301) 654-7267 (Mon-Fri,9am-8pm EST) 45



“Voucher Program

“Maximize your Training Budget! Extend your Fiscal Year”

SANS Voucher Credit - Overview

SANS offers a Voucher Credit program that pays you for choosing SANS for your information security training needs. It is
simply a prepayment program that rewards you with additional voucher credits deposited into your credit account. You can
use your credits to pay for SANS training services of your choice. It is like purchasing a gift card, only with SANS, we give you
additional money to spend!

SANS Voucher Credits are a great solution for flexibility, cost savings, and value. It is perfect when you know that you will have
a variety of IT security training needs in the next 12 months, but have not decided who you will train, what delivery format

to use, or when to do it. Voucher Credits are also perfect when you have discretionary training funds to spend for long-term
professional development.

SANS Voucher Credits can be redeemed for any of the following:
+ SANS Public Training Events (SANSFIRE, Network Security, etc)

* SANS OnSite (Private Classes) ‘
* SANS vLive!
-

« Community SANS
* SANS OnDemand

* SANS Mentor V h r
+ SelfStudy
* GIAC Exams & Practice Exams S 1 NS Program

SANS Voucher Credit - Benefits

Valid for live classroom training, online learning,
and GIAC certification

« Cost savings (expand your training budget)

The SANS discount program
that pays you credits and

delivers flexibilit
« Flexibility (extend your fiscal year) y

* Free Learning Management Tool (online enrollment and usage reports)

+ Real-time access to GIAC Certification results & OnDemand usage

« Fully transferable

* One procurement

« Perfect for year-end budgets

+ Great way to motivate and retain your valued employees

+ Security of knowing that you will get information security training from the best source

SANS Voucher Credit - How to Create an Account

1. Designate a point of contact (POC) that will have the responsibility of allocating funds from your Voucher Credit account.
2. Decide how much money to deposit into your Voucher Credit account.

3. Submit the “SANS Order Survey Form”online.

4. After payment has been received, SANS will provide the POC with a receipt, voucher certificate, and instructions on how to
use your Voucher Credit account.

wes Www.sans.org/vouchers

e-MalL vouchers@sans.org pHONE (301) 654-7267 (Mon-Fri, 9am-8pm EST)
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The SANS Cyber Guardian program is
a unique opportunity for information
security individuals or organizational
teams to develop specialized skills in

incident handling, perimeter protection,

forensics, and penetration testing.

GUARDIAN

‘I Skills, Real Success

How the Program Works

This program begins with hands-on core courses that
will build and increase your knowledge and skills
with each course. These skills will be reinforced by
taking and passing the associated GIAC certification
exam. After completing the core courses, you will
choose a course and certification from either the

Red or Blue Team. The program concludes with
participants taking and passing the GIAC Security
Expert (GSE) certification.

Contact us at onsite@sans.org to get started!

Program Prerequisites
« Five years of industry-related experience
« A GSEC certification (with a score of 80 or above)
or
« A CISSP certification

Core Courses
SEC503 Intrusion Detection In-Depth (GCIA)

SEC504 Hacker Techniques, Exploits, and Incident
Handling (GC/H)

SEC560 Network Penetration Testing and Ethical
Hacking (GPEN)

FOR508 Advanced Computer Forensic Analysis and
Incident Response (GCFA)

After completing the core courses, students must choose one
course and certification from either the Blue or Red Team

Blue Team Courses

SEC502 Perimeter Protection In-Depth (GCFW)
SEC505 Securing Windows (GCWN)

SEC506 Securing Linux/Unix (GCUX)

Red Team Courses

SEC542 Web App Penetration Testing and Ethical
Hacking (GWAPT)

SEC617 Wireless Ethical Hacking, Penetration Testing,
and Defenses (GAWN)

SEC660 Advanced Penetration Testing, Exploits,
and Ethical Hacking
(Written Assignment — White Paper)

Become a SANS Cyber Guardian and stay one step ahead
of the threats as well as know what to do when a breach occurs.

Learn more about the SANS Cyber Guardian Program at
www.sans.org/cyber-guardian 47
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SANS AppSec 2011: Summit & Training

San Francisco, CA « March 7-14, 2011
www.sans.org/appsec-2011

SANS 2011

Orlando, FL « March 26 - April 4,2011
www.sans.org/sans-2011

.II'||

SANS Northern Virginia 2011

Reston,VA . April 15-23,2011
www.sans.org/northern-virginia-2011

SANS Security West 2011

San Diego, CA « May 3-12,2011
www.sans.org/security-west-2011

SANS Cyber Guardian 2011

Baltimore, MD . May 15-22, 2011
www.sans.org/cyber-guardian-2011

WhatWorks in Zir
Forensics & Incident Response Summit 2011 -

Austin, TX « June7-14,2011
www.sans.org/forensics-incident-response-summit-2011

SANS Rocky Mountain 2011

Denver, CO « June 23-30, 2011
www.sans.org/rocky-mountain-2011

WhatWorks in
Security Impact of IPv6 Summit 2011

Washington, DC « July 14-15, 2011
www.sans.org/ipv6-summit-2011
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SANSFIRE 2011

Washington, DC - July 15-24, 2011
www.sans.org/sansfire-2011

SANS Ottawa 2011

Ottawa, ON . August 28 - September 2, 2011
www.sans.org/ottawa-2011

SANS Boston 2011

Boston, MA . August 8-13,2011
www.sans.org/boston-2011

SANS Virginia Beach 2011

Virginia Beach, VA « August 22 - September 2, 2011
www.sans.org/virginia-beach-2011

SANS Network Security 2011

Las Vegas, NV . September 18-26, 2011
www.sans.org/network-security-2011

SANS Forensics 2011

Baltimore, MD « October 9-14, 2011
www.sans.org/forensics-2011

SANS Seattle 2011

Seattle, WA . November 2-7,2011
www.sans.org/seattle-2011

SANS Cyber Defense Initiative 2011

Washington, DC - December 6-16,2011
www.sans.org/cyber-defense-initiative-2011
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8120 Woodmont Avenue
SMS Suite 205
Bethesda, MD 20814
PROMO CODE
CC11

Please enter your
Promo Code
when registering.
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SANS

SANS is the most trusted and by far the largest source for
information security training, certification, and research in the world.

1.EXPLORE

+ Read this brochure and note the courses that will enhance your
role at your organization.

« Use the Roadmap to arm yourself with all the necessary
materials to make a good case for attending a SANS training
event.

« Note that the core, job-based courses can be complemented
by short, skill-based courses of one or two days. We also offer
deep discounts for bundled course packages. Consider a GIAC
Certification, which will show the world that you have achieved
proven expertise in your chosen field.

2.RELATE

« Show how recent problems or issues will be solved with the
knowledge you gain from the SANS course.

+ Promise to share what you've learned with your colleagues.
3.SAVE

+ The earlier you sign up, the more you save, so explain the
benefit of signing up early.

« Save even more with group discounts! See inside for details.

Save up to $400

Check www.sans.org for
nformation for all events

Setting the Standard for Security Training

Five Tips to Get Approval for SANS Training

4.ADD VALUE

« Share with your boss that you can add value to your experience
by meeting with network security experts - people who face the
same type of challenges that you face every single day.

« Explain how you will be able to get and share great ideas on
improving your IT productivity and efficiency.

« Enhance your SANS training experience with SANS@Night talks
and the Vendor Expo, which are free and only available at live
training events.

- Take advantage of the special SANS host hotel rate so you will
be right where the action is!

5.ACT

« With the fortitude and initiative you have demonstrated thus
far, you can confidently seek approval to attend SANS training!

Return on Investment: SANS training events are
recognized as the best place in the world to get
information security education. With SANS, you
will gain significant return on investment (ROI) for
your InfoSec investment. Through our intensive
immersion classes, our training is designed to help
your staff master the practical steps necessary

for defending systems and networks against the
most dangerous threats - the ones being actively
exploited.

Remember: SANS is your first and best choice for
information and software security training. The
SANS Promise is “You will be able to apply our
information security training the day you get back
to the office!”



